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ABSTRACT

Blockchain technology has garnered interest in several scientific and engineering fields. To improve blockchain-
technology services, its execution challenges must be addressed. Container-based virtualization enables running
isolated apps on a shared OS where blockchain technology can leverage this technology to run numerous nodes,
smart contracts and decentralized apps in distinct containers allowing resource isolation and allocation, faster
deployment and scalability and improved security through limited host OS and other container access. This article
covers container-based virtualization for blockchain technology, including current methodologies, prospects and
future perspectives. Initially, this study explains blockchain and containerization, as well as the reason for their
integration. Then, reviews container virtualization services to address blockchain complexity, size, scalability and
security. Conversely, container technology uses blockchain to protect data and enhance resource management.
Next, it analyzes the latest containerization and blockchain integration studies. Finally, difficulties and future
directions are considered to advance this promising research.
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1. INTRODUCTION

In recent years, big data has gained immense significance, becoming a driving force behind the evolution
of data processing, storage and management [1]. As a result, the demand for innovative technologies
capable of meeting the growing challenges of big data has surged. This has led to the emergence and
widespread adoption of containerization and blockchain, which have revolutionized the landscape of
data management and security [2].

While blockchain technology offers decentralized and secure data management [3], container
technology provides a simplified and scalable solution for system and application management [4]. The
rise of cryptocurrencies like Bitcoin, Ripple and Ethereum has further propelled the need for blockchain
technologies [1]. As such, the integration of containers with blockchain applications has become a
critical area of research and development.

Blockchain technology can be implemented in virtual machines or containers, depending on the
blockchain application’s specific use case and requirements. Virtual machines can provide complete
isolation between nodes in a blockchain network, making them a good choice for building private or
permissioned blockchains, where security and data privacy are paramount. Each node can be deployed
in a separate virtual machine with its operating system and resources, ensuring that any compromise or
failure in one node does not affect the others [5].

Containers, conversely, are more lightweight and can be deployed more easily and quickly than virtual
machines. They are a good choice for building decentralized applications that run on top of public
blockchains, such as Ethereum. Each application can be packaged in a container and deployed to a
decentralized network, where it can interact with other smart contracts and blockchain nodes [6]. In
general, the choice between virtual machines and containers for blockchain applications depends on the
application’s specific use case and requirements. Security, scalability, portability and resource usage
should be considered when choosing between these technologies [5].

Therefore, the most notable benefits of containerizing blockchain applications should be discussed to
demonstrate the viability of doing so:

1) Efficiency in reducing costs through sharing resource features, where tens of containers
can rapidly be virtualized to run on a single-core CPU [7].
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2) Portability, containers are known to be genuinely built once and run software anywhere.
This is achieved with the aid of platforms like Docker that facilitates the deployment
process [8].

3) Improved security, as mentioned above, as containerization is an isolation technique;
this allows apps to operate independently from each other and from the host system [9].

4) Agility and containerization facilitate the integration process, allowing developers to
deliver the required enhancements rapidly [5].

5) Ease of management; with a container’s orchestration platform like Kubernetes, it is
easier to install, upgrade and manage containers [10].

Despite the growing interest and implementation of containerization in blockchain applications, there
remains a need for a comprehensive study to address several shortcomings and challenges. This study
aims to bridge the gap in the existing literature by exploring the benefits and limitations of containerizing
blockchain applications, with a focus on improving the overall performance.

While blockchain technology and containers have many benefits, they also have restrictions and
potential drawbacks when choosing these technologies for a particular use case. Careful planning and
evaluation are necessary to ensure that the chosen technology meets the specific needs and requirements
of the application. In the next sections, we focused on the importance of containers and blockchain
technology and the role of containers in improving the performance of the blockchain. The literature
review is structured as in Figure 1.

2. CONTAINER-BASED VIRTUALIZATION AND BLOCKCHAIN: AN OVERVIEW

In this section, we present a container-based virtualization overview, Docker and its orchestration
mechanism, followed by an overview of blockchain technology.

2.1 Container-based Virtualization

Containers are lightweight executable packages for software codes that encapsulate these software codes
with only the required operating-system libraries and dependencies in a way that abolishes the need for
a specific infrastructure to run [11]. Over the last few years, containers gained maturity and popularity
because of the lightweight virtualization that they provide, which enabled multiple applications to run
independently and isolated from any other application and from the operating system and without the
need for occupying the operating-system kernel entirely for each one of them, as it is the case with
virtual machines [12]. Rather, containerization enables sharing the host operating-system kernel with
multiple containers simultaneously. This sharing feature utilizes resource employment in a way that
reduces the amount of the required hardware resources. Moreover, containers are easier to manage than
VMs (virtual machines), thanks to their orchestration engines like Kubernetes, which influenced the
emergence of many container cloud platforms [13]. Containerization, which is container virtualization,
refers to creating an isolated virtual environment for each application, which is directly related to kernel
functionalities. Figure 2 shows the process of shifting from VMs to containers, where each virtual
environment is named a container and both namespaces and (cgroups) refer to functions provided by the
operating-system kernel. The namespaces control and limit each process’s number of resources used,
while (cgroups) deal with a process group’s resources [14].
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Figure 1. The structure of the literature review. Figure 2. From virtual machines to containers.
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System solutions based on hypervisor suffered many drawbacks related to resource allocation, start-up
time and adaptability [15]. Currently, Docker is the most widely used virtualization tool, because it
significantly increases operating system resource usage with little additional overhead. The open-source
containerization engine called Docker automates the packing, shipping and deployment of software
applications. These programs are delivered as thin, portable, self-contained containers that may operate
almost anywhere. A Docker container is a program container that includes the constituents required for
the program to run automatically [16]. A single system may contain several Docker containers and each
container is totally independent of the host machine. Particularly, the software component and all of its
needs are included in a Docker container, such as binaries, libraries, configuration files, scripts, jars,
...and so on [17]. The following elements make up the majority of the Docker solution:

1) The Docker engine.
2) The Docker hub.

The Docker engine makes it possible to realize both general-purpose and purpose-specific Docker
containers. A fast way to expand the set of Docker phases that may be gathered in different ways to
make publicly-discoverable, network-accessible and exceedingly-consumable containers is via the
Docker hub [14].

Let’s say that we wish to execute the containers directly on a Linux computer. The diagram in Figure 3
shows how the Docker engine creates, oversees and manages many containers [17].

Container-based Docker ecosystem has the following characteristics [18]:

1) It supports portability by allowing for the packaged app to run anywhere, since it
facilitates and improves the processes of the application’s development and
deployment, which makes it easy to build, ship and run any app and everywhere.

2) It strengthens the integrity of any infrastructure by enabling developers to package the
application with all its necessary libraries and dependencies to build up workable
software that works properly in any environment without the need for any prior setup.

3) It is easy to manage Docker by anyone in a way that meets the required additional
features [19].

The Docker engine, which creates and runs containers and the Docker hub, which presents a cloud
service for distributing containers, are the two distinct parts of the Docker platform [20].

Few Docker containers on a single system are easy to manage, but challenges arise when having to put
these containers into production on a dispersed host network; therefore, tools for ensuring availability,
scaling, networking, integration and administration are essential for managing dynamic containers as
one entity on a network, where manual handling is impossible in this case [13].

Therefore, tools like Google Kubernetes, Marathon (a framework for Mesos), CoreOS’s Fleet and
Docker’s swarm tooling are essential for managing containers on a network system. Each container
needs on-host placement, monitoring and updating and at the same time, the system must be enabled to
respond to failures, loading or any change in the system by taking the appropriate action by either
moving, starting or aborting any container [21].

2.2 Blockchain Technology

Blockchain is a decentralized and distributed digital ledger that records transactions and stores data
across a network of computers. It operates using a consensus mechanism that allows multiple parties to
verify and agree on the validity of transactions without needing a trusted intermediary or central
authority [22].

Each block contains a record of several transactions, as well as a unique cryptographic hash that
identifies the block and links it to the previous block in the chain [23]. This creates an immutable and
tamper-proof record of all the transactions on the blockchain [24].

One of the key benefits is that blockchain enables trust and transparency in a digital world without the
need for intermediaries. Transactions are verified and recorded by a network of nodes, each with a copy
of the blockchain. This ensures that any attempted tampering or fraud is easily detected and prevented
[25].
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Another key benefit of blockchain technology is that it can be used to create smart contracts; self-
executing contracts with the terms of the agreement written into the code (see Figure 4). Smart contracts
can automate the execution of transactions and eliminate the need for intermediaries, reducing costs and
increasing efficiency [26].

Docker Host The transaction is | \ The network of nodes validates
broadcast o ll nodes ’ 4 the transaction using public key (
inthe P2 etk | | potbaloctdy
- | o | w A—>A~| I g |~VD“
‘03 ‘a_) 5 5 5 3 M | Verified transacti
‘erified transaction
£l | | £ = — | g g, (ie. contract, record)
..g ..g g ..g g An blockchain entity \ ‘T‘ ,
(i.e a computer)
o o o) o [} o e —
O O O O o requesvs a transaction.
Docker Engine =  The verified transaction is
et s e D
— B — C
Hardware The transaction A new block is appended
is complete. to the existing blockchain,
Figure 3. Docker engine. Figure 4. Contract creation by blockchain.

Blockchain technology has many potential use cases, including:

Cryptocurrencies: The underlying technology behind cryptocurrencies includes Bitcoin and Ethereum.
These digital currencies use blockchain to enable secure, decentralized transactions without the need for
intermediaries, like banks or financial institutions [27]. Supply-chain management: can track and verify
the movement of goods and products across a supply chain. This can increase efficiency, reduce fraud
and improve transparency in the supply chain [28].

Voting systems: Blockchain technology can create secure and transparent voting systems that eliminate
the risk of tampering or fraud [29]. Identity verification: Blockchain technology can create decentralized
and secure identity verification systems that eliminate the need for intermediaries, like government
agencies or financial institutions [30]. However, blockchain technology also has some limitations and
potential drawbacks. These include [31]:

Scalability: Blockchain technology can be slow and resource-intensive, especially when running on a
large scale.

Energy consumption: The process of verifying transactions on a blockchain can be energy-intensive,
leading to concerns about the environmental impact of blockchain technology.

Specialized infrastructure and software: Blockchain technology requires specialized infrastructure
and software to run effectively, which can increase the cost and complexity of deployment.

Overall, blockchain technology represents a promising and innovative approach to sharing and verifying
information in a secure and decentralized manner. While it has some limitations and potential
drawbacks, careful evaluation and planning can help ensure that blockchain technology is used
effectively and appropriately for a given use case [32].

3. MOTIVATION FOR INTEGRATING CONTAINER-BASED VIRTUALIZATION AND
BLOCKCHAIN

The challenges of adopting container-based virtualization, the technical constraints of blockchain and
the promising opportunities of combining such two technologies are highlighted in this section as the
driving forces behind the integration of container-based virtualization and blockchain technologies.

3.1 Challenges with Container-based Virtualization

Despite being the next revolution in cloud computing, containers are lighter than virtual machines. In
comparison to conventional VMs, they may significantly reduce the start-up time for instances, as well
as the processing and storage overhead [12]. However, like many other things, using and deploying
containers presents particular difficulties for developers. CNCF Survey 2020, published in https://www.
cncf.io/reports/cloud-native-survey-2020/, revealed that development teams encountered difficulties
with several containerization-related issues (Figure 5).
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Figure 5. Challenges in using/deploying containers.

The survey showed that for (41%) of respondents, complexity was recorded to be the top challenge of
containers’ usage and deployment. Security came in the second place and recorded (32%) of
respondents, followed by storage (29%) and lack of training and monitoring (both at 27%).

3.2 Technical Limitations of Blockchain

Despite its numerous advantages, blockchain technology has some technical limitations that need to be
addressed [31]:

Scalability: As the number of transactions increases, the size of the blockchain grows, making it
difficult to store and process large amounts of data. This issue becomes particularly problematic for
public blockchains that require nodes to store the entire history of the chain [2].

Speed: The time it takes to validate transactions and add them to the blockchain can be slow, particularly
for large networks. This is due to the fact that each transaction needs to be verified by multiple nodes in
the network [33].

Cost: The cost of running a node on the network and participating in the consensus process can be high.

This is particularly true for proof-of-work blockchains, which require significant amounts of computing
power and energy [25].

Interoperability: Different blockchain networks use different protocols, which can make it difficult for
them to communicate with one another. This limits the potential for blockchain to be used for large-
scale applications that require interoperability between different systems [34].

Security: While blockchain is considered to be a secure technology, it is not immune to hacking or other
security breaches. Additionally, the use of smart contracts on blockchain networks can introduce
additional security risks if they are not properly coded or audited [35].

Governance: The decentralized nature of blockchain can make it difficult to reach a consensus on
changes to the network. This can lead to governance challenges and delays in implementing necessary
updates or improvements [36].

3.3 The Integration of Container-based Virtualization and Blockchain Possibilities

There are several potential possibilities for integrating blockchain and container-based virtualization,
some of which are outlined below:

Immutable container images: Blockchain technology can create a tamper-proof and immutable ledger
of container images. This can help ensure the authenticity and integrity of container images and prevent
unauthorized modifications or tampering [20].

Smart contract-based container management: Smart contracts can be used to automate the
deployment and management of containerized applications. This can help simplify the container-
management process and reduce the risk of errors and misconfiguration [37].

Also, to improve the scalability of blockchain technology, here are some possibilities:

Containerized blockchain nodes: Using container-based virtualization, deploying multiple blockchain
nodes on a single machine or cluster of machines is possible. Distributing the workload across multiple
nodes can help improve the blockchain network’s performance and scalability [33].
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Consensus algorithm optimization: Container-based virtualization can be used to optimize the
consensus algorithm of the blockchain network by deploying multiple nodes with different consensus
algorithms and testing their performance. This can help identify the optimal consensus algorithm for the
blockchain network [38].

Overall, integrating container-based virtualization and blockchain technology can help improve
blockchain networks’ scalability and performance, enabling them to handle increased traffic and usage
and support large-scale applications.

3.4 Feasibility of Integrating Container-based Virtualization and Blockchain

The integration of container-based virtualization and blockchain is a feasible and promising approach
to improve the scalability, security and flexibility of blockchain networks. Container-based
virtualization can help isolate different components of the blockchain network, allowing them to run in
separate containers and reducing the risk of vulnerabilities or attacks affecting the entire network [7].

Furthermore, by using container-based virtualization, it is possible to deploy multiple instances of
blockchain nodes with different consensus algorithms, allowing for easier testing and optimization of
the blockchain network’s performance. This approach can also enable more efficient resource utilization
and better management of the network’s computational resources [38].

While challenges must be addressed, the feasibility of integrating container-based virtualization and
blockchain is high. The potential benefits make it a promising approach for the future of blockchain
technology.

4. LITERATURE REVIEW

Through this survey, we touched on the strengths and weaknesses of both technologies and what the
best solutions and procedures were that could be followed to achieve the best integration between them.
There is a lot of research on the blockchain or its services, specifically given that the technology is open-
source and has been used in bitcoins for about fourteen years. Still, there are only a few papers that
discuss how to improve blockchain using containerization technology or how they can be incorporated.
We have noticed through previous studies that there are major weaknesses in blockchain technology
that can be addressed or improved through container technology, which can be summed up into three
groups (complexity, size and scalability, and security holes).

4.1 Complexity

Zeadally and Abdo [39] [24] provided a performance-evaluation mechanism to aid in the decision-
making of blockchain-based service planners. For portability and flexibility, this system is available as
Docker and Kubernetes. This study’s experimentation method enables service providers to assess the
server performance necessary for the service’s launch. Additionally, because of Docker and Kubernetes
power, the experimental environment enables creators to create scenarios, like deploying several servers
and replicating as many client pods as they like.

This study presents the initial review by Chen, C. et al. [6] on how decisions in blockchain design affect
performance. Then, they provided their approach for employing containerization to test blockchains. In
this approach, authenticity and the expensive test of P2P applications were balanced. Finally, they put
their framework into action to perform a demo assessing how the characteristics of Bitcoin’s network
would affect system dependability. Because of this, they discovered three benefits of employing
containerization for blockchain: authenticity, ease of deployment and low cost.

Minichain, a container-based emulator for testing blockchains utilizing a proof-of-work mechanism,
was proposed by Wu, X. et al. [39]. Minichain offers a realistic and adaptable network environment
which is absent from current blockchain experiments.

A realistic study is expensive and time-consuming, because no agreed paradigm exists for evaluating
permissioned blockchain platforms’ scalability and comparing consensus algorithms’ performance and
features. Mazzoni, M., Corradi A. and V. Di Nicola examined the Quorum blockchain’s functional
scalability and application [35]. They presented a framework for any permissioned blockchain
technology, even though they reviewed a financial use case. They chose Hyperledger Caliper for
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benchmarking and Docker for deployment for repeatable, cross-platform and cost-effective analysis.

4.2 Size and Scalability

Pongnumkulet et al. [40] conducted a study, in which two famous blockchain platforms were examined
in terms of performance: Hyperledger Fabric and Ethereum. Hyperledger Fabric a private
(permissioned) blockchain implementation, is designed to serve as a building block for blockchain
applications in a variety of sectors. As a result, its design is modular, enabling plug-and-play
compatibility for parts, like consensus and membership services. To assess the performance and
constraints of these cutting-edge platforms, the study used container technology (Docker) to allow
Ethereum (private deployment) and smart contracts, also known as "chaincode," which make up the
application logic of the system, because one common objection to existing blockchain technology is its
inability to scale. Consequently, there are two objectives for this preliminary performance review. The
development of a blockchain-platform evaluation methodology comes first. The analytical results are
also shared with practitioners to help them understand how to integrate blockchain technology into their
IT systems. According to the testing results, which were based on different quantities of transactions,
Hyperledger Fabric regularly surpasses Ethereum in terms of execution time, latency and throughput.

Current blockchain designs need to scale due to exponential message and memory complexity.
Researchers presented (Hassanzadeh et al. [41]) LightChain, the first fully decentralized Distributed
Hash Table (DHT)-based blockchain architecture, to address operational scalability challenges. They
created a containerized model of a LightChain node system that can be run on a single computer,
improving repeatability.

To address blockchain workload changes. Z. Shi et al. [42] recommended the high-performance
Kubernetes scheduling technique HPKS for offline workload management. HPKS reduces worker node
consumption by 13.0% in PoS blockchain applications. Compared to Kubernetes’ default scheduler,
Makespan’s HPKS increase is less than 3%.

Volpe et al. proposed a blockchain-based smart-contract architecture for manufacturing digital processes
[43]. Their key contribution is integrating blockchain with Cloud Storage and Docker, two well-known
technologies.

4.3 Security Holes

Using W3C-PROV Data Model, El loini, N. and Pahl, C. [44] suggested a container-based blockchain
architecture that tracks the sources of all orchestration choices made by a business network. This
architecture offers fresh ways for many parties to communicate, enabling secure transactions and
creating a new decentralized interaction paradigm for loT-based applications.

A thorough analysis of blockchain-based trust technigues in cloud-computing systems was carried out
by Li, W. et al. [18]. Using a novel method of cloud edge trust management and a cloud transaction
model based on double-blockchain structures, they were able to identify the remaining challenges. They
offered suggestions for additional research in this area.

Concerning container technology, we noted its reliance on blockchain technology to protect container
data from tampering and maintain its integrity, in addition to making use of it to improve the efficient
resource-management process.

Brinckman et al. [16] conducted a study, where many applications in research, science and industry have
been stimulated by the introduction of such lightweight environments (containers), making it possible
to share, reuse and instantiate pre-configured operating environments as needed. Currently, centralized
repositories (such as Docker hub) have made it possible to share containers, which serves as the
foundation for future growth. The researchers look at whether a distributed group of users can safely
exchange container- based programs and provide an audit trail showing what has been shared and with
whom. They conducted a comparison of blockchain technologies for this use case while taking into
account the features of these blockchain technologies for this purpose. The majority of research was
reviewing and categorizing various ledger systems.

Tosh et al. [45] stated that cloud data provenance must be secure against malicious actors. The
researchers proposed a blockchain-based data provenance architecture (BlockCloud) that integrates a
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proof-of-stake (PoS)-based consensus protocol to securely record data operations in a cloud environment
powered by a novel PoS consensus model (CloudPoS). Validators are cloud-computing stakeholders.
Rewarding involvement or securing collaboration may drive such engagement. Because participants’
resources are at stake, the suggested leader-election procedure gives every cloud user an equal chance
of leading the Blockchain based on the number of resources staked. Hence, blockchain activity is safer.

In a study by Marko et al. [37], resource-use optimization in a commercial setting is studied using a
home- built video-conferencing (V.C.) system. All parties involved, including end users, cloud-service
providers, software developers, ...etc., are not provided with monetization alternatives by this type of
application. Related to the technology of blockchain, Smart Contracts (SCs) may be able to help with
some of these requirements. A unique architecture is provided for monetizing value generated in
accordance with the desires of the stakeholders who take part in joint software service offers.

A revolutionary "permissioned Hyperledger Fabric blockchain containerized cloud ecosystem™ was
proposed by Awuson-David et al. [46] to protect and maintain the veracity of digital proof during both
storage and transmission. Then, a "Dockerized private blockchain cloud ecosystem architecture™ was
designed and implemented, which would decrease the challenges faced by forensic investigators in the
cloud ecosystem by ensuring evidence integrity in a multi-tenancy, private cloud environment.

J. Sun et al. [20] depending on blockchain technology, developed a container cloud security system in
response to the susceptibilities and malware in container imageries in addition to specific incorrect
settings that breach security-compliance standards.

Marques et al. [48] [14] described how containerization’s flexibility made system monitoring harder due
to the huge volume of calls and (de) allocations. This study investigated how documenting these
activities in a blockchain-based data structure could simplify resource audits and procedure-order
analytics. Blockchains allow container-based solution creators, end users and vendors more trust in
record integrity. To meet their needs for security, flexibility and protection, numerous systems and
applications have benefited from the integration of the two technologies.

Vorakulpipat, C. and Chaisawat, S. [29], in order to provide data security and flexibility in system
integration, developed a system design architecture. By monitoring the use of computer resources and
performing performance tests on the design, it was further examined and evaluated to confirm that it
complied with the aforementioned requirements.

Aujla, G. S. et al. [47] developed a blockchain-based secure data processing system that creates a multi-
objective optimization problem for an edge-envisioned vehicle-to-everything (V2X) scenario. It also
features an ideal container-based data-processing scheme and a blockchain-based data integrity-
management scheme to reduce latency and connection breakage.

According to Kumar, P. and Shah, M. [48], obtaining an accurate birth certificate for any individual is
a significant challenge. The researchers presented and created a birth certificate storage system based
on the "InterPlanetary File System™ (IPFS) and "BLOCKCHAIN" technology in this paper. Due to the
advancement of Docker technology and containerization as a service, this application was also deployed
inside a container using Docker-compose, which creates a multi-container Docker application (CaaS).

Table 1 summarizes the issues that researchers face when fusing blockchain with containers, along with
solutions for each technology.

Table 1. Literature review.

Ref. | Research Problem Challenges Faced by Solutions Provided by
Blockchain/Containerization Blockchain/ Containerization
[39][2 Portability and flexibility | Measuring the performance that Docker and Kubernetes for
in the blockchain aids in decision-making for service | portability and flexibility
4] lanners using blockchain
echnology
[16] Sharing container-based Sharing container-based programs Blockchain technologies
applications securely safely across a decentralized group
of users while keeping track of who
has shared what and with whom by
using an audit trail
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[40] | Scalability of blockchain Methodology for evaluating a Containerization-based
technology. blockchain platform
[6] Testing blockchains Traditional testing has issues with UsinE containerization for
being unconvincing or expensive Blockchain for testing, easing
deployr_nent, lowering cost and
authenticity
[45] Pre_servindg tamper- Making containerisation more Blockchain-based data
resistant data provenance secure provenance architecture
in the cloud
[44] | Trustworthy transactions Identifi/(ing each device/data in the | Blockchain container-based
network and tracking the architecture
provenance of its acfions
[39] Testin% proof-of-work- A platform for realistic testing and | Container-based emulator
based blockchains evaluation of blockchain
systems and applications
[37] Providing monetization Optimization of resource use for. Smart contracts
possibilities to all involved | container-based video conferencing
stakeholders in the video- | in a business context
conferencing (VC) system
[46] Intefgrity and . Reducing_the difficulty of acquiring | Dockerized private blockchain
confidentiality of dataina | evidencein the cloud cloud ecosystem architecture
cloud environment
[20] | Viruses and vulnerabilities | Container cloud security Systembased on blockchain
in container images enhancement technology
[41] | Challenges with scalability | Due to its asymptotic message and | A containerized LightChain
in blockchain architectures | memory complexity, blockchain | system _ proof-of-concept
architeCtures face scalability issues | implementation
[29] | Delivering data security and agility in system integration Using container technology
along with blockchain
technology
[47] | Securing data processing The privacy of user data/activities Using container technology
along with blockchain
technology
[48] Identifying the correct birth certificate of any person Using container technology
along with blockchain
technology
[18] Building a trust-enabled transaction environment A double- blockchain
structure-based cloud
transaction model
[43] Integration of blockchain Collaboration in the cloud when Docker and cloud storage
with containerization and offering and consuming different
cloud storage services is a shortcoming of the
blockchain
48 Flow of calls and ) System monitoring in container- Blockchain-based solution
14 (de)allocations in massive | based virtualization
amounts in container-
based virtualization
[42] | Addressing the Workload changes in blockchain Kubernetes container
characteristics of applications orchestration
PoS(Proof of Stake)
blockchain applications in
the cloud
[44] | Choosing which Permissioned blockchain platforms | Docker as a deployment tool
blockchain technologg/ and | need a common framework for
consensus algorithm best evaluating scalability
fit a specific use case is
complex

4.4 Shortcomings of Previous Studies

Previous studies’ efforts in the field have provided valuable insights into the application of blockchain
and container technologies. However, these studies have often lacked a detailed examination of the
specific challenges associated with integrating containers into blockchain environments. Consequently,
there is a need for a more focused investigation to address the following shortcomings:

1) Limited exploration of performance enhancements: Previous studies have primarily
focused on the general benefits of containerization and blockchain technology without
thoroughly investigating how containerization can improve the performance of
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blockchain applications. The impact of containerization on scalability, resource
utilization and overall efficiency requires deeper analysis.

2) Inadequate examination of security considerations: While containerization offers
enhanced security through isolation, there is a need to explore the potential
vulnerabilities and risks associated with deploying containerized blockchain
applications. A comprehensive understanding of the security implications is crucial for
ensuring the integrity and privacy of blockchain networks.

3) Insufficient evaluation of deployment and management challenges: Previous studies
have often overlooked the complexities involved in deploying and managing
containerized blockchain applications. The effective orchestration of containers,
integration with blockchain networks and efficient resource allocation require careful
consideration to maximize the benefits of containerization.

By addressing these limitations and delving into the specific challenges associated with containerizing
blockchain applications, this study aims to provide a comprehensive understanding of the potential
improvements that can be achieved. The following section will explore the benefits of containerization,
such as cost reduction, portability, enhanced security, agility and ease of management, thereby
highlighting the viability and significance of integrating containers with blockchain technology. Table
2 summarizes the aims and rationale of this survey in the context of previous works.

Table 2. Aims and rationale of the current survey.

Research Aspect Previous Works Aim and Rationale
Aim and Rationale Limited exploration of Investigating how containerization can
containerization’s impact on enhance scalability, resource utilization
blockchain performance and overall efficiency in blockchain
applications
Security Considerations | Inadequate examination of security | Analyzing the potential vulnerabilities
implications of containerized and risks associated with deploying
blockchain applications containerized blockchain applications to
ensure data integrity and privacy
Deployment and Insufficient evaluation of Exploring the complexities involved in
Management deployment and management deploying and managing containerized
challenges blockchain applications, focusing on
effective orchestration, integrafion with
blockchain networks and efficient resource
allocation

5. CONTAINER-BASED VIRTUALIZATION ROLES FOR BLOCKCHAIN
ENHANCEMENT

Container-based virtualization enhances blockchain technology by addressing various research issues
and providing valuable solutions. The following points provide a more detailed elaboration on the
research issues related to container virtualization for blockchain technology:

Scalability: One of the key challenges in blockchain networks is scalability. As blockchain networks
grow, the number of transactions being processed increases and the scalability challenge arises in
ensuring that the network can handle the expanding workload efficiently. Public blockchains, in
particular, face scalability concerns due to the requirement of storing the entire history of the chain on
every participating node [31]. To address scalability challenges, various techniques have been explored,
such as optimizing consensus algorithms, implementing sharding mechanisms or introducing layer-two
scaling solutions, like state channels or sidechains [35]. These approaches aim to improve the throughput
and capacity of blockchain networks, enabling them to handle a larger number of transactions or
computations per unit of time. Deploying blockchain nodes within containers enables more efficient
scaling of the network. By utilizing containerization, blockchain networks can dynamically adjust their
capacity to meet fluctuating demands. Containers offer lightweight, portable environments that can be
easily replicated and moved between hosts. This enhances the scalability of blockchain networks,
allowing them to expand or contract as needed [2].

Security: It is a paramount concern in blockchain networks. Containerization contributes to enhancing
the security of blockchain networks in multiple ways. By isolating blockchain nodes within separate
containers, the impact of potential attacks or compromises is limited. Each container acts as an
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independent unit, reducing the likelihood of an attacker gaining access to the entire network.
Additionally, containerization simplifies the deployment of security patches and updates across the
network, ensuring that the latest security measures are promptly applied [35].

Consistency: It is crucial for the reliable functioning of blockchain networks. Containerization aids in
achieving consistency by utilizing container images. These images ensure that all nodes within the
blockchain network are created with the same software stack and configurations. This reduces the risk
of configuration errors and inconsistencies that can compromise the integrity of the network. Managing
and maintaining the blockchain network become easier as containers offer a standardized and
reproducible environment [42].

Deployment: Efficient deployment of blockchain networks is another critical research issue.
Containerization, coupled with container orchestration tools like Kubernetes, simplifies and automates
the deployment process. These tools enable the seamless distribution of blockchain nodes across
multiple hosts, saving time and reducing the risk of human errors during deployment. Containerization
streamlines the setup and configuration of blockchain networks, enhancing their manageability and
overall deployment efficiency [49].

Overall, container-based virtualization provides solutions to critical research issues related to scalability,
security, consistency and deployment in the context of blockchain technology. By leveraging
containerization, blockchain networks can achieve enhanced performance, security and manageability.
Using containerization technologies and methodologies enables more reliable and efficient utilization
of blockchain networks, paving the way for their widespread adoption in various industries.

6. ISSUES AND CHALLENGES

Integrating container-based virtualization and blockchain technology can present several issues and
challenges that must be addressed.

Security: While containerization can enhance the security of blockchain networks, it can also introduce
new security risks. Containers can be compromised if they are not properly secured or if vulnerabilities
in the container image are exploited. This could compromise the security of the entire blockchain
network [9].

Performance: Containerization can affect the performance of blockchain networks. Running
blockchain nodes in containers can result in overhead, which can impact the speed and throughput of
the network. Careful optimization is required to minimize this overhead and ensure optimal performance
[11].

Complexity: Integrating container-based virtualization and blockchain technology can add complexity
to the deployment and management of blockchain networks. Container orchestration tools like
Kubernetes can help simplify this process and introduce new layers of complexity that need to be
managed [35].

Compatibility: Compatibility between container-based virtualization and blockchain technology can
be an issue. Not all blockchain platforms may be compatible with containerization or require specific
configurations to work effectively in a containerized environment [5].

Overall, integrating container-based virtualization and blockchain technology requires careful
consideration and planning to address these challenges and ensure that the resulting network is secure,
performant and manageable.

7. CONCLUSIONS

Previous studies have focused on the general benefits of containerization and blockchain technology,
but have not extensively explored the challenges associated with integrating containers into blockchain
environments. While some research has touched upon the advantages of containerization, such as
resource sharing, portability, security, agility and ease of management, there is a lack of detailed analysis
regarding the limitations and potential risks involved. Additionally, the performance enhancements
achieved through containerization in the context of blockchain applications have not been adequately
examined. Furthermore, studies have often overlooked the complexities of deploying and managing
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containerized blockchain applications, neglecting the issues related to orchestration, integration and
efficient resource allocation.

Based on the identified drawbacks and research gaps, the main research direction of this study is to
comprehensively investigate the benefits and limitations of containerizing blockchain applications while
focusing on improving overall performance. This study has explored the benefits and implications of
container-based virtualization in the context of blockchain applications. The findings highlight
containers’ significant advantages, emphasizing their flexibility, portability and security features.

Using containers, blockchain nodes can be efficiently deployed, managed and isolated, ensuring the
integrity and privacy of blockchain networks. The containerization approach enables the seamless
movement of applications across different environments and infrastructures, supporting container
runtimes and enhancing flexibility and scalability.

Moreover, the study emphasizes that container-based virtualization provides an efficient and lightweight
method for running blockchain-based applications and services. Utilizing tools and platforms such as
Docker, Kubernetes and AWS Fargate, simplifies the large-scale development, deployment and
management of containerized blockchain applications.

In summary, this study contributes to understanding containerization’s benefits in the realm of
blockchain technology. The findings emphasize the value of container-based virtualization in enabling
efficient, lightweight and secure execution of blockchain applications. Moving forward, further research
and development in this area should focus on exploring advanced container orchestration techniques,
enhancing security measures and addressing the challenges associated with containerization and
blockchain technology integration. By doing so, the full potential of container-based virtualization in
the blockchain domain can be realized, driving innovation and facilitating the adoption of blockchain
technology in various industries.
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