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ABSTRACT 

The Internet of things (IoT) emerged as a new technology, where everything is connected. Large amounts of data 

need to be stored for processing; hence, edge computing can reduce the storage of data in a distributed 

environment, which enhances processing speed and low usage of bandwidth. With an ever- increasing use of IoT 

devices, issues such as authentication of devices, privacy of data stored and integrity of data have also 

increased. The authentication of devices is a major concern for edge-connected IoT devices. The problem was 

solved by using classical cryptographic algorithms such as Elliptic Curve Cryptography (ECC), Rivest-Shamir-

Adleman (RSA) and Diffie-Hellman (DH) for message encryption by using public and private keys that need to 

be stored.  These keys need to be stored on a server for device authentication. In device authentication, storing 

many keys leads to more computation and storage costs and to an increase in delay. With quantum computing 

and quantum algorithms, such as Shor’s and Grover’s, it becomes easy to break the keys of cryptographic 

algorithms, making the system vulnerable. The proposed work Blockchain-based Device Authentication in Edge 

Computing Using Quantum Approach (BDAEC-QA) provides authentication for IoT devices using context 

information, quantum key distribution (QKD) and blockchain. The proposed scheme uses the smart contracts to 

store an information    of the IoT devices on the server side, which is used by blockchain to provide secure 

authentication between the edge server and the IoT devices. The proposed scheme also provides communication 

between IoT devices across the network. The proposed work is compared with “Lightweight Two-factor-based 

User Authentication Protocol for IoT-Enabled Healthcare Ecosystem in Quantum Computing" (LTBA) and “A 

Blockchain-based Mutual Authentication Scheme for Collaborative Edge Computing" (BBMA) and has less 

registration, key generation and authentication delay, respectively. The BDAEC-QA scheme uses less 

computation and storage costs as compared with other existing schemes. The proposed scheme is simulated 

using the AVISPA tool, to provide the security proofs and analysis that indicate that the BDAEC-QA scheme is 

resistant to well-known attacks. 
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1. INTRODUCTION

The traditional cloud-computing technology is a centralized server that allows users to access 

resources as and when needed [1]. But, centralized computing technology suffers from denial of 

service (DoS) and distributed denial-of-service (DDoS) attacks. With the growth of connected devices, 

cloud computing suffers from latency, quality of service (QoS) and time delays. Hence, edge 

computing emerged as a new alternative to compute, store and process data at the edge of the network 

[2]. In the era of the internet of everything (IoE) and the advent of industry 4.0, edge-computing 

technology has become very popular in the Industrial Internet of Things (IIoT) [3]. In IIoT devices, 

such as sensors, mobile phones, …etc. are connected to an edge server where computation occurs, 

reducing transmission time and network traffic and improving QoS [4]. 

With the rapid development of the IoT, the security and privacy issues of IoT devices are issues of 

concern [5]. Issues, such as authentication, confidentiality and integrity, need to be addressed. The 

authentication of connected devices is a real challenge, because if the authentication of the connected 

device does not occur in the network, it leads to leakage of sensitive data. To solve this problem, many 

authors have proposed schemes that are based on classical cryptosystems, using public and private 

keys. The private key is used for encrypting the data, while the public key is used for decrypting the 
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data and vice versa.  Other techniques include hashing of the data by using public or private keys [6], 

one-time password [7], secret key mechanisms [8], biometric verification [9], third-party servers for 

key generation, distribution and verification [10]. All such cryptosystems are guaranteed by the 

hardness of the discrete logarithmic problem that they have adopted. But, if any advanced system 

overcomes the hardness employed by those cryptosystems, then the system will be compromised. 

With the growth of quantum computing, solving the hardness of mathematical problems of traditional 

cryptographic algorithms will not be an issue. The security of such a cryptosystem, which is 

guaranteed by the keys used by classical cryptographic algorithms, may become easy to crack [11]. 

Since the use of quantum algorithms, such as Shor’s and Grover’s algorithms which can break the 

cryptosystems in the near future. So one should incorporate the principles of Quantum Cryptography 

(QC), based on photons and their quantum properties, the photons have different quantum states 

measured at any time, which helps in developing a secure cryptosystem [12]. The cryptosystem, which 

is developed using QC mechanics, is believed to be more secure and nearly impossible to break [13]. 

The classical algorithms use keys to be generated and stored on the server for IoT device verification 

during the authentication phase. The security of keys is again a major concern, because it can lead to 

impersonation, man in middle and eavesdropping attacks [14]. Since IoT devices are distributed in 

nature and due to the growth of blockchain technology as a result of its decentralized nature, 

cryptographic properties and improved reliability, as well as fault tolerance and unforgeability makes 

it suitable for providing a solution to store data along with those generated keys [15]. 

Blockchain technology supports peer-to-peer networking; whenever a transaction occurs, it is verified 

by the node before being added to the blockchain. The blockchain contains a number of blocks and 

each block contains a set of transactions that are structured in the merkle hash tree. Whenever a new 

block is added, the previous block’s hash value is stored in the new block to create the structure of the 

entire blockchain, which ensures that data cannot be modified. The node maintains the ledger and is 

updated whenever transaction occurs. The ledger maintains the number of blocks that are chained 

together with a hash mechanism by storing information, like time stamp, hash of current block and 

hash of previous block. The blockchian is implemented through different consensus algorithms, such 

as: Proof of Work (PoW) in which the node solves mathematical calculation to add to the blockchain. 

Proof of Stack (PoS) uses cryptocurrency validation to select the node. Byzantine Fault Tolerance 

(BFT) is used in the network of nodes where nodes exchange messages and reach consensus [16]. 

Smart contracts are unchangeable or immutable computer codes that carry out terms according to the 

occurrence of a set of pre-determined events. Leveraging blockchain technology, smart contracts 

enable trusted transactions and agreements among anonymous entities without the help of a central 

authority or an additional enforcement mechanism [17]. 

Quantum cryptography is an area that helps develop the cryptosystem using the rules of quantum 

mechanics. The quantum mechanics uses the smallest unit called the qubit, which is in two quantum 

states: 0 or {|0⟩} or 1 or {|1⟩}. Quantum cryptography is based on using photons and their qubit 

properties to develop unbreakable cryptosystems. The photon exists in more than one state 

simultaneously and the state is changed when measured [18]. Quantum key distribution is a technique 

used in quantum cryptography, where a stream of photons is used to transmit data. These photons have 

a property called a spin, which is of 3 types: Horizontal (⟷), Vertical (↕) and Diagonal (↗) or (↖). 

Whenever a message is transferred from party A to party B, A sends the polarized bits by using the 

randomly chosen bases (+) (× ). On receiving the polarized bits, B chooses the basis and calculates the 

polarized bits. The polarized bits, which are similar to parties A and B, are used as a quantum key 

between them [19]. 

1.1 Objectives 

The objectives of the proposed BDAEC-QA scheme are as follows: 

• To reduce the cryptographic attack by using quantum mechanics by storing context

information of IoT devices. 

• To enhance the security of IoT device information by storing it at the edge server using the

blockchain. 

• To reduce computation and storage costs at the edge server by using a quantum key (QKey).
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1.2 Contributions 

The authentication of IoT devices in an edge-based network is solved through quantum mechanics, 

which includes three phases: initialization, key generation, distribution and authentication. In addition, 

a security analysis of the proposed scheme is also discussed. 

• The proposed quantum-based authentication scheme identifies IoT devices using their context

information and QKey. 

• The use of blockchain to store information of IoT devices at the edge server using smart

contracts. 

• Establishing communication between IoT devices within the vicinity of the edge server and

outside the edge server. 

The rest of the paper is organized as follows. Related research works are presented in Section 2. The 

proposed scheme for authentication of IoT devices is presented in Section 3. Simulation and analysis 

result are discussed in Section 4. The result discussion of the proposed scheme with different schemes 

is given in Section 5. Section 6 presents a conclusion. 

2. RELATED WORKS

The authentication scheme discussed in [20] has initialization phases consisting of system registration 

and device registration. Each device has an ID (EID) once it registers and the system ID (SID) is 

provided by system admin and gets the registration token. The token is stored in the blockchain by 

using a smart contract with information about the SID, EID and device address (EIP) and an authpass 

is given to each device. Whenever the authentication of a device is requested, it sends the authpass to 

fog nodes by encrypting the request using its private key; decryption of the request is carried out using 

the public key of the device at the fog node. The blockchain enabled fog node verifies the EID present 

in the blockchain as well as the smart contract. If verification is successful, then authentication is 

successful; otherwise, the device request is rejected. A computation time of 1.06 ms and a power 

consumption of 7.24 mW are achieved. 

The blockchain-based authentication mechanism is discussed in [21]. It uses smart contract to store the 

user’s request. The miner nodes are used to check the smart contracts of IoT devices. The miner node 

generates the token for the device upon a token-generation request from the device. The token is 

signed with its private key and sent to the requested device. During the verification phase, the signed 

token is issued to the blockchain and if verified successfully, authentication is successful. The scheme 

achieves a communication delay of 1.6 sec and a communication overhead of 3 sec. A post-quantum 

fuzzy commitment scheme is provided in [22] and used for the healthcare system. Here, the user must 

register and authenticate herself/himself with the medical server to access the medical data. The 

medical data is collected and measured using a smart card and biometric data. The verification of the 

medical data is successful if the extracted value matches the biometric data and the smart card. The 

system is complex and it becomes difficult for device authentication with more parameters. The work 

achieves a computational cost of 20 msec. 

The quantum communication authentication for drones discussed in [23] uses a database server to 

store pre-shared private information with both the ground station and the legitimate drones. The 

private information of the drone, random key and quantum states is encoded with a private key and 

sent to the ground station. A random key is used, which guarantees the security of the secret messages. 

The drone and ground stations authenticate themselves through the secret messages. The schemes 

provide the secure communication by solving information leakage by detecting the probability of 

attacks as 0.998. According to the hybrid authentication mechanism based on the vehicle-access 

network scheme discussed in [24], the scheme identifies information and uses a hash function. The 

vehicle-resource utilization is efficient, since it uses a multi-vehicle task-management model. For 

messages between 10-80, the scheme achieves an authentication time of 10-45 msec with a loss rate of 

15% and a latency of 35 msec. The resource consumption of the scheme can be optimized by using the 

master node. 

The static and mobile IoT devices using certificate-less cryptography provided in [25] elaborated on 

the key-generation procedures, lightweight key negotiation and mutual authentication for IoT devices 

between inter-edge and intra-edge servers. The scheme overcomes most security attacks and achieves 
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an authentication time and a registration time of 0-2.2 msec and 0.2-1.4 sec, respectively (for 10-100 

devices) with a CPU usage time of 28%. The multi-party protocol based on lattice-based cryptography 

discussed in [26] generates a pair of master keys by using the security parameters by the server; i.e., 

master secret key and master public key. The user who wants to be part of the network has to request 

the server by sending her/his public key. The server generates an identity for the user by using the 

master secret key and the user’s public key. The scheme is power efficient and secures communication 

by eliminating public certificates. A power consumption of 40mW and a CPU usage of 40% are 

achieved by this scheme. 

The two-factor authentication scheme for medical server provided in [27] has a server where the user 

requests registration with a user ID and a password and if the user ID does not exist, the server 

responds with the smart card, which contains the hashed values of the user information. Whenever the 

user wants to communicate, he/she can use a smart card along with a user ID and a password. The 

scheme achieves a communication cost of 320-800 bits, with an execution time of 0.095 msec. The 

scheme is secure with a session key generated for each user and with the use of two-factor 

authentication. 

The protean authentication scheme based on minimal initialization vectors provided in [28] uses an 

edge server to store initialization vectors (V). The gateway maintains hardware (H) information for the 

edge along with initialization vectors. During each authentication cycle, H and V are used by the 

gateway to generate a random number in each cycle as an authentication key and securely transfer that 

information to the edge server, making it virtually impossible to arrive at the authentication keys. The 

key is generated at each cycle, which makes the scheme more secure, but it is resource intensive with a 

voltage drainage at edge and router occurring for every 4 and 3 hours, respectively. 

Lattice-based device to device authentication discussed in [29] uses edge computing and blockchain 

technology to reduce the computation overhead on IoT devices. The decentralized blockchain is used 

for public-key management which simplifies key revocation and enhances security. The scheme uses: 

registration phase, where the IoT device is registered by its edge server and its public keys are added 

to the blockchain ledger. In the authentication and key-agreement phase, registered IoT devices can 

authenticate each other and generate a shared session key. The distributed ledger ensures that the edge 

servers verify the authenticity and validity of public keys of IoT devices. The protocol uses less 

communication cost as compared with other lattice-based schemes and a storage cost of 1536 bits. 

The lattice-based authentication for vehicular communications provided in [30] uses the registration 

phase, where edge nodes register with the cloud server with public keys stored in the blockchain. The 

blockchain uses hyper-ledger fabric with smart contract for adding edge node public key. During the 

authentication phase, the edge nodes mutually authenticate each other using session key. The 

revocation phase involves the raft consensus algorithm which ensures transaction integrity and ensures 

that the public keys can be modified by authorized edge nodes. A computation cost of 11,046 µsec and 

a storage cost of 2112 bits were obtained during the analysis of the scheme. 

3. PROPOSED SCHEME

3.1 Network Architecture 

The cloud servers are placed far from the IoT devices and moving data for computation requires more 

time. Despite the cloud server’s processing power, time-intensive applications could not be dealt with, 

since they suffer from latency and bandwidth-consumption problems. The edge server can provide a 

solution to these problems when used in combination with a cloud server. The general 3-layer edge 

architecture is shown in Figure 1. It consists of physical devices at the device layer, edge servers at      

the edge layer and service providers at the cloud layer. The physical devices that are in proximity to 

the edge server are connected to that edge server for information exchange and computation. The edge 

server collects the information from IoT devices through edge controllers, analyzes it using emerging 

technologies implemented as generic capabilities, called Application Programming Interface (API) 

and provides the result. The edge server also implements algorithms, data-security techniques and 

machine-learning algorithms for computation, analyzing and storing the results. The edge layer is 

close to the device layer and is more suitable for time-intensive applications and intelligent processing. 

Hence, it is more secure and efficient as compared with cloud computing. 
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3.2 Preliminaries 

• ES = {ES1, ES2, ..... ESn}, where ES is the set of edge servers.

• IoTdev = {IoTdev1, IoT dev2, ......IoT devn}, where IoTdev is the set of IoT devices.

• Each edge server and IoT device have their pair of public and private keys for encryption and

decryption, respectively. ES has its pair of keys {kpues, kpres} and IoTdev has its pair of 

keys {kpuit, kprit}. 

• Each IoT device is assigned with unique device ID (DID) by the edge server.

• The hash value of the input is calculated by using one-way hash function h (input).

• The encryption function Encrpt (pukey, message)
 
is used to encrypt the message by using public

key. 

• The decryption function Decrpt (prkey, message) is used to decrypt the message by using

private key. 

• Context information (CI) is the information of the device which consists of its MAC address

(M ACadd), location information (locinf o) and timestamp, as shown in Equation (1). 

CI = {M ACadd, locinf o, timestamp}       (1) 

Figure 1. Edge architecture. 

3.3 Notations 

The notations considered in the proposed BDAEC-QA scheme are listed in Table 1. 

Table 1. Notations. 

Notations Description 
ESi,ESj,ESm 

IoTdev 

CI 

kpues,kpuesi,kpuesj,kpuesm 

kpres,kpresi,kpresj ,kpresm 

kpuit 

kprit 

| 

Mreg 

Mpinfo 

DID 

QKey 

Sk 

Mesv 

Mesoev 

Edge server 
IoT device 

Context information 

Public key of ES 

Private key of ES 

Public key of IoTdev 

Private key of IoTdev 

Concatenation operation 

Registration request 

Quantum sequence information Device 

ID of IoTdev 

Quantum key 

Session key 

Verification message within edge 

Verification message outside edge 
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3.4 Proposed Architecture 

The proposed BDAEC-QA scheme for the authentication of IoT devices is shown in Figure 2. It 

consists of an IoT layer, an edge layer and a blockchain layer. The IoT layer consists of IoT devices 

that provide context information that needs to be processed by the edge server. The edge layer consists 

of edge servers, which store and apply computation to generate the device ID and quantum key. It also 

communicates with the blockchain layer to store the IoT-device information along with the quantum 

key using a smart contract. The proposed authentication architecture has three phases: registration, key 

generation and distribution and authentication, as shown in Figure 2. In the registration phase, the edge 

server broadcasts its public key in the network. IoT device in the vicinity of the edge server uses the 

edge server’s public key to send its context information to the edge server. After registration, the edge 

server generates the quantum sequence using quantum bits and basis information, as shown Table 2 

and sends the quantum-bit information to the IoT device to begin quantum key generation. In the key 

generation and distribution phase, the IoT device also generates a quantum sequence using quantum 

bits and choosing a random basis, where the basis information of the IoT device is sent to the edge 

server. The edge server, upon receiving basis information, matches and extracts the matched sequence 

number from its quantum sequence and sends only the matched quantum-sequence number to the IoT 

device to generate a quantum key (QKey) between the respective IoT device and the edge server. Each 

edge server stores the information of the requested IoT device in the blockchain by creating the markle 

tree by using the information sent by the device along with the QKey. In the authentication phase, the 

IoT device sends an authentication request to the edge server. The edge server verifies the 

authentication request stored in the blockchain. Based on the verification, the IoT device is either 

authenticated or unauthenticated. The operations involved in the 3 phases are explained in detail 

below. 

Table 2. Quantum-sequence generation. 

Bases 1 0 

+ ↕ ↔ 

× ↗ ↖ 

3.4.1 Registration 

 IoT-device Registration: The following steps are involved in the registration process of the IoT

device to the edge server. 

• Each edge server has its pair of {𝑘𝑝𝑢𝑒𝑠, 𝑘𝑝𝑟𝑒𝑠} keys. Each edge server broadcasts its public key

kpues in the network, so that any IoT device can send a registration-request message Mreg by 

using kpues. 

• The IoT device sends an encrypted message Mreg to the edge server by using its public key

kpues. The registration message sent from the IoT device consists of context information and its 

public key kpuit. 

Mreg = Encrpt (kpues, CI | kpuit)  (2) 

• The edge server decrypts the Mreg by using its kpres as: Decrpt (kpres, Mreg) and gets the context

information of the IoT device and its public key; i.e., (CI | kpuit). 

• The edge server then generates a unique device ID (DID) for each IoT device and registers it

along with its CI information. After registering, the ES generates the quantum sequence, as 

shown in Table 2 by randomly choosing the quantum bits and basis. The quantum-sequence 

information (Mpinfo) is encrypted and sent to the IoT device by using its key kpuit as shown in 

Equation 3. After sending the information, the ES initiates the quantum-key (QKey) 

generation and distribution phase. 

Mpinfo = Encrpt (kpuit, sequence (↕, ↔, ↗, ↖))         (3) 

 Edge-server Registration: The edge server registers with the cloud server by using the public key

of the cloud kpucs and sends the registration message as M eses=Encrypt (kpucs, (IDes | 𝒏𝟏)). The

cloud server, after receiving the message (M eses), replays with a session key (Ski) to the edge 

server to confirm registration, as shown in Equation 4. 
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Figure 2. BDAEC-QA IoT-device authentication scheme. 

M sges = Encrpt (kpues, (Ski | n1))        (4) 

The edge server then decrypts the message to get Ski as Decrypt (kpres, M sges) to complete the 

registration process. 

3.4.2 Key Generation and Distribution 

• The IoT device decrypts the message Mpinfo using its private key kprit to receive the quantum-bit

sequence information as Decrpt (kprit, Mpinfo). The IoT device uses this quantum-bit sequence 

and the randomly generated basis to generate the quantum sequence, as shown in Table 2. 

Equation 5 represents the generated quantum sequence and Equation 6 represents the four 

states of the qubits used to generate the QKey. 

|𝜓⟩
𝑞1,𝑞2,…𝑞𝑘 = (|000 … 00⟩𝑞1,𝑞2,…𝑞𝑘 + |111 … 11⟩𝑞1,𝑞2,…𝑞𝑘)/√2   (5) 

{|0⟩, |1⟩, |+⟩ = (|0⟩ + |1⟩)/√2, |−⟩ = (|0⟩ − |1⟩)/√2         (6) 

Algorithm 1. IoT-device Registration 

1: Input: Context information(CI), kpues, kpres, kpuit 

2: Output: Generating DID for IoT devices 

3:  if  IoTdev in the vicinity  of ES then  

4: Send CI to ES as shown in Eq.(1) 

5: end if 

6: while true do 

7: if ES receives CI then 

8: for each CI received from IoTdev do 

9: Decrypt Mreg as in Eq.(2) 

10: Generate DID for each IoTdev 

11: end for 

12: for each IoTdev with DID do 

13: Send Mpinfo as shown in Eq.(3) 

14: end for 

15: end if 

16:  end while 
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• The IoT device then sends its randomly chosen basis-sequence information to the edge server by

encrypting it with using kpues as: Encrpt (kpues, sequence (+, ×)) for quantum-key  mapping,  as 

shown in Table 2. 

• The edge server decrypts the basis sequence using kpres and gets the information as: sequence

(+, ×) sent by the IoT device. The ES uses IoTdev basis and matches it with its generated quantum 

sequence. The ES extracts the quantum-sequence number from a matched pair of ES quantum 

sequences and the IoT quantum sequences to generate an QKey. 

• The ES stores the IoT-device information as:  h (CI | 𝐷𝐼𝐷 | 𝑄𝐾𝑒𝑦) in the blockchain by creating

a new block. This information is stored for each requested IoT device separately in the ES; i.e., the 

information uses the CI, DID and the Qkey of the respective device. 

• The ES sends the matched quantum-sequence number to the respective IoTdev device by using its

DID. Upon receiving IoTdev it is matched with its quantum sequence to get the QKey. 

• After the QKey is generated and distributed such that both IoTdev and ES have an Qkey, which is a

unique and symmetric key between each other, respectively. The same key is used for 

authentication between the respective IoTdev and the ES. 

3.4.3 Authentication 

• Whenever IoTdev wants to communicate, it should be authenticated. For authentication, IoTdev

sends an authentication request to the ES as: Encrpt (QKey, CI | DID). 

• The edge server, upon receiving the authentication request from IoTdev decrypts it using the QKey

(already obtained in Phase-2) and matches the information stored in the blockchain. If the 

authentication request matches, then IoTdev is authenticated; otherwise, it is not authenticated. 

Algorithm 2. Key Generation and Distribution 

1:  Input: Quantum sequence (Qseq) and Mpinfo 

2: Output: QKey distribution at both ES and IoTdev 

3: Edge server sends Mpinfo to IoTdev 

4: if IoTdev registered then 

5: Generate Qseq and basis 

6: Send Mpinfo to IoTdev 

7: end if 

8: IoTdev decrypts Mpinfo and generates Qseq and basis and sends basis information to ES for 

QKey generation 

9: for each IoTdev registered do 

10: if Qseq of IoTdev = = Qseq of ES then 

11: ES extracts the matched quantum sequence number (Qseqnum) 

12: end if 

13: end for 

14: At ES: The matched quantum sequence number is QKey (generated) 

15: ES sends the quantum sequence number information to IoTdev  

16:  The IoTdev matches the ES Qseqnum to its generated Qseqnum  

17: for each IoTdev : ES Qseqnum do 

18: if Qseq of IoTdev = = ES Qseqnum then   

19:  IoTdev extracts the matched Qseqnum  

20: end if 

21: end for 

22: At IoT device: The matched Qseqnum is QKey (distributed) 

23: At ES: Stores the IoTdev information in blockchain using smart contract 

24: for each IoTdev : QKey generated do 

25: create a block information as: h (CI | 𝐷𝐼𝐷 | 𝑄𝐾𝑒𝑦) 

26: Store the device information in blockchain 

27: end for 
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3.4.4 Communication of IoT Devices 

In this phase, IoT devices want to communicate with other IoT devices within the edge network or 

outside the network. Edge servers interact with each other to validate the IoT devices. The edge 

servers also share the registered information with the cloud server for communication outside the edge 

network. The registered device information is shared with the cloud server by using the Ski along with 

the context information of the IoT device, as shown in Equation 7. 

M sgregIoT = Encrpt (Ski, h (CI | DID | QKey) | IDesi) (7) 

Algorithm 3. IoT-device Authentication 

1: Input: Authentication request (CI | 𝐷𝐼𝐷, QKey) 

2: Output: Authentication message 

3: for each Authentication request from IoTdev do 

4: if Request matches with information stored in blockchain h (CI | 𝐷𝐼𝐷 | 𝑄𝐾𝑒𝑦) then 

5: Authentication Successful 

6: else 

7: Authentication Unsuccessful 

8: end if 

9: end for 

The cloud server then decrypts the information and updates the registered device information for the 

respective edge server as: Decrypt (Ski, M sgregIoT). 

• Within the Same Edge Network

Whenever an IoT device moves from one edge server (ESi) to another edge server (ESj), then   the 

validity of IoTdev has to be checked to communicate within the network of ESj.  The IoTdev sends the 

its registered information to ESj as: M esv =Encrypt (kpuesj, M1), where M1= (CI | 𝐷𝐼𝐷 | 𝑄𝐾𝑒𝑦)|𝑘𝑝𝑢𝑒𝑠𝑖. 
The ESj then decrypts M esv and sends the M1 information to edge server ESi as: Encrypt (kpuesi, M 1). 

The server ESi matches M1 with its registered IoTdev information and replies with a message as "valid" 

to ESj, then IoTdev can communicate within the ESj network. 

• Outside the Edge Network

When  the  IoT  device  IoTdev  moves  from  the  edge  network,  the  validity  of  the  IoTdev  is   not 

verified outside the edge network. When it sends the message  to  ESm  as:  M esoev  =  Encrypt 

(kpuesm,(CI | 𝐷𝐼𝐷 | 𝑄𝐾𝑒𝑦)|𝑘𝑝𝑢𝑒𝑠𝑖), ESm  in  turn  sends  the  message  (csmsg)  to the cloud server, as 

shown in Equation 8. 

csmsg = Encrypt (Ski, (CI | DID | QKey) | kpuesi)         (8) 

The cloud server, after receiving the csmsg decrypts and sends the validity of IoTdev if the information is 

updated by the edge servers, IoTdev can communicate outside the edge network. 

3.5 Case Study Discussion 

The QKD-based system uses power, but provides more security while used during key exchange and 

encryption. Traditional QKD systems use quantum transmitters and receiver components in the 

network infrastructure, causing more power consumption in large-scale IoT networks. This power 

hungry nature of the QKD can be optimized by developing quantum hardware, where IoT devices can 

perform minimum cryptographic operations and quantum operations can be lifted to cloud servers. As 

the technologies mature and there may be development of chips that can be integrated into low power 

IoT devices, this makes them consume less power and provide more security with the QKD approach. 

Some of the Real World Solutions Using QKD Approaches 

The SwissQuantum network testbed deployed in Geneva uses the BB84 protocol for secure 

communication using QKD [31]. The project shows the feasibility of implementing QKD with regular 

telecom infrastructure by using quantum encryption. The network guarantees the secure transfer of 

government and financial data and shows that the QKD can be implemented to provide solutions to 

real-world problems. Toshiba Europe Ltd. has developed the chip-based Quantum Key Distribution 

(QKD) system with focus on reducing the size, weight and power consumption of QKD systems, by 
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integrating them into semiconductor chips [32]. These chips are more power-efficient and can be 

mass-produced with significantly lower cost. These chips with QKD are used to provide a robust level 

of security for highly-sensitive data. 

The proposed scheme is based on QKD approach with blockchain to authenticate IoT devices. The 

BDAEC-QA scheme considers the aspect security rather than power consumption at the IoT device. 

Our simulation results show that the proposed scheme performs better in terms of various delays, but 

also resists different attacks. With research going on, quantum-based solutions, the QKD approach and 

PQC can be implemented to provide more security with less network resources. 

4. SIMULATION MODEL

This section describes simulation settings, different performance parameters and different security 

threats applicable to the BDAEC-QA scheme. 

4.1 Simulation Settings 

The proposed BDAEC-QA scheme is simulated using the Eclipse platform with Java SDK 11. Three 

edge servers were created and each was registered with three IoT devices. We set the communication 

distance at 50 metres. We also used the public blockchain to store the device information. The 

metamask is used to fetch the information from the blockchain in real time during device 

authentication. 

4.2 Performance Analysis 

We have simulated BDAEC-QA scheme and compared it with LTBA [22] and BBMA [25] schemes. 

Different performance parameters mentioned below are analyzed to test the effectiveness of the 

proposed scheme. 

o Registration delay: It is the time taken by the IoT device to register to the edge server. It is

measured in milliseconds. We observe that from Figure 3, as more devices register for different 

edge servers randomly, there is an increase in the registration time. The BDAEC- QA scheme used 

3 edge servers and devices can register with any edge server. There is liner growth, which shows 

that the proposed scheme is stable. 

o Key-generation delay: It is the time taken by the edge server or the IoT device to generate the

QKey and is denoted as Tqk. It is measured in milliseconds. The key-generation delay of the 

BDAEC-QA scheme w.r.t the number of devices is shown in Figure 4. The BDAEC-QA scheme 

key-generation delay is reduced by 14% and 15% than in LTBA and 10% and 11% than in 

BBMA, when the edge devices considered are 50 and 100, respectively. The BDAEC-QA scheme 

generates quantum keys using bases and quantum sequence information rather than complex 

mathematical computations and hence takes less time. 

o Encryption delay: It is the time taken by the edge server or the IoT device to encrypt the message

and is denoted as Te. It is measured in milliseconds. Figure 5 shows the encryption delay w.r.t key 

size and the number of devices. The BDAEC-QA scheme encryption delay is decreased by4% and 

4.9% than in LTBA and 2.8% and 5.6% than in BBMA respectively. BDAEC- QA uses the 

quantum key which is a symmetric key and hence the key-generation delay is lower, resulting in a 

lower encryption delay. 

o Decryption delay: It is the time taken by the edge server or the IoT device to decrypt the message

and is denoted as Td. It is measured in milliseconds. The BDAEC-QA scheme decryption delay is 

5.2% and 10% less than in LTBA and 2.9% and 5.8% less than in BBMA, respectively. Figure 6 

shows the decryption delay w.r.t varying key size and the number of devices. Since the key-

generation delay is less because BDAEC-QA uses the quantum key which is a symmetric key, this 

results in a lower decryption delay. 

o Authentication delay: It is the time taken by the edge server to authenticate the registered IoT

device. It is measured in milliseconds. Figure 7 shows the authentication delay of an IoT-device 

with key size. We observed that BDAEC-QA scheme takes 16% and 7% less authentication time 

than LLBA and BBMA schemes, respectively. 
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o Storage cost: It is the number of bits required to store the information at the IoT device and the

edge server during the operations discussed in the proposed scheme. It is denoted as Scost. 

o Computation cost: It is the number of bits required to complete the operations discussed in the

proposed scheme by the edge server and the IoT device. It is denoted as Ccost. 

Figure 3. Registration delay.   Figure 4. Key-generation delay. 

Figure 5. Encryption delay.          Figure 6. Decryption delay. 

4.3 Adversary Model 

The Cannetti-Krawczyk (CK) adversary model [33] evaluates the proposed authentication protocol. In 

the CK model, the adversary is provided with the information about the messages exchanged between 

authorized parties. The adversary uses the information and impersonates the authorized users. The 

goal of CK model is to determine the level of security that the protocol should provide and withstand 

against various attacks. Along with the CK model, additional security requirements are discussed. 

o Usual attacks: An attacker can steal the information of a device by stealing its identity. If an

attacker can impersonate a device, he/she can change the authentication process. The OFMC 

report provided in Fig. 8 suggest that in the session role, the keys of device and server are made 

available to the intruder, but still the system is "SAFE" as shown in Fig. 9. In BDAEC- QA 

scheme, the authentication of IoT devices is carried out by using the context information of the 

device, QKey, which is stored in the blockchain on the server side. These pieces of information 

are difficult to steal and hence, the proposed scheme resists to reply and impersonation attacks. 

o Ephemeral Secret Leakage (ESL) attack: It refers to the preservation of identity of the IoT

device privacy. In BDAEC-QA scheme, only registered devices can be authenticated. The 

confidentiality of the BDAEC-QA scheme is checked by disposing the partial information of the 

edge device, such as ID, public key and private key. During registration, the context information is 

passed as Encrpt (kpues, CI | 𝑘𝑝𝑢𝑖𝑡). Also, during authentication, the IoT device sends the

authentication request as: h (CI | 𝐷𝐼𝐷 | 𝑄𝐾𝑒𝑦), in encrypted format and  only IoT devices can 

manipulate the information. Thus, it guarantees the confidentiality of the proposed BDAEC-QA 

scheme. 

o Conditional anonymity (CA): The CI of the IoT device and the private key of the edge server is

provided to the attacker, but in the BDAEC-QA scheme, it is not possible to impersonate, since 

the device information is stored in the blockchain along with its Qkey. The device information is 

stored in the blockchain with h (CI | 𝐷𝐼𝐷 | 𝑄𝐾𝑒𝑦); hence, in the proposed scheme, the device is 

not revealed to any server. 
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Figure 7. Authentication delay. 

o No Key Escrow: The proposed BDAEC-QA scheme ensures that the information of the IoT

devices is known by storing the hashed information of the IoT devices at the edge server. 

o Integrity: It refers to the authentication information of an IoT device stored at the edge server,

which can not be modified once it is stored unless this done by the IoT device itself. In the 

BDAEC-QA scheme, once the context information is accepted and the QKey is generated at the 

edge server, these are stored in the blockchain using a smart contract as h (CI | 𝐷𝐼𝐷 | 𝑄𝐾𝑒𝑦). 

Once the information is stored, it cannot be modified, thus guaranteeing the integrity of the 

proposed scheme. 

o Device capture or (Man-in-middle attack): A device-capture attack happens when an intruder

acquires the information of communicating devices and behaves as an authenticated device. It 

either steals or alters the data as required, which affects the communication between the devices. 

The proposed BDAEC-QA scheme prevents such attacks by using QKey and blockchain, because 

the context information is hashed by using QKey: h (CI | 𝐷𝐼𝐷 | 𝑄𝐾𝑒𝑦) and can not be easily 

compromised. Hence, it entrusts the message only to legitimate devices. 

o Resistance eavesdropping attack: Information leakage is crucial for any authentication protocol;

otherwise, an attacker can deduce the message exchanged between an IoT device and an edge 

server and extract information. In the BDAEC-QA scheme, the public and private keys are used 

during the initialization phase and QKey is used after the key-generation phase. In proposed 

scheme, it is not possible to extract the IoT-device information such as: context information, QKey 

and timestamp as easily. Even if the intruder tries to extract the quantum bits and basis 

information, the QKey information cannot be found due to the randomness of the QKD protocol. 

o Blockchain-data transfer: In the BDAEC-QA scheme, we preserve the device data by storing it

in the blockchain at the edge server. The blockchain ensures that data cannot be modified once it is 

stored, by using the previous block’s hash value while creating the structure of the blockchain. 

Hence, the proposed scheme is more secured. 

o Quantum-attack resistance: The BDAEC-QA scheme uses QKey which is generated by using

the quantum bits and basis at the edge server and the IoT devices. It is not possible to detect the 

state of the quantum key. If there is any modification to the quantum bits, then a new quantum 

sequence is generated and hence a different QKey, which is detected by our authentication 

scheme, thereby preventing quantum attacks. 

4.4 Security Analysis 

The BDAEC-QA scheme is analyzed with fortifcation against different attacks to ensure that the 

proposed scheme is well protected. Table 4 provides the security properties comparison between the 

proposed BDAEC-QA scheme and existing schemes. The proposed work is analyzed using the 

Automated Validation of Internet Security Protocols and Applications (AVISPA) simulation tool in 

order to verify the authentication protocol against various attacks, including MIM, impersonation, 

replay and key secrecy [40]. AVISPA is based on High-level Protocol Specification Language 
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(HLPSL), which is an expressive, modular, role-based, formal language that allows for specification. 

HLPSL uses the temporal logic of action for specified semantics, converting the latter into operation 

semantics as an Intermediate Format (IF) and the output is in Output Format (OF). IF specifications 

are input into the 4 back-end models: On-the-Fly Model Checker (OFMC), Constraint Logic-based 

Attack Searcher (CL-AtSe), SAT-based Model Checker (SATMC) and Tree Automata based on 

automatic approximations for analysis of security protocols (TA4SP) used by AVISPA. Figure 8 

shows the roles of device, edge server and session role. Figure 9 shows the OFMC report, which 

performs protocol falsification and bounded verification, CL-AtSe report applies constraint solving 

and implements redundancy elimination techniques and simplification heuristics and the SATMC 

report, which represents a violation of the security properties of the protocol. The OFMC and CL-AtSe 

models use formal verification and if the result of an authentication protocol is safe, then security 

requirements are met. 

The comparison of storage and computation costs with various schemes is provided in Table 3. The 

T0+1, Tc+cs, T4+9 use 128-bit computation cost. Th generates 128-bit hashed output. Te and Td also 

generate 128-bit encrypted and decrypted outputs. Tb uses 20 bits to store the block information. Tqk 

uses 64 bits as key size. The existing schemes [34]-[35],[37]-[38] and [39] use more Ccost and [36] uses 

less Ccost compared with the proposed scheme. The Scost is used by the scheme discussed in [34]-[36] 

and [39] uses more as compared with the proposed scheme. 

Table 3. Comparison of computation cost and storage cost with existing schemes. 

Schemes Ccost (in bits) Scost (in bits) 

Multimodal biometric [34] T0+1 + Tc+cs + T4+9=512 6Mnϕ=23.3 kb 

Remote registration and group 

authentication [35] 
Tk + 2Th + 2Te=576 Tk + 2Th + 2Td=576 

Lightweight Three-Factor 

Authentication [36] 
4Tmp + 2Tadd + Th=320 2klogk(4k2log2k + 4klogk + 7)=861 

Secure user authentication and key 

agreement [37] 
7Th + 2Te/d=1152 - 

Secure authentication key exchange [38] 26Th + 11Tpm=4736 - 

Light authentication key agreement [39] 19Th=2432 3Th + 3Tfe + 3Td + Kfe=1280 

BDAEC-QA Scheme 3Te + 2Tqk + 2Td + Tb=468 2Te + 2Tqk + 2Td + Tb=532 

Table 4. Comparison of security properties with existing schemes. 

The quantum-key approach uses symmetric key between the IoT device and the edge server. The 

symmetric-key exchange is faster as compared with asymmetric-key exchange. The main objective is 

to implement the quantum mechanics for generating Qkey and the blockchain approach to enhance the 

security of the proposed scheme. The Qkey is used to exchange messages between edge device and 

edge server. The CI and QKey of the device are stored in the blockchain with smart contract to 

provide the extra layer security at the edge server. The blockchain is an immutable ledger which 

provides the integrity of data stored in it. The proposed protocol is feasible by not only resisting the 

major attacks, but also by performing better compared with other schemes. The BDAEC-QA scheme 

is simulated and compared with existing schemes with respect to various delays, computation cost and 

storage cost and it performs better. The scheme is also validated with the CK adversary model with 

different attacks and analyzed using AVISPA tool to meet the security requirements. 

Security Properties [34] [35] [36] [37] BDAEC-QA scheme 

Confidentiality ✓ ✓ ✓ ✓ ✓ 

Integrity ✓ ✓ ✓ NA ✓ 

Man-in-middle attack × ✓ ✓ ✓ ✓ 

Impersonation attack ✓ ✓ ✓ ✓ ✓ 

Anonymity × ✓ ✓ ✓ ✓ 

Eavesdropping attack × ✓ ✓ ✓ ✓ 

Blockchain data transfer × × ✓ NA ✓ 

Quantum attack NA NA NA NA ✓
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Figure 8. Device, edge and session roles. 

Figure 9. AVISPA simulation results. 

5. DISCUSSION

The existing schemes use the complex mathematical computations for key generation and hence, 

they take more time to encrypt and decrypt the data. In time-sensitive application, IoT devices are 

deployed and need less time to communicate and authenticate themselves. The proposed scheme is 

compared with LTBA scheme which is based on two-factor authentication which stores biometric 

details using random oracle model and BBMA scheme, based on blockchain-based mutual 

authentication between IoT devices and edge server by using different cryptographic algorithms. 

The BDAEC-QA scheme takes less delay as compared with the LTBA and BBMA schemes with 

respect to different performance parameters. The lattice-based solutions for device-to-device 

authentication [29] provide the post-quantum solutions at the cost of communication overhead. The 

proposed work BDAEC-QA uses less overhead by considering Qkey and only the blockchain is used 
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to store the device information as compared with [29] where a consortium-blockchain network 

among edge servers is used to maintain a copy of the ledger in each edge server. The membership-

service provider is added to manage access level to the ledger, hence the authentication is provided 

with more overhead cost. The anonymous authentication for vehicular communication [30] takes 

complex operations and may impact the communication overhead. The paper in [30] discusses the 

blockchain with smart contract and stores the public keys, which reduces the cost at the edge node. 

The proposed BDAEC-QA scheme also stores the IoT-device information in the blockchain using 

smart contract with less communication cost. The storage and computations cost of the proposed 

scheme are also compared with different existing schemes, as shown in Table 3 and the BDAEC-QA 

scheme performs better by storing less bits to store and compute the data at the edge server. As 

compared with LTBA scheme, our scheme uses the blockchain to store the IoT-device information 

at the server side; hence, it provides more security. The security analysis of the proposed scheme is 

done using AVISPA as compared with LTBA, BBMA and all the security requirements of the 

proposed scheme are met as shown in Table 4. 

6. CONCLUSION

The blockchain-based device authentication using quantum approach focuses on authenticating IoT 

devices within and outside the edge network using quantum-key mechanism. The main objective is 

to implement the quantum mechanics for generating Qkey and the blockchain approach to enhance 

the security in case of authenticating the IoT devices. The proposed scheme works in 3 phases: IoT-

device registering with the edge server and storing the context information using the quantum key. 

The Qkey is used to exchange messages between edge device and edge server. The CI and QKey of 

device are stored in the blockchain with smart contract to provide the extra-layer security at the edge 

server. The blockchain is an immutable ledger which provides the integrity of data stored in it. The 

IoT device is authenticated when the device sends the authentication message to the edge server. The 

proposed work is feasible, not only by resisting the major attacks, but also by performing better 

compared with other schemes. The BDAEC-QA scheme is simulated and compared with existing 

schemes with respect to various delays, computation cost and storage cost and it performs better. 

The scheme is also validated with CK adversary model with different attacks and analyzed using 

AVISPA tool to check the safety of the proposed scheme to meet the security requirements. 
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ملخص البحث:

تجرررررر ،ت لأ  رررررر  ت و   رررررر ت  رررررر و ت ظهرررررررنت الأراررررررنتلوجرررررردة،تحلأث كلك دررررررةت  ورررررر خزتندرررررر تحرررررر  

تنكتررررر نتللنةارررررنتومث هرررررةتلللأ   دررررر ت ررررر ت  ررررر و تلل دةارررررةنت تمررررر منت ررررر تلل دةارررررةنزتلرررررهلتاررررريل  درررررةنة حم 

لرررررنزتلو ررررررتلل ررررره ت ررررر تجررررر الت لتون ررررر ت ررررر تتررررررلنتللم ةل رررررنت وررررر    ت لررررر ت ت ك ا اررررر ت دورررررنة

ت رررررر تلرررررراتلل  زررررررةت ت  ررررر تل  وررررررة تلترررررلأ  لرت  هرررررر خت الأرارررررنتلوجرررررردة،زت لترررررلأ  لرتأرررررر عرت أررررر  

ارررررررنزت رررررررة أنتل ررررررر تلو هررررررر خل  ل تظهررررررركرتألرررررررةوةت  ررررررر تللم ت زت خ كصررررررردنتلل دةارررررررةنتللم   

رررررررنست ةل   ررررررر نت لررررررر ت  هررررررر خت  ثة ررررررر تلل دةارررررررةن ت    ررررررر  تللم  رررررررة أنتل ررررررر  تلو هررررررر خت  ررررررر لنست هم 

رررررنت  ةل رررررنت ررررره تللم ررررر لنتلررررر ت  الأرارررررنتلوجررررردة،تللملأ  ررررر نت ةترررررلأ  لرتنكتررررر نتللنةالرررررن ت أررررر ت م 

ررررررررنت تررررررررة  ت ةتررررررررلأ  لرتللم ررررررررة د تلل ة   تحاترررررررردثدنتللأر درررررررر تللر  طرورررررررريتخكلر  دررررررررةنت ر درررررررر ة

رررررنتلل لأررررر تولأ رررررد  ت   و هرررررة ت ولأز ررررر تلو ررررررت  ررررر و ت ررررره  تللم رررررة د تاررررر ت هرررررة ت للم رررررة د تلل ةص 

ت رررر تللم ررررة د تورررر    ت تح درررررة ت  رررر و تلرررر  ة ست رررر ل  خررررة رت رررر ت  رررر تللم  ررررة أنتل رررر تلو هرررر خزتل مررررة

تاررررررر تلللأ ررررررر خدر ت  ةترررررررلأ  لرت  لررررررر تل  ورررررررة ت ث  رررررررنتللنكتررررررر نت  ث  رررررررنتلللأ  ررررررر و ت  لررررررر تل  ورررررررة ة

تخكلر  دررررررةنتلللأ ر  ررررررر  رررررره تحل ع د ررررررنزتو  رررررر  ت رررررر تلل   د ررررررنت لل كلر  دررررررةنتللثم  درررررر زتللنكترررررر نتللثم 

س ت تلو رتلل ه تو ه تلل  ظةرت ش ة

تللآلدرررررنتللم لأرنرررررنتاررررر ت رررررهلتلل نررررر ت ررررر تجررررر اهةت لت ررررركا  رتللم ت  رررررة أنتل ررررر ت  هررررر خت الأرارررررنت ل 

رررررردةتت  ك ورررررر  د ررررررنت تاترررررر تللث لأرررررر  ت   ررررررلأ  رتتلوجرررررردة،ت ةتررررررلأ  لرت   ك ررررررةنتلل    للم ررررررة د تللثم 

ررررررررنت رررررررر  ه خت الأراررررررررنت للز رو ررررررررنتللم لأرنررررررررنت"لل   ررررررررك تلله حدررررررررن"تللأ رررررررر و تللم  ك ررررررررةنتلل ةص 

لأرررررر ت رررررر ت  رررررر ت رررررر  د تللم  ررررررة أنتلل ررررررة رتلل رررررره ت  ررررررلأ   لتت  رررررر نتللث تتلوجرررررردة،تارررررر ت هررررررة 

تللملأ ة لنت د ت  ه خت الأرانتلوجدة،تل رتللش  ثن 

رررررررتتللمشررررررة هنتللرررررركلر ختارررررر ت   دررررررةنتل رررررر ت رررررررنت  ةراررررررنتللز ت ت رررررر تللز  رو ررررررنتللم لأرنررررررنت  رررررر  ة

ت ررررر ت  ررررر تلللأ  ررررر د ت   ررررر ت كلدررررر ت تلثررررر  ة للمكمررررركمزت ل لأرررررة نتللز رو رررررنتللم لأرنرررررنت  ررررردجت أررررر  

تللأث  ررررررنت ت أرررررر   للم ررررررة د ت   رررررر ت رررررر خدرتللم  ررررررة أن تحررررررهلْت مد رررررر نتللز رو ررررررنتللم لأرنررررررنت  رررررر عرة

رررررررتتللرررررركلر ختارررررر ت رلتررررررةنتتررررررة  نتتللنكترررررر نت  ث  ررررررنتلللأ  رررررر و زت  ةراررررررنست  در ررررررة  رررررر تللز 

ررررررنت نةحررررررةختللز رو ررررررنتللم لأرنررررررنت ةتررررررلأ  لرت  لخت  (تل  ر  ررررررنتل رررررر تAVISPA خررررررر  ت أرررررر ت م 

 ت  ةاهةت    ة  لأهةتل ه مةن 
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