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ABSTRACT

The Internet of Health Things (IoHT) is a network of healthcare devices, software and systems that enable
remote monitoring and healthcare services by gathering real-time health data through sensors. Despite its
significant benefits for modern smart healthcare, IoHT faces growing security challenges due to the limited
processing power, storage capacity and self-defense capabilities of its devices. While blockchain-based
authentication solutions have been developed to leverage tamper-resistant decentralized designs for enhanced
security, they often require substantial computational resources, increased storage and longer authentication
times, hindering scalability and time efficiency in large-scale, time-critical IoHT systems. To address these
challenges, we propose a novel four-phase authentication scheme comprising setup, registration, authentication
and secret-construction phases. Our scheme integrates chaotic-based public-key cryptosystems, a Light
Encryption Device (LED) with a 3-D Lorenz chaotic map algorithm and blockchain-based fog computing
technologies to enhance both efficiency and scalability. Simulated on the Ethereum platform using Solidity and
evaluated with the JMeter tool, the proposed scheme demonstrates superior performance, with a computational-
cost reduction of 40% compared to traditional methods like Elliptic Curve Cryptography (ECC). The average
latency for registration is 1.25 ms, while the authentication phase completes in just 1.50 ms, making it highly
suitable for time-critical 1oHT applications. Security analysis using the Scyther tool confirms that the scheme is
resistant to modern cyberattacks, including 51% attacks and hijacking, while ensuring data integrity and
confidentiality. Additionally, the scheme minimizes communication costs and supports the scalability of large-
scale I0HT systems. These results highlight the proposed scheme’s potential to revolutionize secure and efficient
healthcare monitoring, enabling real-time, tamper-proof data management in loHT environments.
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1. INTRODUCTION

The Internet of Healthcare Things (IoHT) is a concept that integrates Internet of Things (loT)
technology with healthcare devices. Furthermore, the IoHT is predicted to be the cornerstone of future
healthcare systems; every piece of healthcare equipment will be internet-connected and under the
supervision of healthcare providers. As the IoHT grows, it can provide speedy and affordable
healthcare [1]. Technological development over recent years has enabled the diagnosis of a multitude
of illnesses and the monitoring of health through the utilization of compact devices, such as
smartwatches, electrocardiography (ECG) machines and shoes.

Furthermore, the paradigm for healthcare has changed due to technology, moving from hospital-
focused to patient-centred. For example, many clinical evaluations, such as blood pressure, blood
glucose and pO2 readings, can now be performed at home without the need for direct medical
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assistance. Furthermore, advanced telecommunication technologies enable the transmission of clinical
data from remote places to healthcare facilities [2]; the explosive growth highlights serious issues with
user privacy and security, especially in the context of the IoHT and needs careful consideration and
attention. Various vulnerabilities exist within healthcare systems that could lead to security and
privacy breaches, including unauthorized access to vast amounts of sensitive patient data,
encompassing personal and health records critical for making life-saving decisions [3]. As a result, in
recent years, the protection of security and privacy in loHT applications has gained attention.
Confidentiality, non-repudiation, data integrity and the authentication and identification of IoHT
devices and users are all critical security requirements. Since authentication is essential to maintaining
the fulfilment of other security requirements, it stands out as a primary concern [4]-[5]. Authentication
is the process of verifying and authenticating an entity’s identification. Every entity should be able to
recognize and verify every other entity in the system or the particular part of the system that it
communicates with [6]. Due to the involvement of multiple applications and users in the monitoring,
operation and management of healthcare devices, the potential for breaches in authentication and
authorization schemes exists.

The authentication techniques described in the literature for the loHT mostly belong to two
architecture categories: centralized and decentralized. The centralization of authentication can be
performed by distributing and managing login credentials through a single server or a reliable outside
source. Moreover, it comprises three procedures. First, there is one-way authentication, which occurs
when two parties want to communicate and only one party authenticates itself to the other, while the
other party remains unauthenticated. Second, there is two-way authentication, also known as mutual
authentication, where both entities authenticate each other. Lastly, there is three-way authentication,
where a central authority authenticates each of the parties and assists them in mutually authenticating
themselves [7]. Scalability problems with central-authentication systems could result in performance
bottlenecks as user numbers increase. In addition, they are exposed to single points of failure, which
can compromise the entire authentication process. Furthermore, the concentration of sensitive user
credentials may give rise to privacy concerns [8].

Decentralized authentication solutions that employ blockchain technology are recommended more and
more for IoHT systems because they are compatible with the scattered and heterogeneous nature of
these systems [9]-[10]. Researchers have highlighted the basic properties of blockchains, which
include consensus, immutability, decentralization and security [11]. They emphasised the benefits of
using blockchain technology to improve big-data management and authentication in many areas, such
as enhancing data integrity, promoting seamless data sharing, bolstering security and privacy measures
and improving big-data overall quality [12]. As a result, several blockchain platforms, such as
Multichain, Ethereum, Bitcoin and others, have emerged, each offering distinct advantages over the
rest. These platforms operate on diverse consensus protocols, ensuring security and scalability at
varying levels [13]. To strengthen the discussion and provide deeper insights into the computational
complexity of cryptographic algorithms, consensus mechanisms and smart contracts, this study
positions itself within the broader context of blockchain research. Blockchain-assisted systems are
particularly relevant for IoHT due to their ability to address the limitations of centralized systems,
such as scalability and single points of failure. By leveraging blockchain’s inherent properties, such as
decentralization and immutability, the proposed system ensures secure and efficient authentication
while minimizing computational overhead and communication costs [14]-[15].

Smart and edge devices generate large amounts of data that are quickly transferred to the cloud via loT
devices. This can sometimes lead to network congestion [16]. Therefore, the fog-computing concept
creates a decentralized computing environment by dispersing several fog nodes over various areas. It
effectively handles data processing, solving computing constraints in cloud and loT devices, by
occupying the space between the edge and cloud layers [17]. This method improves cloud-based
services by enabling quick data processing and data transfer from edge devices to the cloud. As a
result, it lessens network congestion and the reliance of edge and loT devices on direct cloud
connection [18]. For this purpose, our devised work incorporates fog computing, extending cloud
services to network edges and providing acceptable computational support for l1oHT devices. To
mitigate communication overhead during authentication, a chaotic-key cryptosystem is employed
within our work that utilizes chaotic keys, is compact, minimises communication overhead and
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considers the limited computational capabilities inherent in Io0HT devices [19]-[20]. In recent years,
many authentication techniques have been suggested to enhance the security of the Internet of Human
Things (IoHT) system. The present study proposes a decentralized authentication system that
leverages fog computing and blockchain technology to contribute to these efforts. Multiple factors of
authentication, including wallet address, password, OTP and fingerprint, are utilized. By leveraging
the features of blockchain technology, such as peer-to-peer communication, cryptography, consensus
mechanisms and smart contracts, it facilitates authentication through decentralized peer-to-peer
communication among fog nodes. The suggested approach resists common attacks and modern threats
like 51% attacks and hijacking. Furthermore, this work accomplishes authentication without relying on
a central authority. Finally, to guarantee the security of parties interacting through public channels in a
decentralized environment, our work combines an authentication mechanism with immutable
blockchain technology. Additionally, decentralized node identification is supported by blockchain
technology. Consequently, the following contributions are provided by this paper:

e We provide a lightweight authentication scheme over fog computing for a blockchain-based IoHT
system. The proposed work employs blockchain in the fog-computing layer to allocate the IoHT
into fog areas.

e The proposed scheme utilizes a chaotic-based cryptosystem to provide a higher level of scalability
and efficiency. Furthermore, the chaotic cryptosystem offers remarkable efficiency and rapidity in
encryption and decryption, particularly in the domain of image encryption.

e A comprehensive security evaluation is conducted using the well-regarded Scyther tool to
showcase the robustness of the suggested design against common threats, such as replay attacks,
man-in-the-middle attacks, 51% attacks and Hijacking. Moreover, it has been proven that our
proposed approach is resistant to these malicious attacks. Preliminary security assessment is
conducted to verify adherence to security requirements, including decentralization, identification,
secrecy, non-repudiation and integrity.

e The proposed work is simulated and designed by the Ethereum blockchain platform to evaluate it
for two main metrics, latency and throughput. We utilize Apache JMeter, which is a strong tool
used for measuring evaluation metrics, like latency and throughput. Furthermore, the assessment
results indicate that the suggested strategy is time-efficient (0.3201 ms), with latencies of 1.25 ms
for registration and 1.50 ms for authentication.

The paper is ordered as follows: the related authentication schemes in the IoHT environment are
presented in Section 2. Backgrounds are in Section 3. The network model is explained in Section 4.
Moreover, the security model is shwon in Section 5. The proposed scheme and its phases are described
in Section 6. The performance analysis, simulation, evaluation metrics, key-generation time, LED with
3-D Lorenz chaotic encryption and decryption time, computational cost and smart contract costs are
detailed in Section 7. The formal and informal security analyses are presented in Section 8. Finally,
the conclusion is presented in Section 9.

2. RELATED WORKS

In 2018, Almadhoun et al. [21] introduced an authentication system that utilizes blockchain-enabled
fog nodes and Ethereum smart contracts to address the capacity constraints of the 10T, grant access to
loT devices and verify users. This method enables the system to expand its capacity by using fog
nodes for computational operations. Although the scheme offers strong security, it does not align with
the requirements of most 10T connectivity scenarios. This work has limitations, such as computational
overhead, because the integration of the blockchain with a smart contract may not be suitable for all
loT devices, especially those with limited processing power. Moreover, in terms of scalability and
security vulnerabilities, it is not entirely immune to attacks; there are potential vulnerabilities in smart
contracts.

In 2018, Mehmood et al. [22] proposed a mutual-authentication method and key-agreement
methodology utilizing chaotic maps and Diffie-Hellman key exchange. The suggested solution
guarantees that only authorized healthcare professionals can retrieve patients’ health data collected
through body sensors in the medical system. This paper has major limitations, particularly in terms of
computational complexity. The technique used in this paper involves complex cryptographic
operations, which can result in a longer processing time and increased energy consumption.
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Furthermore, it experiences scalability challenges when it comes to managing a substantial number of
users and devices.

Moreover, the scheme’s objective of safeguarding user anonymity is compromised by the privacy
hazards associated with relying on a centralized cloud. This includes the potential for data breaches
and unauthorized access to critical health information. Additionally, there is vulnerability in having a
single point of failure if the cloud server experiences a failure. In 2019, Liang et al. [23] developed a
blockchain-powered system for managing and verifying identities. The system’s goal is to enhance
patient-data confidentiality while allowing more flexibility in accessing health records. This study has
limitations in scalability due to the degradation of the blockchain performance as the number of
transactions increases, resulting in significant implementation challenges in the healthcare sector.
Furthermore, it poses data-privacy concerns. In 2020, Cheng et al. [24] created a blockchain-based
multiple-identity authentication system for a safe medical-data exchange model that did not require a
third party. This paper has limitations. The ability to scale large-scale blockchain applications faces a
hurdle, as the performance of the technology can deteriorate with the growing volume of medical data.
The complexity of integrating blockchain technology into current medical-data systems is an intricate
process that necessitates substantial modifications to the existing-infrastructure issues with the
protection of personal information. Despite the security aspects of the blockchain, ensuring complete
data privacy remains a tough task.

In 2021, Wu et al. [25] examined the security of different authentication techniques. Their study
showed that the examined schemes were susceptible to established attacks, such as session-specific
temporary data, user impersonation and server impersonation. The examined scheme utilized formal
and informal security studies, both of which verified its lack of security. However, as the numbers of
servers and users increase, the scheme may face scalability issues, potentially affecting the overall
efficiency and performance. In 2021, Guo et al. [26] provided FogHA, a lightweight cryptographic
primitive for fog computing and an undetectable handover-authentication strategy. This system
facilitates managing keys and mutual authentication among a mobile device and fog computing by
removing redundant authentication messages. The method includes characteristics, like untraceability,
anonymity and low latency, making it secure against attacks from insiders. Opponents can utilize the
untraceability and anonymity characteristics to carry out attacks without being identified by the
system. This paper has limitations. Scalability refers to the ability of a system or process to handle an
increasing amount of work or data efficiently and effectively. The approach may face challenges when
expanding to a significant number of devices due to the inherent computational and communication
burdens associated with fog nodes. Furthermore, limitations on the available resources that fog nodes
possess constrain the processing resources in comparison to cloud servers, potentially impacting the
performance and efficiency of the authentication process. Moreover, in terms of security vulnerability,
the scheme’s objective is to offer reliable authentication; however, achieving a satisfactory
equilibrium between security and performance can be difficult, especially in contexts with limited
resources.

In 2021, Javed et al. [27] introduced blockchain-based decentralized identity control using smart
contracts for electronic health records, having been the focus of various research investigations, such
as Health-ID for remote healthcare and Health-ID for EHRs. Additionally, a blockchain-enabled
authentication method was created to reduce the necessity of re-authentication across multiple
hospitals, enhancing efficiency and reducing the time overhead for devices with constrained
processing and memory capabilities. This paper has limitations, including challenges related to the
ability of a system or process to handle increasing amounts of work or data efficiently. Although the
suggested blockchain-based approach improves security and decentralization, the ability of blockchain
networks to handle large amounts of data and transactions is still a matter of concern. The
performance measures, such as the transaction gas cost and the transactions per second, suggest that as
the numbers of users and transactions grow, the system may experience delays and incur larger
operational expenses. In addition, the report acknowledges that although the blockchain has the
potential to improve openness and trust, but it is challenging to ensure that all players comply with
healthcare rules and privacy requirements. This is especially crucial in varied regulatory landscapes
spanning multiple regions and nations.

In 2022, Chen et al. [28] proposed a method to shorten the time taken for authentication. The method
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consists of two parts; complete authentication and lightweight authentication. For complete
authentication, they used CP-ABE to ensure confidentiality. For lightweight authentication, they
utilized the hash function and XOR gate. This method enabled the creation of a physiological sensing
device with a lower computing ability that can handle parameter calculations. They used the patients’
information as seeds for a random-number generator. Finally, this method uses a third party and does
not take advantage of the blockchain to make the security mechanism robust. In 2022, Umoren et al.
[29] implemented blockchain smart contracts to tackle user authentication and other limitations in 10T
and fog technology. The decentralized fog-computing framework incorporated scalability,
immutability and secure authentication for fog devices. Additionally, it addressed issues of
immutability and scalability in fog computing. The scheme provides robust security, but does not meet
the needs of typical IoT connectivity scenarios. The proposed system’s implementation is not
sufficiently covered in the study. More precisely, the data structure and code offered lack clear
explanations, which may impede the ability of other researchers to replicate and advance the work.

Moreover, the description of the experimental setup and performance measures is insufficient. In order
to properly validate the findings, it is necessary to provide more comprehensive explanations of the
simulation model and the results. The discussion lacks a thorough comparison between the suggested
method and existing solutions. An extensive evaluation considering factors, such as the resilience to
attacks, computational cost, calculation time and communication overhead would offer a more
thorough understanding and verification of the suggested approach.

In 2023, H. Miriam et al. [30] introduced the LGE-HES algorithm to improve blockchain-based
healthcare cybersecurity, focusing on securing medical-image data. Simulations show that the method
achieves high PSNR (63 dB) and minimal MSE (0.003) while optimizing encryption and decryption
times. Compared to standard approaches, it effectively identifies 94.9% of malicious communications.
The results demonstrate superior image secrecy, suggesting future exploration of hybrid optimization
techniques for enhanced security scalability. In 2024, Alsaeed et al. [20] introduced a method to
address issues, like scalability and time; they proposed group authentication utilizing Shamir’s secret-
sharing (SSS) algorithm, ECC, fog-based computing and a multi-level blockchain to implement
lightweight and scalable group authentication in the loMT. The evaluation test shows good scalability
and time efficiency, but although there are many good aspects to this method, one of the foundations
of healthcare systems is missing: a robust authentication mechanism for users, particularly
administrators and patients. In addition, handling the enormous number of devices and sensors
presents difficulties for the ECC algorithm. Thus, we used the chaotic algorithm to solve this problem.

The next section examines the current authentication schemes and systems used in loT and fog
environments and explores how blockchain technology might be used to improve security and
decentralization. However, the majority of the centralized systems are constrained by limits in terms of
scalability, security and privacy. Additionally, some of the schemes rely on a centralized fog and loT
authentication system, which also has its own limitations. We provide a lightweight authentication
scheme over fog computing for a blockchain-based IoHT system. Furthermore, the proposed work
employs the blockchain in the fog-computing layer to allocate the IoHT into fog areas. Additionally,
we utilized a 3-D chaotic cryptosystem to provide a higher level of scalability and efficiency. Finally,
Table 1 provides a comparison of some different related schemes.

3. BACKGROUNDS
3.1 Blockchain Technology

In 2008, Satoshi Nakamoto introduced blockchain technology, as well as its distributed decentralized
network which functions as a network of independent networks responsible for managing a collection
of time-stamped documents. The blockchain’s structure comprises interconnected blocks secured
through fundamental cryptography. This technology operates on three core principles: transparency,
decentralization and immutability [31]. Blockchain’s decentralized nature allows secure, reliable data
sharing in 10T, popular in mutual authentication. It serves as a dependable platform for authentication
systems and secure storage. These advantages make use of blockchain technology in healthcare with
several benefits [32]. It is a sensible decision, particularly because the healthcare sector has prioritized
patient-data security due to technological advancements. Moreover, various experts have concluded
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that incorporating blockchain technology into the healthcare industry would be a feasible solution
[33]. The blockchain is a secure method of exchanging information. It comprises a series of
interconnected blocks that store encrypted data. Each block includes the data, its cryptographic hash
and the hash of the preceding block [34], as illustrated in Figure 1.

Table 1. Comparison of different related schemes.

Authors Year | Problem Contribution Technique Platform
Almadhoun | 2018 | loT devices are vulnerable | Proposed a decentralized and Blockchain, Ethereum,
[21] to security breaches; scalable authentication mechanism | Fog Computing, Remix
centralized authentication using blockchain-enabled fog Ethereum Smart IDE
systems are prone to single | nodes and Ethereum smart Contracts,
points of failure. loT contracts for authenticating user Elliptic Curve
devices lack the capacity to | access to 10T devices; introduced Cryptography
secure themselves; high a system where fog nodes handle
latency and authentication tasks, relieving loT
communication overhead devices from heavy computational
in loT-cloud interactions. loads.
Chengetal. | 2020 | Difficulty in secure sharing | Proposed a blockchain-based Blockchain, Blockchain,
[24] of medical data due to secure medical data sharing Bilinear Mapping, | Cloud
reliance on trusted third scheme that ensures data integrity, | Cloud Storage Storage
parties in Medical Cyber untraceability and secure
Physical Systems (MCPS). | authentication without relying on
trusted third parties.
Utilized bilinear mapping and
intractable problems for secure
authentication.
Guo et al. 2021 | High latency and security Proposed FogHA, an efficient Lightweight Fog
[26] issues in handover handover authentication scheme cryptography, Computing
authentication for mobile for mobile devices in fog Symmetric
devices in fog computing. computing, ensuring mutual trivariate
authentication, key agreement and | polynomials,
resistance to known attacks. hash functions
Javed etal. | 2021 | Centralized identity Proposed a decentralized identity- | Blockchain, Ethereum
[27] management in eHealth management system for remote Smart Contracts, Blockchain
restricts interoperability healthcare using blockchain. JSON Web
and security. Tokens (JWT)
H. Miriam 2023 | Ensuring the cybersecurity | The proposed LGEHES The LGE-HES Blockchain
etal. [30] of blockchain-based algorithm enhances the algorithm -Healthcare
healthcare systems is cybersecurity of blockchain in integrates
challenging due to healthcare by optimizing Lionized Golden
vulnerabilities in medical- | encryption and decryption Eagle
image data and the need processes while preserving optimization with
for robust encryption medical-image quality and homomaorphic
mechanisms. resisting malicious attacks. encryption
N. Alsaeed | 2024 | loMT faces security proposed a lightweight and ECC for IoMT-
[20] challenges due to limited scalable group-authentication lightweight and Blockchain

computational and storage
capacities, making
traditional authentication
methods unsuitable for
large-scale, time-sensitive
systems.

framework for loMT systems
using blockchain technology,
enhances efficiency and
scalability, achieving 0.5-second
latency and 400 transactions per
second.

(SSS) algorithm
for secure secret
construction and

group
authentication

Genesis block
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Hash: 2A3C1
Previous hash: 0000
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Figure 1. Blockchain.
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3.1.1 Architecture

Let’s use the following Figure 2, which illustrates the entire process of a transaction being sent from a
user on the blockchain network, to better understand the blockchain architecture.

Once a user initiates a transaction on a blockchain network, it is disseminated to all nodes within
the network. Every node maintains a complete replica of the blockchain, which is instrumental in
the verification process. All connected nodes collaborate to ensure that the block encompassing
the user’s transaction remains unaltered. If the validation process is successful, the nodes append
that block to their version of the blockchain.

To append a fresh block to the blockchain, consensus must be achieved amongst the network
nodes regarding the validity of the blocks. This agreement is attained via a validation procedure
that employs precise algorithms to authenticate the transaction and confirm the sender’s
membership in the network.

Once the validation process is completed, the block is added to the blockchain.

Subsequently, when the whole validation process has been completed, the transaction is
considered finalized.

The Transaction Validation
broadcast to a P2P (The network of nodes
network consisting of computing validates the transaction
machines ( e., nodes) as well as the status of
((( ))) - the user who requested the

using a
A transaction is pzp Network of Nodes algorithm, e.g., public key
requested by a computing c 3

machine (i.e., node) The verified transaction is
combined with other verified

A Verified Transaction
Block Validation transactions to create a new block 4 (e.g., Cryptocurrency,
(Using Consensus of data for the blockchain. Contracts, Records)
Aigorithm, e.g.. .

Proof of Work)

A Block Verified Transactions
A validated block is added to the

existing blockchain in a permanent and New Blook Oldest Block
unalterable way. “ E

Blockchain (i.e., Ledger) The transaction is complete.

Figure 2. An overview of blockchain architecture.

3.1.2 Consensus Algorithm

For a block to become a part of the blockchain, it must follow specific consensus guidelines. To
ensure this, blockchain technology employs consensus algorithms. In the Bitcoin network, Nakamoto
[31] introduced the Proof of Work (PoW) algorithm, which is now the most commonly used consensus
method. The fundamental idea behind this algorithm is that since multiple nodes or users are present
on a blockchain network, any transaction request made by a participating node must be computed
before it can be added to the network. The nodes responsible for performing these calculations are
called miners and this process is known as mining [35].

3.1.3 Key Features of Blockchain

1

2)

3)

Decentralization: Blockchain distributes information throughout the network as opposed to
concentrating it in one place. Additionally, this means that information control will be dispersed
and managed by consensus determined by the collective input of all connected nodes on the
network. Nowadays, several reliable organizations handle the data that was previously centralized
at one location [36].

Data Transparency: To achieve data transparency in any technology, relationships based on trust
must exist between entities. The relevant data or record needs to be safe from heat and secure. Any
data stored on the blockchain is dispersed throughout the network rather than being concentrated
in one location or under the control of a single node. Since data ownership is now shared, it is
transparent and protected from outside interference.

Security and Privacy: Blockchain technology employs cryptographic functions to provide
security to the nodes connected to its network. It uses the SHA-256 algorithm for the hashes stored
on the blocks, known as the "secure hash algorithm™ (SHA), which ensures data integrity and adds
security to the blockchain. Digital data is assigned checksums through strong one-way functions
called cryptographic hashes, rendering them unusable for data extraction. This makes blockchain a
decentralized and secure platform, using cryptographic techniques to safeguard user privacy, thus
making it a reliable option for applications that require privacy protection [37].
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3.2 Fog Computing

Industry first used the term fog computing to refer to the fundamental architectural concept of the
technology: fog is a region that lies between the ground, where user devices are located and the cloud
or data centers. In general, fog is referred to as a decentralized distributed computing system in which
various fog devices are owned by various entities and organizations can interact with the system from
various locations, including smart hubs, hospitals, schools and airports. [38] Fog computing’s
topology is the geographically dispersed nodes that carry out computation and providing network and
storage services is its primary feature. In addition to standard network features, fog-computing
resources can be incorporated into network gateways, routers and access points. Additionally, there
might be specific fog-computing nodes, such as edge computing [39]. The following is a description
of the main characteristics of fog computing [40]-[41].

1) Adaptability: This consists of multiple fog devices and network sensors that provide storage and
perform computing tasks.

2) Reduced latency: Fog computing’s proximity to edge devices shortens the time taken for
information to be computed with those devices and helps the host-fog devices respond to position
gueries at multiple sites.

3) Physical distribution: Fog computing presents distributed applications and services that are hosted
in various locations.

4) Compatibility: Fog modules can be used across a variety of platforms and service providers.

3.3 Chaotic Cryptography

Within systems, security is of the utmost importance. It is critical to ensure security, confidentiality,
data-origin authentication, message integrity and non-repudiation of origin. The use of symmetric and
asymmetric cryptographic algorithms is the foundation for improving message security over unsecured
networks [42]. There has been a noticeable increase in the exploration of chaos-based cryptography in
recent years, driven by a renewed interest in leveraging chaotic systems for various applications. Our
work will utilize chaotic systems, such as the use of the logistic map for key pair generation, the beta-
transform for key exchange and the integration of the Lorenz system for encryption and decryption
[42].

4. NETWORK MODEL

Before delving into the intricate details of our proposed IoHT system, understanding the fundamental
assumptions that form the foundation of this initiative is critical. These fundamental premises hold
significance in blockchain-based authentication systems, serving as pivotal reference points.

¢ In the context of fog computing, the ecosystem comprises a wide range of both mobile and
stationary devices, such as smartphones, sensors, embedded systems and stationary edge servers.
These devices are intricately interconnected across a multitude of communication networks.

e The device used by registered users is adept at integrating and utilizing blockchain technology,
thereby enhancing the system’s functionality.

e To fulfill its role effectively, a fog server must meet specific pre-requisites, including the
capability to host the blockchain and function as a server or node within the network architecture.

e The smart contracts are expected to execute the critical functions of device and user registration
and authentication, playing a pivotal role in the seamless operation of the system.

The network model consists of four layers. These layers are shown in Figure 3 and explained below.

4.1 User Layer

A system user is a person who realizes the way to use system resources effectively. Users have distinct
roles and attributes within the system that allow them to be identified. Patients, doctors, nurses,
administrators and others are among those who interact with the system. Their primary responsibility
is to interact with the system in order to perform essential functions, such as creating, reading,
updating, deleting, accessing and managing medical records.
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4.2 Edge-device Layer

In this layer, the lIoHT ecosystem serves as a crucial and essential component, fulfilling diverse roles,
such as gathering, managing data computation, secure storage and initial processing of IoHT sensor
information. Its primary function involves meticulously safeguarding and organizing data, ensuring its
integrity and security before transmission to the fog-computing infrastructure.

4.3 Fog-computing Layer

This layer includes more than one fog servers that act as blockchain nodes and devoted servers to
support the decentralized blockchain infrastructure. These devices ensure secure information
transmission from IoHT gadgets even as additionally retaining synchronized copies of the blockchain,
ledger and smart contracts. The elaborate interplay of fog computing and blockchain enhances the
latency, reduces the time cost and adds another layer of security.

4.4 Cloud Layer

A large quantity of data is generated inside IoHT sensors and gadgets. The cloud computing proposes
as a robust actor with its extremely good computational skills, substantial storge capacity and strong
bandwidth. It serves as an infrastructure that is specifically designed to store, compute and examine
significant amounts of data. The cloud layer is responsible for the registration and approval of all of
the fog servers, users and loHT devices. Additionally, our scheme allowed the authorized users to
communicate with other nodes which include cloud servers, fog servers, users and loHT gadgets.
Furthermore, the scheme employs a blockchain structure and smart contracts that hold an essential
position in enhancing security and privacy.

e Blockchain: Operates as a decentralized authority for identifying and registration of all entity and
IoHT devices. Authentication and identity procedures are controlled through smart contracts
included in the blockchain infrastructure. Utilizing blockchain technology, every fog server
authenticates IoHT gadgets and customers within its location. Significantly, the blockchain
remains on hand throughout all layers of the system architecture.

e Smart Contract: It’s self-executing codes on blockchains, replacing centralized oversight in
transactions. All contract executions are publicly documented, ensuring transparency across
network nodes. Blockchain’s allotted records storage, secure protocols and consensus mechanisms
extensively boost protection and streamline system gadget performance, decreasing time and
charges. To register and manage the identities of all IoHT devices and users, the proposed scheme
incorporates blockchain technology. Each fog server takes on the responsibility of authenticating
IoHT devices in its network. Furthermore, the architecture is intended to address the scalability
concerns inherent in blockchain-based authentication schemes, ensuring support for the loHT
system’s scalability requirements.

5. SECURITY MODEL

In the healthcare part, security is the predominant concern, exerting a profound influence on the
reliability and confidentiality of devices and services. Consequently, there is a compelling necessity to
initiate the proactive development of comprehensive solutions aimed at fortifying these systems
against a wide array of potential threats, as substantiated by [43]. Subsequently, our discussion will
pivot towards an examination of prevalent attacks directed at IoHT systems, thereby enhancing our
understanding of the security challenges inherent in the healthcare sector.

Certain security requirements must be satisfied by authentication techniques used in wireless
networks. These characteristics enhance the feasibility of implementing any proposed plan in the
wireless body-area network (WBAN) environment. The Canetti-Krawczyk (CK) model allows the
formal development and analysis of the suggested scheme. In addition, the proposed system must
possess numerous crucial security attributes [44]-[45].

5.1 Security Requirements

Mutual Authentication: To safeguard sensitive information from potential interception by evil
individuals, all parties must authenticate their identities before any data transfer [46].
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o User Identity Anomaly and Untraceability: Anonymity is attained by the consolidation of a
legitimate user’s personal information in a manner that prevents an unauthorized individual from
discovering or identifying the user.

e Forward Secrecy: It guarantees that the key used for the current session is distinct and will not be
vulnerable to unauthorized access. Additionally, it prohibits the utilization of a primary session
key for initiating a fresh session.

¢ Unlinkability: It is a private attribute that is effective when an attacker is unable to differentiate
between two or more components of a system. Consequently, the attacker is unable to breach the
system or improperly exploit it. This attribute is crucial in identifying systems. For example, an
attacker may be unable to establish a connection between the contents of any communications,
multiple sets of login credentials or multiple bank withdrawal transactions [47].

e Scalability: The constituents of an authentication system should possess the ability to adapt and
evolve following alterations in the surrounding environment [48].

5.2 Threat Model
The attacker can execute the following threats:

o Distributed Denial-of-Service (DDoS) Attack: This attack represents a form of network
manipulation characterised by the deliberate inundation of a targeted system with an
overwhelming volume of network traffic, surpassing its operational capacity. As a consequence,
these attacks cause a significant increase in the workload of the system [49].

e Man-in-the-Middle (MITM) Attack: This attack is a security threat that aims to compromise the
privacy and integrity of data exchanged during a session. In this type of attack, an adversary
strategically positions him/her self between two communicating hosts, intercepting and potentially
modifying the data traffic, thereby breaching both confidentiality and integrity [50].

o Insider Attack: This attack occurs when an individual who possesses authorised access to an
organization’s systems, data or network deliberately compromises the privacy, accuracy or
availability of sensitive information or resources for personal gain or malicious intent [51].

e Eavesdropping Attack: An attacker can access IoHT network traffic and read the contents of
messages being transmitted across the network by using an eavesdropping attack. The payload and
wireless session are passively observed by the attacker. If the communication is encrypted, the
attacker may eventually be able to decrypt it [52].

e Impersonation Attack: To obtain the information that an attacker is not authorized to access,
he/she assumes the identity of another person or impersonates a legitimate loHT user (or group of
users) or server [53].

e Replay Attack: This type of attack accesses the WLAN using phony authentication sessions and
does not occur in real time. The attacker initially obtains a session’s authentication. The attacker
then replicates the initial session, changing or tampering with it [43].

6. PROPOSED SCHEME

Our work focuses on four main phases: Setup, Registration, Login and Authentication and Secure
Construction. Furthermore, the environment of the proposed scheme consists of four main components:
Health Cloud Server (HCS), Fog Service Provider (FSP), Blockchain (BC) and Wireless Body Area
Network (WBAN) depending on three layers: 1oHT sensors layer (Si = Si, Sz, Ss, , Sn), Personal
Devices Layer (Pd;) (like mobile phone, Computer, tablet, ...etc.) that use by (admin(ADM;)),
patient(P;)) and doctor(Dr;))), and Internet layer (such as gateway or FSP layer). Figure 3 explains the
major components of our work.

6.1 Setup Phase

During this phase, HCS is regarded as the primary entity accountable for managing and enrolling
users, FSP and IoHT devices. Each user and IoHT device obtains the shared key (SK) locally by
implementing a key-exchange protocol based on a chaotic logistic system to guarantee security.
The HCS employs a highly secure cryptographic hash function, known as the h(.) function,
implemented through SHA-256 which is a member of the SHA-2 family and plays a main role in
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verification and anomaly for major parameters. Additionally, our proposed scheme uses CTRmode
for the Encryption function (Enc()) and the Decryption function (Dec()).
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Figure 3. The proposed scheme’s architecture.

6.2 Registration Phase

This sub-section describes the user-registration process of our proposed scheme; we focus on the
FSP, IoHT devices and administrator, patient and doctor registration. Each user must provide
valid information (username, password, wallet address, ...etc.) one time. The user data is hashed
and stored. Below is a description of the registration process.

6.2.1 Node; Registration

First, each node; (FSP, Pd;, loHT sensor Si........... etc.) generates its own private key (nodei,) and
public key (nodei i) using the chaotic system. The following step explains node; registration process.
Step 1: node; selects an identification nodeiip and time (Ts) and sends a registration request to the
HCS{nodeiip, Ts, nodeipu}.

Step 2: HCS checks the freshness of the received request by calculating 7% - Ts < Ts, where 77
denotes the request-receiving time and represents the acceptable difference between T’ and T.
Step 3: HCS classifies the nodejp to add to related list, such as (FSP list, pdi list, S; list) then,
Save {nodeip, nodejp,, HCS pi} in the BC.

Step 4: HCS checks if registered nodeilD its IoHT device (pdi), then need to assign to the FSP, then
send {HCS pu, Pdipy, FSP pi} to BC.

Step 5: After assigning pdito the FSP, finally the registration of node; is successful.

6.2.2 Administrator Registration

The administrator (ADM;) is in charge of controlling the system components in the healthcare
domain. As a result, the administrator must register specific details, such as (username (Unapwmi ),
address (Adapmi), phone number (Pnapowmi ), password (Pwapwmi ), wallet address (Waaowmi) and
fingerprint Fnapwmi)) in the HCS once and generates the private key (ADMipr ) and public key
(ADMjpy ) based on the chaotic system as described in sub-section 6.1. Furthermore, ADM;
computes the shard key (SKapwmi). Then, HCS submits the following set of steps.

Step 1: The HCS computes the following anonymous parameters based on the following:
1) Un'ADMi =h (UnADMi).
2) PWapmj = h(Pwabwmij || Unaowmi)
3) F naomj = FEX-ADM (Fnapwmij ), where FEX-ADM is the function used for fingerprint pre-
processing and feature extraction and then returns the feature-extraction vector; as a result, it
refers to level 2 of the administrator’s fingerprint-feature extraction.

Step 2: The HCS generates the shared key (SKaomi) to encrypt Enc (.) / decrypt Dec (.) data based on
symmetric key encryption Counter (CTR) based on the chaotic system.
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Step 3: The HCS assigns admin (ADM;) information to the fog server FSPip that connects within the
same area.

Step 4: The HCS sends ADMi information {Pw'aomi, Un’apmi FN'apmi} to the Blockchain by calling
the smart-contract registration method.

6.2.3 Patient Registration
In this part, the patient (P;) who wishes to register in the system must do the following steps.

Step 1: The patient should register his/her information such as (username (Unpi ), address (Adei ),
phone number (Pngi), password (Pwei), wallet address (Wagi), type of disease Tdpi)) in the HCS
computed HPp; anomaly by calculating HP si = H (Unpi || Pwei), then stores it in the BC through a
smart contract.

Step 2: The patient generates the private key (Piyr ) and public key (Pip ) based on the chaotic system.
Step 3: The patient computes a shared key (SKgi), ensuring that the encryption (Enc(.)) and decryption
(Dec(.)) processes for safeguarding Si sensitive health information data are carried out with a robust
key based on the chaotic logistic system.

Step 4: HCS creates an Electronic Health Record (EHRgi) with all of the aforementioned medical
information associated with a new patient.

Step 5: HCS assigns Patient (P;) information to the fog server FSPip that connects within the same
area.

Step 6: HCS sends the patient (P;) information (HP ;) to the BC by calling the smart contract.

6.2.4 Doctor Registration

At this time, the doctors (Dri) send a registration request to HCS with their personal information, such
as (username (Unpyi ), address (Adopri), phone number (Pnpyi), password (Pwori), wallet address (Wapri)
and specialization (Spori)) in the HCS once, which then generates the private key (Driyr) and public key
(Dripu) based on the chaotic system as described in sub-section 6.1. HCS impalement HDpri = h (Unopri
|| Pwori), after that, HCS sends the information (HDpri) above to the Blockchain to register the new
doctor.

6.3 Login and Authentication Phase

In this phase, once all entities are registered, the login and authentication phase of user, like
Administrator, Patient, Doctor, is describe below.

6.3.1 Administrator Login and Authentication

Here, the main interaction occurs between the two basic parts (FSP) and the system administrator
(ADM;). Through this structure, all system privileges are linked with ADM; accessed and overseed
critical processes and system components overseen; the phase is defined as follows:

1: ADMi inputs Unapmi, PWapmi and selects a ri € Z+. Then, ADM; computes A = h (Unapwmi) and
HApmi=h(PWaomillUnapmillh(ri)).
2: ADM,; encrypts (ri) using the SKapomi, E = Encsg, ., (11)-
3: ADM,; submits the login request HAapwmi, E, A to the FSP as the first factor.
4: When the FSP obtains the login credentials from ADM,;, it performs the following verifications:
a. FSP checks if A =? Un’ADMi. If true, the FSP retrieves r'i, where r; = DeCSKADMi(E)'
b.The FSP fetches Pw’ypy, from the BC, calculates HA'4pp, = h(PW'spp,lIlR(r{)), and
verifies if HAypy,=? HA 4pu,- If the verification passes, the FSP sends a challenge vc via email
to Admin.
5: Upon receiving vc¢' from FSP, ADM; evaluates L= h(FEX-ADM (Fnjp;)@®vc'@h(ri)) and
transmits L to FSP.
6: When FSP obtains L from ADM,;, it retrieves Fnapmi from the BC and computes L' = h( Fnyp,,; D
vc'@ h(r{ ). The FSP then compares L and L'. If L == L/, the FSP confirms the successful
authentication of ADMI, granting access to the system’s resources and services. Otherwise, the login
process is denied.
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Remark 1: Even though our work used fingerprints, it can also deal with biometric-based
authentication methods, such as facial recognition, iris scanning, keystrokes and voice authentication.

6.3.2 Users’ (Patients’ and Doctors’) Login and Authentication

At this stage, the user (Ui) requests access to the system’s resources and services by providing valid
credentials, outlining the procedural steps as follows:

1: Ui inputs Unui, Pwui and selects a ri € Z+. Additionally, it computes A = h(Uny,) and HUy, =
H(PWUi”UnUi”h ().

2: Ui encrypts ri using SKui , E = Encgy,(r;) via symmetric encryption.

3: Ui submits the login parameters {HAUi, E, A} to FSP as the first factor for authentication.

4: Upon receiving login parameters from U;, FSP validates:
a. The FSP checks if A =?Uny,. If matched, the FSP retrieves r;, where 1/ = Decgy,, (E).

b.FSP fetches Pwy, from BC, computes HAy, = h(Pwy,|lh () and verifies whether HA;, =
?HAY,.
If the confirmation is positive, the FSP sends a challenge vc via email to Admin.
5: Upon receiving vc', Ui performs L = h(Way, ®vc’ @ h(r;) and transmits L toward FSP.
6: When FSP obtains L from Ui, it retrieves Way, from the BC, evaluates L' = h(Way,&vec ©
h(r{)), h (")), The FSP then compares L and L'. If L == L', FSP verifies Ui authentication and grants
access to system resources. Otherwise, the login request is denied.

Remark 2: The login and authentication process for doctors follows procedure for Pi. Dri, necessity
inputs a valid credential to gain an access to system services, allowing to review EHRp, and making
updates as permitted by roles and privileges assigned by the administrator.

6.4 Secure Construction Phase

The initiation of this phase includes the assignment of the responsibility for formulating a construction
group secret (GS) to the FSP. The procedural steps are outlined as follows:

1: HCS picks T and calls the smart-contract method of the BC to assign FSP by creating the following
transaction (TR):

TR {HCSpy, FSPpy, Ts}.
2: The smart-contract mechanism verifies HCSP u and assesses the transaction’s freshness using the
criterion T's -Ts< Ts. Subsequently, it validates whether FSPB,,, corresponds to the designated fog server
and, if affirmative, activates FSP.
3: Noderog initiates a request to FSP for the creation of Nodeg, 4., dedicated to its group members.
Following this, Noderog selects a time (Ts) and employs FSPB,, to encrypt a message. Subsequently,
Noderog transmits the encrypted message {E(Msg || Ts)} to FSP.
4: FSP decrypts the encrypted message {E(M sg || Ts)} through the utilization of FSPP r.
Subsequently, FSP assesses the timeliness of the message by verifying T's — Ts < Ts.
5: Utilizing the smart contract, FSP employs a transaction to retrieve Noderu, where (Nodep
represents a medical device), associated with the medical device owned by FSP from the BC.

TR {FSPpu, Nodeg,g,, }-
6: BC responds by sending the public key of the medical device Noderuto FSP.
7: FSP selects the present timestamp (Ts) and signs {S; ||Ts} using FSPe;. Consequently, FSP encrypts
E {(Si|ITs)} utilizing the public key of Nodey, . Then E {(Si |ITS)signea) Signed distributed
across the medical devices (D1, Dy, ..., Dy ) affiliated with Noderqg.
8: Nodep decrypts (Si||Ts) using Noderu, subsequently validating Si ||Ts through FSPp,.
Following this, it performs calculating T's- Ts< Ts. Nodep and saving S; for future utilization.
9: FSP picks Ts and then uses the method in the SM of BC to calculate:

TR {FSPPU, Nodepog, NOdeGs, Ts)}

10: BC verifies the validity of FSPp, and evaluates the transaction’s timeliness by applying the
condition T's - Ts < Ts. Subsequently, it stores H(Nodeg,4,..)- In conclusion, the construction of the

secret is completed.
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7. PERFORMANCE ANALYSIS

In this section, we examine the outcome of the simulation process and the evaluation metrics used in
our work, with particular attention to the performance assessment of the generation time of private,
public, encryption/decryption and shared keys. This analysis considers equivalent key sizes for several
3-D map chaotic public-key cryptosystems and elliptic-curve cryptography (DHECC). Furthermore,
we explore the computational costs and smart-contract costs.

7.1 Simulation

Simulation was conducted using the widely recognized Ganache simulator tool. Ganache enables the
local deployment of the Ethereum blockchain in a controlled environment, offering developers a
practical platform for testing and evaluation. The Truffle framework was utilized to test and deploy the
smart contracts on the blockchain. Node.js was also utilized in the development of the proposed
framework implemented on a Mac OS 476.0.0.0.0 LTS 64-bit platform, equipped with 8 GB of RAM
and powered by a Dual-core Intel Core i5 processor operating at 2.7 GHz.

7.2 Results and Analysis

To assess the practical effectiveness of the proposed framework across various user roles and
functionalities, a comprehensive performance evaluation was conducted using Apache JMeter version
5.6.3. As a widely recognized and robust performance-testing tool, Apache JMeter facilitated an in-
depth analysis of the framework’s capabilities, simulating real-world scenarios to ensure its reliability
and efficiency.

7.2.1 Key-generation Time

The proposed work followed the DHEC key-generator algorithm of Mohammed et al. [54]; the
proposed chaotic cryptosystem involves a two-part initiation time, encompassing private-key and
public-key generation times. The private key is derived from a logistic chaotic map and after private-
key generation, the public key is created using a modified three-dimensional beta transform system.
Figure 4 illustrates a comparative analysis of DHEC key-generation times alongside one-dimensional
and three-dimensional chaotic key-generation methods. Notably, the DHEC key generator exhibits a
significantly slower performance than the chaotic cryptosystem’s key generator at equivalent key
sizes.
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Figure 4. Comparison of DHEC key generation and one-dimensional and three-dimensional chaotic
key generation [54].

7.2.2 LED with 3-D Lorenz Chaotic Encryption and Decryption Time

In the context of block-cipher encryption and decryption, the utilization of chaotic maps and the LED
algorithm, as proposed by Hussain et al. [55], is explored. The shared key, generated through the
chaotic Lorenz map, undergoes a double XOR operation with the state during the encryption process,
contributing to the creation of ciphertext for a data block. The user-friendly nature of block ciphers is
acknowledged, with an emphasis on the pivotal role of the key-generation process in determining their
strength. The enhancement of the LED algorithm through integration with a 3-D Lorenz chaotic map
amplifies both diffusion and randomization aspects. This augmentation results in the creation of an
unexpectedly robust key, thwarting potential attacks, such as MITM and scan-based attacks. After
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calculating the completion time for 250 blocks, each block with a size of 64 bits takes 19.1400 ms for
the encryption process and 14.7750 ms for the decryption process. Figure 5 illustrates the amount of
time taken by the process along the 250 blocks.

yyyyyy

@) Encryptlon time (b) Decryptlon time
Figure 5. (a) Encryption time. (b) Decryption time.

7.2.3 Computational Cost

The computational cost serves as a metric for measuring the temporal complexity of the proposed
methodology within this research paper. Moreover, Table 2 and Figure 6 compare our technique with
other relevant research endeavors to thoroughly evaluate its computational efficiency. Within the
scope of our investigation, the proposed protocol delineates four distinct phases: setting, registration,
login and authentication and secret-construction phases. Our focus will be directed towards analyzing
the computational requisites specifically associated with the registration and authentication of the
proposed system, as this is the most frequently accessed and utilized in the context of our research. To
streamline computational analysis, we establish a clear framework by defining the computational pre-
requisites associated with a verification T,, one-way hash function Tn, symmetric key encryption and
decryption Tem, exclusive-or operations as T, the paring operation T, , sighature time Tsign, the
exponential operation T., the one-point addition Ta. , the concatenation operation T and one-point
multiplication as Tm [56]-[57]. The performance evaluation of the proposed procedure includes a
comprehensive comparison with contemporary state-of-the-art schemes, similar to those published in
prominent publications, such as Arun et al. [58], Wu et al. [25], Jia et al. [59] and Nora et al. [20]. The
proposed solution clearly outperforms them, except that there is a slight difference in the
computational-time consumption between our proposed scheme and that of Wu et al. [25]. However,
Wu et al. failed to meet security features, such as multi-factor authentication, and to provide a
lightweight and distributed model. Moreover, their method does not use blockchain technology.

The time duration for various cryptographic operations is summarized as follows:

The time required for one-point multipligation (Tm) is 2.226 ms, while the pairing operation (T,) takes
2.91 ms. The time to generate a signature (Tsign) is 0.085 ms and the exponential operation (T.) takes
3.85 ms. The concatenation operation (T||) is highly efficient, requiring only 0.001 ms. Verification
(Ty) is performed in 0.09 ms and a one-way hash function (Th) takes 0.0023 ms. The time taken for
encryption/decryption (Tsym) is 0.14 ms, whereas the exclusive OR operation (T) takes just 0.001 ms.
Finally, one-point addition (T,) is also completed in 0.001 ms.

7.2.4 Smart-contract Costs

Our approach leverages Remix as the tool for smart-contract development, formulating the contract
through the Solidity language and deploying the compiled contract via the Ethereum Ganache tool. To
determine the authentic gas costs for individual functions within the smart contract, we employed
Meta- mask and Ether-scan. Within the Ethereum blockchain paradigm, fees are defined as the gas
required, aligning with the payment or value essential for the successful completion of each
transaction or contract execution. A user cannot execute any service and the transaction is deemed
illegitimate if he/she does not have an active balance on his/her account. The deployment and
expenditures of our proposed contract occur within the Remix IDE and the Meta-mask software
cryptocurrency wallet, along with the corresponding blockchain block in Ganache Ethereum. The
detailed outcomes of the smart contract costs are systematically documented in Figure 5 and Table 3.
It is obvious from the findings presented in Table 3 that our suggested contract entails reduced costs
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for both deployment and function requests.
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Table 2. Relation for the calculation of computational time for registration and login and
authentication phases.

Schemes Registration phase  |Authentication phase Total Time (ms)
Jia et al. [59] ATm+Te+5Th To+5Tm+(2n+1)Ta+5Tn | 26.82
Wu et al. [25] 8T n+3T +77 || 35Tr+11T +30T |[+2Tym | 0.4229
Arun et al. [58] 2Tm+T n+4T Tm+3T+Th+Tp+Ta 9.6006
Nora et al. [20] AT+T)| 5Tv+2Tsign +4T sym+7T || 1.548
Our work 2Tht+ T | Szn+2T +2Tym+2T || 0.3021

8. SECURITY ANALYSIS

The security analysis and experimental results are explained in this section. Furthermore, the security
analysis is shown in two ways: the first is a formal analysis using Scyther and the second is an
informal analysis using the CK threat model [60]-[61]; after that, we determined that the proposed
protocol achieves greater privacy and security than the alternatives. The GUI is intended for anyone
who wants to verify or comprehend a protocol. We implemented the proposed system without utilizing
security functions in the same traditional systems. Figure 7 refers to the traditional system and
explains its shortcomings.

8.1 Formal Analysis

In this sub-section, we officially analyze the proposed system and demonstrate the system’s data
security against various attacks. By utilizing Symmetric Key Encryption, the crypto-hash function and
the encryption and decryption function based on a chaotic system, we created a secure system that
over-comes the disadvantages of traditional methods. Furthermore, as illustrated in Figure 7, the
results of the proposed system are resistant to well-known harmful attacks.
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(©)
Figure 7. (a) Weakness of the traditional system of user, (b) Admin-verification protocol and
automatic climes and (c) User-verification protocol and automatic climes.

Table 3. Smart-contract gas cost.

Gas Cost Contact Functions
711699 Deploy contract
24765 Create_User

26621 Update_User

26621 Delete_User

175029 Add_Document

8.2 Informal Analysis

Therom1: The proposed work provides mutual authentication
Proof: This safety measure indicates that an attacker should be unable to impersonate components of
the legal system, such as U; (Admin, Patient and Doctor). The following six steps were used in this
work to authenticate:
1: Ui inputs their Unyi, Pwyi and selects a ri €Z;. Additionally, it computes A=h(Unyi) and
HUui=H(PwuillUny;llh ().
2: Ui encrypts ri using SKui, E = Encgg,,,(r;) via symmetric encryption.
3: Ui submits the login parameters {H Ay;, E, A} to FSP as the first factor for authentication.
4: Upon receiving login parameters from U;, FSP validates:

a. The FSP checks if A =? Un'y; . If matched, the FSP retrieves ri, where r{ = Decg, . E.

b. FSP fetches Pwy{,; from BC, computes H A'Ui = h(Pwy;; IIh(r})) and verifies whether H Ay; =?
H A'ui. If the confirmation is positive, FSP issues a challenge VC to U; via email.
5: Upon receiving VC', U; evaluates L = h(Wayui@vc'®h(ri)) and transmits L toward FSP.
6: When FSP obtains L from Ui, it retrieves Wayi from the BC, evaluates L' = h(Waui@®vcdh (ry)),
the FSP then compares L and L'. If L == L', FSP verifies U; authentication and grants access to system
resources. Otherwise, the login request is denied.

As a result, our proposed scheme accomplishes mutual authentication between the two entities (Ui,
FSP). Otherwise, the current phase is rejected.

Therom2: Our proposed work aims to provide support for user anonymity.

Proof: Using C.K. adversary’s perspective, an adversary has difficulty revealing the user’s
identity/password.

To reflect anonymity, checking the identity of login information transmitted among system
components is currently required. Because the crypto hash function is integrated with ri, which the
attacker cannot identify, he/she cannot decipher the user’s identity if he/she eavesdrops on the login
request. Furthermore, the system generates a unique hash for every login request made by a user
depending on the random number r;. During the period of login and authentication phase, Ui sends the
login request {H Ay;, E, A} to the FSP as a first authentication factor. Thus, it has been encrypted using
a shared key that is known by Ui and FSP only.

An attacker finds it challenging to identify the user and is unable to recover the shared key, which is
created just once for each login attempt. This suggests that our proposed scheme can support user
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anonymity.

Therom 3: Our proposed work can provide unlikability.
Proof: This feature confirms that an individual can make many login attempts to the FSP to access
resources and services without anybody else being able to link the logins together and identify the
individual. Under the suggested plan, whenever he/she wants to access the system, he/she sends
{H Ay;, E,A}to FSP. Thus, the basic elements of {H Ay;, E,A}are constructed once using the
following set of points:
a. The FSP verifies whether A =? Unyi. If they match, the FSP restores the 7, where r{ =
Decgg,,, (E).
b. The FSP obtains PwU’  from the BC, calculates HA'ui = h(Pwy{;IIh(r{) and checks if HAui=
HA'ui. If the values match, the FSP sends a challenge, which is typically delivered via email.
C. After receiving VC', U; evaluate L = h(Waui@VC'@h(r;)) and transmits L back to the FSP.
d. Upon receiving L from Ui, the FSP retrieves Waui from the BC, performs L' =
h(WaUi®@VCa®h(r;)), the FSP then compares L and L'. If L == L', FSP performs Uj
authentication and grants access. Otherwise, the login process is denied.

Therom 4: Our suggested work can guarantee forward secrecy.

Proof: During the login and authentication phase, the widely used session key relies on SKuyi. Even if
the shared key is revealed or leaked, our suggested system protects the password. The shared key SKy;
is only generated once based on VC, so even if an attacker discloses it, the system’s authentication
remains secure during subsequent login attempts. It is very difficult for an opponent to determine the
random number and password, as well as the characteristic of the crypto one-way hash function HUu;
= h (Pwui || Unui || h(ri)). Furthermore, this is the case if a malicious party can intercept all messages
that are sent {H Ay;, E, A}, since these parameters are created just once for each user’s login request,
so he/she won’t be able to use them again to log into the system. Consequently, absolute forward
secrecy is guaranteed by our suggested scheme.

Therom 5: Our suggested work can resist MITM attacks.

Proof: A Man-in-the-Middle attacker intercepts, alters and resends all information during a
conversation, without the knowledge of the participants. We presume that the attacker has obtained
{H Ay;, E, A}and changed it as {HAj;;, E*, A*}. The modified settings are ineffective and do not work
because the FSP verifies A and finds (A#A*), where A represents user identity. Additionally, the
request {H Ay;, E, A} is generated once for each login. Thus, our suggested work does not allow
MITM attacks.

Therom 6: Our proposed scheme is resistant to replay attacks.

Proof: As per our recommended plan, any new login attempt must precisely match the FSP
parameters {H Ay;, E, A}. These parameters are generated only once for every user’s login request
based on r; and cannot be obtained by the user again. Therefore, this prevents any replayed message
from being sent for verification, making it impossible for an attacker to launch such an attack. Hence,
this technique ensures that the enemy cannot use this type of strike.

Therom 7: Our recommended scheme is resistant to eavesdropping.

Proof: This is the process for deciphering communications to find information. Each parameter shared
between the user and the FSP is used only once {H Ay;, E, A, VC,SKy;}. Consequently, if these
variables are intercepted, the attacker will be unable to access the system. The user sends
{H Ay;, E, A}to FSP, then FSP decrypts ri and sends VC to the user. Finally, the user sends L = h (Waui
@VC'dh(ri)) to the FSP. As we notice, these parameters are generated once. Accordingly, the
recommended scheme is resistant to eavesdropping.

Therom 8: Our proposed scheme affords key management.
Proof: For every login request, the principal parties have consented to generate a shared key using
chaotic key management and public-key cryptography to ensure the security of the shared key (SK)
between the user and the FSP based on (ri, SKy;). Once the patient checks in successfully, the
following actions are carried out by the primary parties (Ui, FSP) to carry out this phase:

a. Ui calculates SKy; = SKui @ ri.

b. FSP side computes SKui= SKui @r;.
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Therom 9: Our offered scheme withstands an insider attack.

Proof: Here, instead of sending these parameters (Pwui, Unui), users provide {HAui, E, A} when they
register with FSP, where HUui = h (Pwui || Unui), E = Encgg,,(1;), A = h (Ungi ). It’s difficult for an
attacker to use a one-way hash function to get the user’s password from the hashed result. Also, to
pretend to be a real user, the attacker must create a genuine login-request parameter. However, the
attacker will be unable to obtain the user’s shared key (SKui) or forge such parameters.

Theorem 10: Our scheme withstands a 51% attack.

Proof: A 51% attack in a blockchain network refers to the situation where an entity acquires more
than a half of the network’s mining power, enabling it to alter transactions. To resist such attacks, a
distributed network is maintained where no single authority has control over the network’s computer
capacity. Resistance attack calculation: Let N represent the overall hashing power of the network. Let
H denote the hashing power held by the attacker in order to execute a 51% attack effectively. To carry
out such an attack, the attacker must have control over more than 51% of the total hashing power,
where H is less than 0.5 times N and greater than 0.5 times N. Thus, the ability to prevent a 51%
attack is determined by the level of decentralization in the network, where no single entity possesses
the majority of the hashing power.

Theorem 11: Our scheme withstands a hijacking attack.

Proof: Blockchain technology utilizes robust cryptographic methods to safeguard data and
transactions. By employing methods, such as digital signature and encryption, one may effectively
check the legitimacy of both the user and the data. This, in turn, thwarts any efforts at hijacking by
implementing multi-factor authentication. It enhances security by implementing an additional layer
that necessitates users to submit several forms of verification, such as passwords, biometrics and OTP,
before gaining access to the system. This enhances the level of complexity for potential attackers
attempting to seize control of user accounts.

9. CONCLUSION

This research elucidates significant concerns about privacy and security within the loHT industry. Our
developed system integrates fog computing, extends cloud services to network peripheries and offers
enough computational support for IoHT devices, so that there is less communication needed for
authentication. Our work uses a chaotic key cryptosystem that works with random keys, is small,
reduces communication needs and is the right size for Io0HT devices’ limited processing power. In
addition, to protect people and organizations that use public channels in a decentralized setting, our
research combines an authentication system with blockchain technology that can’t be changed.
Furthermore, blockchain technology facilitates decentralized node identification. According to the
results of the evaluation, the proposed approach is very reliable and scalable, which means that it will
provide strong security and be resistant to common attacks. In addition, it has less latency than current
blockchain-based authentication systems, which shows how useful and efficient it is in the real world.
We conducted a simulation of the proposed project using the Ethereum platform, Ganache and the
Solidity programming language for the deployment and testing of smart contracts. Additionally, we
used the Apache JMeter tool to assess both latency and throughput, with a time cost of 0.3021 ms, an
average registration delay of 1.25 ms and an authentication time of 1.50 ms. A security study of the
suggested method was conducted using the Scyther tool. The formal and informal security assessments
demonstrated that the proposed method is secure and resilient against possible assaults. Furthermore,
our research bolstered the scalability of the IoHT system. Future development plans also include the
use of quantum cryptography as an alternative to existing technology and the utilization of 6G
networks to enhance speed and efficiency.
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