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ABSTRACT

Arabic script is one of the most sophisticated and difficult scripts. It uses different shapes of characters with
complex diacritical marks that are difficult to distinguish from the dots of characters. This script’s distinctive
features make the Optical Character Recognition (OCR) procedure more challenging and result in low-accuracy
recognition. Different studies have aimed to introduce high-accuracy Arabic OCR in the literature. However,
enhancing the accuracy of reading the words has been an open issue that depends on the used dataset and the
developed recognition model. Besides, considering diacritics has been limited and not sufficiently addressed.
Experimental tests on words with diacritics in prior models have shown bad accuracy that does not exceed 60%.
Consequently, this work aims to introduce a new, accurate deep-learning model for Arabic OCR that considers
words with and without diacritical marks. It utilizes a dual encoder transformer (DTrOCR), a deep-learning
architecture that has demonstrated superior performance in identification and classification tasks. The proposed
DTrOCR creates multi-batch sizes. It has been trained using a comprehensive, generated Arabic word-based
dataset named MFSRHRD and tested on unseen datasets. The accuracy of configuring Arabic words without
diacritics reaches 98.5%. However, for words with diacritics, it achieved an accuracy of 89.9%.

KEYWORDS

Arabic OCR, Multi-batch size, Transformer, Dual encoder transformer, Decoder, Feature extraction, Self-
attention mechanism.

1. INTRODUCTION

Optical character recognition (OCR) is a sub-discipline of pattern recognition and computer vision.
OCR has received more and more attention and has become a popular and promising research area in
computer and pattern-recognition communities. However, recognizing documents with Arabic text
contents is a popular and actively developed field. The main objective of the OCR system is to convert
the images of a document, whether printed or hand-written, into computer-editable text to generate
digital copies of text documents [22], [7], [17]. Moreover, OCRs have several applications, such as
archive organization, automated plate recognition and automated ticketing [10].

The process of Arabic OCR encounters several challenges due to the distinctive features of the Arabic
script. Arabic is a right-to-left written language that consists of twenty-eight letters. Each letter can
have several forms based on its place inside a word, whether at the beginning, middle, end, or isolated.
The language does not differentiate between capital and lowercase letters. Dots, also known as "ljam,"
and diacritical markings, also known as "Tashkeel," introduce complication by distinguishing letters
and modifying the meanings of words. In addition, the Hamza can occur in several locations and it can
be challenging to differentiate letters with similar structures, such as Saad and Taa. Characters such as
Raa, Dal and Waw, which do not form a connection with the letter that follows them, add to the
complexity of separating words, ...etc.

Researchers have recently used artificial-intelligence (Al) mechanisms to recognize Arabic characters,
words and printed texts. The deep-learning models have become a significant player in Arabic
language recognition. Previous studies have encountered several common challenges, such as a lack of
diverse and balanced datasets, rare diacritics considerations, limited model accuracy, especially when
dealing with diacritics and the model’s capacity to generalize [25], [22], [9], [7].

To address these specific challenges, our motivation behind using a Dual Encoder Transformer is to
allow the model to learn from both global and local patterns in the input images. In Arabic, very small
marks, such as diacritics or dots, can completely change the meaning of a word. Traditional models
with a single encoder may struggle to capture both overall word structure and fine-grained details at
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the same time. By using two encoders with different patch sizes, our model can analyze the broad
shape of the word and also focus on subtle features like diacritics. This dual-path design makes it more
capable of handling the complex nature of Arabic script and improves recognition accuracy, especially
in the presence of diacritics.
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Figure 1. Test and train DTrOCR model.

We propose a Dual Encoder Transformer (DTrOCR) model in this work. The key feature of the
proposed model is its ability to process input images by splitting them into multi-batch sizes instead of
single-batch sizes, enabling more effective feature extraction. It was trained on our previously
proposed comprehensive generated Arabic dataset MFSRHRD [6]. This dataset, created specifically
for Arabic characters and word recognition, was chosen for its high number of records, comprehensive
coverage and diversity of font sources. This dataset also includes many Arabic words with diacritics,
which most previous Arabic datasets have neglected. The dataset was divided into 80% for training
and 20% for testing, ensuring controlled conditions for model evaluation.

Figure 1 illustrates the general flowchart for training and testing the proposed model. As we can see
from the Figure, besides testing the performance of the Dual Encoder Transformer, a standard
Transformer model was trained on the same dataset [6]. This is to establish a performance baseline and
illustrate the benefits of the proposed model. The Dual Encoder Transformer outperformed the
standard model, achieving higher accuracy and generalization across different fonts and writing styles.
The model’s performance was evaluated using four main metrics: accuracy, precision, recall and F1-
score. Moreover, the proposed model (DTrOCR) was further tested on other unseen datasets, including
APTI, IFN/ENIT and MMAC, where it continued to demonstrate high performance compared to
previous OCR models, showcasing its robustness and effectiveness.

In general, the main contributions of this work are summarized by:

e Introducing an enhanced Arabic OCR system using a Dual-encoder transformer (DTrOCR),
which improves the features extracted from images using multi-batch sizes instead of a single-
batch size.

e Testing the proposed model’s efficiency and generalization in terms of recognizing unseen
Arabic words with and without diacritics.

The rest of this paper is structured as follows: Section 2 investigates previous deep-learning techniques
for Arabic OCR. It illustrates the main considerations and specifications of these models. Then, it
identifies the main gaps and the needed work in this field of research. Section 3 introduces the details
of the proposed Arabic OCR model (DTrOCR). It outlines the main phases, considerations and steps
of the model. Section 4 presents the details of the training and testing processes, including the
experimental setup and sequential phases. Section 5 evaluates the performance of the Arabic OCR
model on unseen datasets and tests its efficiency. Section 6 concludes the entire paper with a summary
of key findings, directions for future research and recommendations for researchers in this field of
study.
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2. RELATED WORK

Optical Character Recognition (OCR) technology has been widely used over the past few decades,
aiming to transform images of text into editable texts. It mainly aims to digitize and process text
information. Regarding Arabic OCR, the challenges are more complicated due to the complex nature
of the Arabic script, as discussed earlier. This section provides an overview of the previous studies that
developed Arabic OCR. It identifies the main methodologies and challenges in this field of research,
tracing the main progress made and highlighting the gaps and required work.

Previous Arabic OCRs have been developed using several deep-learning and artificial-intelligence
algorithms. First, several studies [7], [19], [15] have combined multiple popular and strong deep-
learning techniques, such as convolutional neural network (CNN), Long Short Term Memory (LSTM)
and connectionist temporal classification (CTC), ...etc. Other studies [16], [14], [13] have considered
the Generative Adversarial Networks (GANS) to enhance the quality of the OCR models. Recently,
researchers started using transformers to develop more accurate Arabic OCR [23], [7].

Several researchers have combined multiple machine/ deep-learning algorithms to obtain accurate
Arabic OCRs. For instance, Z. Noubigh et al. [21] presented a model that combines the CNN,
Bidirectional Long Short-Term Memory (BLSTM) and CTC algorithms. The model was trained and
tested using the KHATT and HACDB datasets [26] to classify Arabic characters. It achieved high
acceptable accuracy and the character error rates (CERS) of this model were 2.74% and 2.03% on the
KHATT and HTID datasets, respectively.

Dahbali, Aboutabit and Lamghari [4] proposed a hybrid model combining CNN with attention
(CBAM) and BLSTM to improve Arabic handwritten script recognition. The model integrates spatial
and sequential features using Connectionist Temporal Classification (CTC) decoding and data
augmentation. It was evaluated on the KHATT dataset and achieved significant improvements in
recognition accuracy, outperforming prior approaches. Al-Taani and Ahmad [18] used Residual
Neural Networks (ResNet) for Arabic handwritten character recognition. Their model was tested on
several benchmark datasets including MADBase, AIA9K and AHCD. The approach achieved up to
99% accuracy, demonstrating the benefit of deep residual learning architectures in handling the
variability of Arabic handwriting.

Shtaiwi et al. [11] proposed an end-to-end machine-learning solution for recognizing handwritten
Arabic documents that combines several deep-learning models, resulting in improved robustness and
accuracy on real-world datasets. [11] proposed an Arabic OCR model that combined Convolutional
Recurrent Neural Network (CRNN) and BLSTM. This model aims to recognize Arabic handwritten
content based on the character unit as well. It was trained on the MADCAT dataset [24] and achieved
a CER of 3.96%. On the other hand, M. Boualam et al. [15] proposed an OCR model that combined
CNN, RNN and CTC models. The proposed OCR model aims to recognize text from handwritten
village names in Tunisia using the IFN/ENIT dataset [30]. This model classifies Arabic characters and
Arabic words. It achieved a CER of 2.10% and a word error rate (WER) of 8.21%. Fasha et al. [22]
merged CNN and BLSTM with a CTC loss function, achieving a character recognition rate (CRR) of
98.76% and a word recognition rate (WRR) of 90.22%.

Generative adversarial networks (GANs) have also been explored to improve the performance of
Arabic OCR. GANs do not directly perform character recognition in OCR; they can significantly
enhance the performance and robustness of OCR systems. This is achieved by improving data quality
and increasing the diversity of training datasets. Several studies have been introduced using this
mechanism in the literature. First, Y. Alwagfi et al. [16] early explored GAN-based models. M. Eltay
et al. [14] also utilized GANs for adaptive augmentation. This model achieved an accuracy of 95.51%
on the character-recognition level and 89.52% on the word-recognition level. Moreover, A. Mostafa et
al. [17] faced challenges in ensuring the quality of generated samples, particularly in dealing with
connected Arabic letters, making the results less conclusive with an accuracy that reached 95.08%. S.
Jemni et al. [13] demonstrated high proficiency in Arabic and English OCR using GANs with a hybrid
model CNN-RNN-CTC, which achieved 75.6% accuracy. However, complexities in combining deep-
learning models at each stage were reported in this model.

Recently, transformer-based models have become increasingly popular for Arabic-text recognition. A.
Mustafa et al. [17] developed a specialized dataset using thirteen unique web typefaces, including
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Table 1. Previous Arabic OCR deep-learning models with their limitations.

Ref. | Technique Dataset Recognition ACC | Description Limitation(s)
Level
[21] | CNN- KHATT, Word-level 97% Combined CNN for feature The test was conducted on
BLSTM- AHTID extraction and BLSTM for 901 samples from AHTID
CTC sequence prediction dataset
[11] | CRNN- MADCAT Paragraph-level 96.04% | CRNN-BiLSTM model Requires significant time to
BiLSTM integrates Convolutional train due to additional layers
Recurrent Neural Networks of BiLSTM
(CRNN) with Bidirectional
Long Short-term Memory
(BIiLSTM) layers
[15] | CNN- IFN/ENIT Word-level 97.90% | CNN layers for feature No real testing was
RNN- extraction, followed by RNN performed of generalization
cTC layersforsequential data
processing
[22] | CNN- Custom Word-level 98.76% | Five CNN layers for feature When tested on noisy
BiLSTM- dataset extraction and two BiLSTM images, the accuracy drops
CTC layers for sequence prediction drastically t022.71 CER and
85.82% WER
[16] | GANGs- AHCD Character-level 99.78% | GANs for data augmentation with| Error rate, training and testing
CNN CNN for classification ratios and number of images
after applying augmentation
were unclear
[14] | GANs- IFN/ENIT, Word-level 95.8% | ScrabbleGAN for augmentation | Still suffers when tested on
BiLSTM AHDB followed by BiLSTM for challenging test sets
recognition
[17] | CDCGAN- AHCD Character-level 95.08% | GANS for data generation Generation of characters with
CNN combined with CNN for dots is still a challengingtask.
classification Additionally, classes can be
unbalanced
[13] | GANs- KHATT Word-level 75.6% | Thegeneratoremploys U-net, Very complex model in each
CNN- while the discriminator uses step of the OCR process, yet it
RNN- CNN. For OCR model, CNN, produces an accuracy close to
CcTC followed by two layers of Bi-GRU| that of the baseline model
and then aCTC layer, are stacked
[17] | CNN- Custom Word-level 92.7% | ResNet101 combined with Shortage of resources and
Transformer dataset, Transformer for sequence computational power; complex
KHATT processing model
[12] | Transformer Custom Word-level 81.55% | Transformer architecture with Some weights were randomly
With ross- dataset, cross-attention mechanisms for initialized, leading to a limited
attention KHATT better feature extraction Accuracy
[8] Transformer | KHATT Word-level 97.7% | Transformer architecture for both | Synthesized dataset for pre-
image understanding and training consists of 2.2 M
wordpiece-level text generation images, which is relatively
small compared to other
methods that use hundreds of
millions of images
[1] QARI-OCR | Diacritics- Page/Word-level | 98% Vision-language Model fine-tuned| Limited font variety, fixed
(vision- rich synthetic from Qwen2-VL, optimized for font size, no handwriting
language +real printed Arabicscript and diacritic support; mostly trained on
model) Avrabic texts handling synthetic data
[3] HATFormer Historical Line/Word-level | 95% Transformer encoder-decoder Small training dataset;
(Transforme  |r-handwritten customized for historical Arabic | still moderate error rate;
based HTR) | Arabic handwriting with diacritic support| limited to historical
manuscripts handwritten text
dataset
[2] Hybrid CNN+ | Printed & Character & 99.4% | A hybrid CNN-Transformer OCR | Still struggles with
Transformer Handwritten Word system with excellent accuracy for| handwritten Arabic (higher
OCR system | Arabic text printed Arabic text (CER = WER) and shows sub-optimal
(with digits) 0.59%) and competitive text detection performance on

performance on handwriting
(CER =7.91%). Italso includes
effective text detection (F-
measure 79%).

complex backgrounds or
irregular handwriting.
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hand-written samples from the KHATT dataset. The proposed model employed a two-part system: a
CNN for feature extraction and a transformer model with four encoders and decoders. This model
considers character-level and word-level configurations and achieves a CER of 7.27% and a WER of
8.29%. Besides, Momeni et al. [12] examined two types of transformers: transformer transducer and
transformer with cross-attention, using a synthesized dataset of 500,000 printed Arabic images and the
KHATT dataset for testing. The transformer with cross-attention achieved a CER of 18.45%,
outperforming the transformer transducer, which achieved 19.76% CER. Most studies using
transformers for Arabic OCR, such as ALNASIKH [8] and OCFormer [17], have leveraged standard
transformer models, like TrOCR or vision transformers. These existing models primarily focus on
utilizing single encoder-transformer architectures for Arabic handwritten and printed text recognition.

Table 1 systematically illustrates the main considerations and limitations in the previous studies in this
field of research. After reviewing earlier studies in this field of research, it is clear that transformer-
based models are emerging as strong contenders. This is due to their attention mechanisms and ability
to process long sequences. A dual encoder transformer has been used in the medical field [5].
However, it has not been applied before for the Arabic OCR. In recent years, researchers have made
many improvements to the standard transformer model to enhance its performance in recognizing
Arabic characters. These changes have focused on the encoder and decoder parts of the model.
However, one challenge remains the issue of a single batch size during training, which can limit
efficiency. A promising solution to this problem is using multi-batch size inputs. To achieve this, we
employ a dual encoder transformer, a method that has been successful in the medical field for image
recognition. In this research, we apply this approach to improve the recognition of Arabic characters.
Moreover, we aim to investigate the ability of the Dual Encoder to be implemented to recognize
Arabic letters and words.

3. THE ENHANCED PROPOSED ARABIC OCR (DTROCR)

In this work, we developed a deep-learning model for recognizing Arabic letters and words using a
dual encoder transformer. As shown in Figure 4, the model consists of two different encoders, each
designed to extract unique features from the input data based on different batch sizes. The outputs
from these encoders are combined using a fusion mechanism based on two multi-head attention layers.
This step helps the model merge the features effectively, ensuring that the most important information
is retained. Then, the fused features are sent to the decoder, which produces the final output. This
approach helps the model better understand the complex nature of Arabic script. It highlights the role
of the external fusion layer in achieving more accurate recognition results. The input image is divided
into multiple-batch sizes (N) using two dual encoders. The model partitions the input image based
mainly on its size, as illustrated in Equation (1).

Transformer Encoder 2 ‘ Transformer Encoder 1

'y 'y 'S Y T Y [y .

Positional embedding >o[ ] ;| .l 2[ ',.‘ ;:)‘ | 51’- n] A ] \14" 3] A
+ Batch Embedding o | ] LA U o e A () W

” Lod
e [ ML VY
.
Input Image

Figure 2. Multi-batch sizes in DTrOCR model.
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HW
N=—% 1)

where: N: is the total number of batches; H: is the height of the input image, W: is the width of the
input image and P: is the batch size.

Each encoder has multiple attention layers, enabling the extraction of diverse features from the same
image. Using dual encoders with varying multi-attention layers allows the model to effectively extract
a wide range of features from the same input image. This enhances the overall performance in Arabic
optical character recognition.

Figure 2 illustrates the process beginning with an input image of an Arabic word (wliss). The image

is divided into batches of multiple sizes, with each patch fed into one of the two different encoders in
our model. Each encoder processes the batches independently, capturing unique features. The outputs
from both encoders are then combined using a multi-head attention mechanism, allowing the model to
learn more nuanced details from each perspective. This multi-batch-size approach enhances OCR
accuracy by leveraging two unique views of the data, making it especially effective for recognizing the
complex characteristics of Arabic script.

To better illustrate how the proposed dual encoder architecture processes input images with different
batch sizes, as illustrated in the proposed model (Figure 4), the dual-encoder architecture extracts two
complementary types of features from the input image. Encoder 1 (E1), which operates on smaller
patch sizes, focuses on capturing fine-grained local features, such as character edges, diacritical marks
and subtle variations between visually similar characters. This detailed representation allows the
model to disambiguate closely related characters with high precision. In contrast, Encoder 2 (E2),
which processes larger batch sizes, extracts global and coarse-grained features, capturing the overall
word shape, inter- character spacing and distribution patterns. These higher-level features provide a
more holistic view of the input, allowing the model to understand the context and structural layout of
the word as a whole.

Figure 3. Self-attention mechanism.

To leverage the complementary strengths of both encoders, a feature-fusion mechanism based on
multi- head attention is applied. This mechanism combines fine and coarse representations into a
single rich feature representation, which is then passed to the decoder. The fused representation
enables the decoder to reconstruct the textual output with improved accuracy, as it benefits from both
local detail and global context simultaneously. This fusion strategy is a key component of the
proposed model’s superior performance compared to a standard single-encoder Transformer.

As shown, the input image is split into two versions of batch sequences—each with a different batch
size. The first sequence (Input 1) uses larger batches and is passed to E1, which is optimized to capture
high-level structural and global features of the word. The second sequence (Input 2) uses smaller
batches and is sent to E2, which focuses on detecting fine-grained local features, such as diacritics and
subtle visual differences between characters.

Both encoders (E1 and E2) process their respective inputs through multiple layers of multi-head
attention and feed-forward networks. Their outputs are then merged using a two-stage multi-head
attention fusion block. This external fusion mechanism allows the model to integrate complementary
information from both encoders, resulting in a richer and more balanced feature representation. The
fused features are then passed to the decoder for final output generation.
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This multi-batch dual encoder design allows the model to effectively balance between general layout
understanding and fine detail detection, which is particularly important for complex Arabic text with
diacritics. Figure 4 illustrates the overall architecture of the proposed DTrOCR model and how the
dual encoders collaborate using multi-batch sizes. The input image is divided into two different patch
sets with varying sizes. These are then independently fed into two transformer-based encoders: E1 and
E2. E1 receives larger batches and focuses on capturing global structural patterns of the word, while
E2 processes smaller batches to detect fine-grained local details, such as dots and diacritics, which are
essential for distinguishing similar Arabic characters. Each encoder applies multiple layers of multi-
head attention and feedforward networks to extract high-level features from its respective input. The
outputs from both encoders are then passed to a fusion module composed of stacked multi-head
attention layers. This fusion stage is responsible for integrating both global and local information into
a single comprehensive feature representation. The fused features are then sent to the decoder, which
generates the final output text. This dual-encoder, multi-batch approach allows the model to learn rich
and diverse features from the same input image, which significantly improves recognition accuracy.

The proposed model is discussed in the following steps:

1) Pre-processing Input Image: The model starts by preparing the input images of the Arabic
words into a standard format that facilitates their usage in the proposed OCR model. All images
are resized to a standard size of 512 x 512 pixels. Thus, the images are all of the same size,
which makes them easier to process. Then, the pixel values are adjusted to a consistent range,
which helps the model learn more effectively. Finally, the images are grouped into batches,
which enables the model to handle several images at once. This makes the processing faster and
more efficient.

2) Setting the Encoder Parameters: Using the dual-encoder model aims to improve the recognition
of Arabic diacritics like ("damma," "kasra", ...etc.) and small text features. Traditional OCR
models miss these details, as diacritics are easy to overlook. Table 2 illustrates different hyper-
parameters for two different decoders, depending on the task of each encoder. The first encoder is
set to receive a larger batch size to understand the broader context and global features of the
image. The second encoder receives a smaller batch size to focus on finer details and local
features. After encoding, the latent representations from both encoders are concatenated to form a
comprehensive feature vector using the multi-head attention-based integration concatenation
mechanism.

Table 2. Hyper-parameter comparison between first and second encoders.

Hyper-parameter Encoder 1 Encoder 2
Patch Size (p) 32 pixels 16 pixels
Embedding Dimension 512 768
Number of Layers 6 8
Number of Attention Heads 8 12
Feedforward Dimension 2048 3072
Dropout Rate 0.2 0.1
Batch Size 32 16
Calculated Patches (N) 256 1024
Learning Rate le-4 le-4
Optimizer Adam Adam
Positional Encoding Sinusoidal Sinusoidal

3) Multi-head Attention Outside the Encoder: Final outputs of encoders E1 and E2 are merged
before sending them to the decoder. Merging these outputs allows the model to gather features
learned by both encoders. This gives the decoder a more comprehensive view and enables it to
achieve more accurate results. Additionally, having Multi-Head Attention outside the encoder lets
the combined features be processed again as a preparatory step before reaching the decoder. This
extra step can help refocus attention on specific details from each input, improving the model’s
accuracy by ensuring that the most relevant information is emphasized.
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Unlike models like TrOCR and OCFormer that use only one encoder with one fixed batch size,
our model uses two encoders—each with a different batch size. One focuses on the big picture of
the Arabic word, while the other looks closely at the small details, like dots and diacritics. This is
very useful in Arabic, where small marks can completely change the meaning of a word. By
combining what both encoders see, our model builds a better understanding of the word and makes
more accurate predictions. This approach helps our model perform better than other models,
especially when dealing with complex Arabic writing.

4) Self-attention Mechanism: The attribute that distinguishes transformers most is the self-attention
mechanism. Figure 3 graphically illustrates the self-attention mechanism on an input image. In this
work, the purpose of self-attention is to calculate the connections between various components of
the feature vector to capture interdependency, following these sequential steps:

e Query, Key, Value (Q, K, V) Vectors: The feature vector is transformed into separate Q, K
and V vectors using projection.

o Attention scores are calculated by taking the dot product of the query and key vectors and then
applying a softmax operation to obtain attention weights.

e Context vector is derived by multiplying the attention weights with the value vectors, so
highlighting significant characteristics.
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Figure 4. Proposed DTrOCR model.

4. TRAINING AND TESTING THE PROPOSED DTROCR MODEL

The proposed DTrOCR model was trained using the Adam optimizer with a learning rate of 1e-4 and
early stopping was applied to avoid overfitting. Hyper-parameter tuning was conducted to enhance the
model’s performance. The optimal configuration was determined through a grid-search approach,
where various combinations of hyper-parameters were evaluated, selecting the configuration that
achieved the highest validation accuracy for Arabic OCR tasks.

Careful tuning of hyper-parameters was essential to achieve the high performance of the proposed
DTrOCR model. In particular, the choice of batch size, embedding dimensions and number of
attention heads significantly influenced the model’s ability to capture both global and local features of
Arabic script. For Encoder 1, a larger batch size (32x32) and eight attention heads were selected to
focus on extracting broader contextual information and global structural dependencies, which are
critical for recognizing the general word shape and layout. Encoder 2 was configured with a smaller
batch size (16x16) and twelve attention heads to focus on fine-grained details, such as diacritical
marks and subtle character variations. This combination was determined through an extensive grid
search, where different hyper-parameter configurations were compared based on validation accuracy
and F1-score. Models with smaller batch sizes showed better generalization but slower convergence,
whereas larger batch sizes improved training stability. The final configuration balanced these effects,
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achieving faster convergence without sacrificing the ability to generalize to unseen datasets. As a
result, the DTrOCR model achieved a 9.3% improvement in accuracy over the baseline Transformer,
demonstrating the critical role of hyper-parameter selection in enhancing the model performance.

The dataset used for training the DTrOCR model was generated by our previous work [6]. It featured a
diverse collection of Arabic text images that simulated various real-world scenarios, including
different fonts, styles and a high number of recorders. Pre-processing techniques were applied to
enhance the data’s quality, such as noise reduction, using the same software used for the dataset
generated to improve image clarity. These steps were essential to ensure that the model could
accurately detect and recognize characters, even in challenging conditions, thus enhancing its overall
robustness and generalization.

This generated dataset (MFSRHRD), which means Multiple Fonts, Sizes, Resources and High Records
dataset, aims to fill the gaps in the available and open-source Arabic datasets. It faces all the
challenges and weaknesses of the previously proposed datasets. Thus, the training process can be
completed comprehensively. To obtain a model characterized by the generalization feature, the dataset
must be large enough to include all possible scenarios in the trained machine. Figures 5, 6 show
samples of the used dataset.
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Figure 5. Samples of the used dataset.
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In training the proposed DTrOCR model, the batch sizes for the two encoders were selected based on
the objective of capturing both global and local features. Larger batches enable the model to extract
structural information from the overall word shape, while smaller batches allow it to focus on fine-
grained details, such as diacritics. Regarding the number of attention heads, a hyper-parameter tuning
strategy using grid search was employed, where multiple configurations were evaluated and the one
yielding the highest validation accuracy on the development set was chosen. This approach is
commonly used in deep-learning research to ensure optimal model performance.

4.1 Technical Details

In this sub-section, we will provide more technical details regarding the training environment and
implementation setup. The proposed model was trained using an NVIDIA RTX 3090 GPU with 24GB
of VRAM. Although the dataset is large, we handled it efficiently by using mini-batch training and a
custom-data generator that loads image batches on-the-fly from disk during training. The total training
time was approximately 120 hours.

The model was trained for 100 epochs with early stopping to avoid overfitting. Input images were pre-
processed through resizing (512x512 pixels), normalization and noise reduction to ensure data quality
and consistency. A detailed configuration of the encoder layers, batch sizes and attention mechanisms
is already summarized in Table 2.
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Furthermore, we provide open access to our dataset-generation software and a sample of the generated
MFSRHRD dataset to encourage reproducibility. These resources are available on GitHub at: https:
/lgithub.com/KhuloodGaashan/arabic-ocr-dataset.

Moreover, three other datasets for testing (IFN/ ENIT [30], APTI [28], MMAC [27]) were used to
check our model generalization and performance using unseen datasets, printed and handwritten.
Figure 7 illustrates samples of these datasets.
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Figure 7. Samples from APTI & MMAC datasets.

5. PERFORMANCE EVALUATION

We evaluated the DTrOCR model using the MFSRHRD dataset and other unseen datasets. We employ
several standard evaluation metrics to measure the performance of our Arabic OCR system. These
metrics include accuracy, precision, recall, F1-score and the confusion matrix [20]. The details and
equations used to compute these metrics are presented below:

e Accuracy: It measures the overall correctness of the system’s predictions by calculating the ratio
of correctly classified instances to the total instances.

Number of Correct Predictions

A =
ceuracy == "l Number of Predictions

e Precision: It quantifies the proportion of correctly predicted instances out of all the instances
predicted as Arabic OCR.

True Positives
True Posiives + False Positives

Precision =

e Recall: It measures the proportion of correctly predicted Arabic OCR instances out of all the
actual Arabic OCR instances.
True Positives

Recall =
True Positives + False Negatives

e Fl-score: It provides a balanced measure of precision and recall, taking into account both metrics
to evaluate the system’s performance.
Precision . Recall

F1 — score = 2.
Precision + Recall

5.1 Results & Analysis

Recognizing Arabic words using the DTrOCR model achieved outstanding results compared to
previous models [22], [15], [8], [12]. The recognition accuracy reached 99.3%, demonstrating a
significant improvement. The proposed model (DTrOCR) consistently outperformed previous methods
in terms of recognition accuracy. This confirms its ability to recognize and thus accurately enhance
Arabic OCR systems.

Figure 8 presents a comparison of the accuracy of various models, with our proposed model, DTrOCR
(2024), achieving the highest accuracy at 99.30% compared to previous models. These results
highlight the superior performance of DTrOCR (2024) in enhancing OCR accuracy.
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Figure 9. Evaluation matrix for the DTrOCR model using different datasets.

Using our previously generated dataset MFSRHRD, we trained two models, the first model was the
DTrOCR Transformer and the second model was the Standard Transformer on the same dataset. The
DTrOCR achieved higher and better results than the Standard Transformer and the results are
illustrated in Table 3.

Table 3. Comparison between DTrOCR and standard transformer.

Model Accuracy | F1-Score Precision Recall
DTrOCR 99.3% 99.1% 99.0% 98.2%
Standard Transformer 90.0% 89.3% 89.9% 84.0%

After completing the training process for the DTrOCR model, it was tested on an additional dataset to
evaluate its generalization capabilities and validate the improvements observed during training. When
tested on the custom dataset, the Dual Encoder Transformer maintained its high accuracy, as shown in
Table 4 and Figure 9.

Furthermore, for the accuracy of the model when dealing with diacritics, it achieved high accuracy,
reaching 89% compared to the models that dealt with diacritics before, but less accuracy compared to
without diacritics using our generated dataset. Table 5 illustrates the results of DTrOCR when testing
it using a dataset with diacritics and without diacritics.
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Table 4. Comparison of evaluation metrics for different datasets.

Dataset Used for Test| Accuracy| F1-Score| Precision| Recall
Our Dataset 99.3% 99.1% 99.0% | 99.2%
APTI 96.5% 96.1% 96.2% | 96.0%
MMAC 95.1% 95% 95.5% | 95.2%
IFN/ENIT 87.0% 87.8% 87% | 87.5%

Table 5. Comparison of model with and without Tashkeel.

Model Accuracy| F1-Score | Precision | Recall
With Tashkeel 89.1% 89.0% 88.7% | 90.1%
Without Tashkeel 99.3% 99.1% 99.0% | 99.2%

5.2 Limitations

Although the model has achieved high performance, we observed that some errors occur in cases
involving overlapping or poorly positioned diacritical marks. For instance, when the shadda and fatha
are closely placed on a letter such as Seen, the model may misclassify it as Sheen. These specific
failure cases highlight the limitations of the current system in distinguishing fine-grained features.

One of the most common errors was the confusion between Sheen and Seen when shadda overlapped
with fatha, resulting in an incorrect character interpretation. Similarly, the model frequently
misclassified Dal as Thal when the damma was slightly shifted or faint. We also observed consistent
difficulty in distinguishing between Kaf and Faa in cases where the kasra was small. In addition, Taa
was sometimes confused with Thaa when the sukun was not clearly printed.

Another recurring problem involved stacked diacritics, such as "shadda and kasra" or "shadda and
damma", which the model occasionally detected only partially, leading to either missing diacritics or
duplicated outputs. Some samples revealed that the model entirely ignored diacritics when multiple
marks were close to each other, producing undiacritized text instead. We also noticed alignment errors
where diacritics were shifted to the wrong character, particularly in dense handwritten-like fonts.

6. CONCLUSION AND FUTURE WORK

This study introduced a deep-learning model, Dual Encoder Transformer (DTrOCR), designed to
enhance Arabic Optical Character Recognition (OCR) by recognizing both discretized and non-
discretized words. The dual-encoder approach is applied to Arabic word recognition, enhancing the
feature-extraction process by utilizing two encoders that collaborate. Before entering the decoder, we
implement a merging process for the features extracted from both encoders using two multi-head
attention layers. To ensure that the most relevant information is combined and passed on for further
processing, this merging step enhances the model’s ability to capture and utilize complementary
features, leading to improved recognition accuracy.

The model was trained on the MFSRHRD dataset, which includes both types of words and achieved
the following results: 99.3% accuracy for non-diacritized words and 89.9% accuracy for diacritized
words, outperforming previous models that struggled with diacritics. To test generalization, the
DTrOCR was evaluated on new datasets it had not previously seen and it maintained a strong
performance compared to older models, demonstrating its reliability for accurate Arabic-text
recognition. In future work, enhancing diacritic recognition remains a crucial challenge.

In future studies, to address the limitations of the model, we propose incorporating specialized
attention mechanisms and employing multi-task learning frameworks explicitly designed to capture
and differentiate diacritical features. Additionally, exploring model-optimization techniques to reduce
computational costs and improve training efficiency will be essential. Lastly, further architectural
refinements could facilitate faster training and enable deployment in resource-constrained
environments.
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ABSTRACT

In this research, we address the challenges associated with part-of-speech (POS) tagging and morphological
classification of Arabic text where word structure is the subject of study.. Our focus is on Classical Arabic (CA)
and Modern Standard Arabic (MSA), where the text is typically vocalized and includes diacritics on most letters.
Our proposed classification method does not require a lexicon, stemming processes, or artificial intelligence
techniques. The goal is to minimize the resources needed for classifying Arabic text. This method is based on the
principle that each verb in the Arabic language adheres to a specific pattern, we refere to as (wazn OJsor taf il
Ja=&) | that can be utilized to identify a word. The classification process is governed by a finite state machine,
which is translated into regular expressions. Each verb tense is represented by a set of regular expressions (RES).
The order in which these regular expressions are processed is crucial for the accuracy of the results. Whenever a
match is found, the word is marked to prevent further matches. The proposed method is lightweight and functions
as a best-effort classifier, assigning the closest match as a tag. In terms of performance, the proposed classifier's
execution time is linear and does not require high processing capabilities.

KEYWORDS

Part-of-speech (POS) tagging, Arabic rule-based classifiers, Natural languages, Context-free grammars.

1. INTRODUCTION

In Arabic language, words are classified into three main classes: nouns, verbs, and particles or harf
(<), with each having their own grammatical functions and structures. Nouns cover names, places,
things, and abstract concepts, whereas verbs convey action or state and vary according to tense, person,
and gender. Particles, on the other hand, serve as connectors or modifiers, altering the meaning and
relationship between words without possessing complete lexical meaning themselves.

Verbs in the Arabic language follow a unique patterning system that allows for the distinction between
past, present, and imperative verbs. This patterning is governed by diacritical marks. Under these
patterns fall all verbs that are similar in terms of the purpose they denote or the time in which the action
occurs. Consequently, the set of patterns that determine the imperative form do not resemble the set of
patterns that indicate past tense or the set of patterns for the present tense. These patterns are referred to
as verb measures (O)JsY)) or taf il (J==&). The suffixes and prefixes attached to the verb serve other
purposes, such as plural forms or the gender of the doer, whether male or female.

In this research, we introduce a part of speech (POS) classification algorithm capable of classifying
words from Arabic corpora into verbs, nouns, and particles without the necessity of stemming. This
approach eliminates the substantial costs associated with processing all possible prefixes, suffixes, and
search time in dictionaries. The proposed classification process aims to facilitate word classification in
the Arabic language anonymously, context-free, without requiring artificial-intelligence knowledge
bases or dictionaries. In terms of processing capabilities, the method does not demand powerful
computers or extensive memory resources.

The proposed algorithm is represented as a set of rules that work like a sieve panel, which is used to
classify seeds of different shapes, sizes, and weights through a screen. Using the proposed ordered set
of rules, each rule will be matched with potential matches in the provided text. When the shortest match
is found, the tag associated with the rule will be assigned to the matched word. The rules are presented
as regular expressions covering proper nouns, numbers, special characters, punctuation, pronouns and
verbs.
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2. H. Alqudah is with the College of Education, Humanities and Social Sciences, Al Ain University, Abu Dhabi, United Arab Emirates, Email:
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Since regular expressions can be complex to understand, each rule or verb pattern, which we refere to
as a measure, can be represented as a non-deterministic finite automaton (NFA) or multiple deterministic
finite automata (DFA). However, after verification, the rules are implemented using regular expressions.
Each measures represented by a regular expression (RE) consists of three major parts. Firstly, the rule
body where each letter in the word has specific diacritics sequence for a measure that uniquely identifies
a verb. Secondly, the possible prefix, which is a set of possible characters that may precede the verb.
Thirdly, the possible or optional set of suffixes or pronouns. In some complex cases, the diacritics
change according to grammatical rules, and the vowels might be changed from (Yaa ) to ( Alef ),
... and so on. These cases can be expressed in a rule that matches many verbs without requiring a
stemming process using the RE matcher.

Accuracy can be significantly improved if the corpus includes diacritics (tashkeel J:55). However,
diacritics are not mandatory and are treated as optional components in the rules. Consequently, the
proposed rules represent a best-effort algorithm that is not deterministic, meaning that tagging might
change according to the level of detail provided in the text. Another aspect is the colloguial words and
spoken language; such words are not considered in the proposed rules.

Classification and tagging present challenges due to ambiguity; in the Arabic language, a noun can also
function as a verb. For instance, the word (yzeed, 2 ) , which means "increase", serves as a verb. Or it
can be used as a proper noun, as noted by Farghaly et al. in [1] and Maamouri and Bies in [2]. Ambiguity
increases when diacritics (tashkeel Ji855) are absent and/or words are removed from their context.

However, the context or sentence in which a word exists makes it easy to identify the word's tag without
going into any stages of classification, such as stemming or searching in a lexicon. For example, in the
Arabic language, if a word is preceded by the prepositions (jarr particles > <sa)) such as (,c», &
e, o=...), the subsequent word is a noun by default. Another rule is that if a word is accurately
identified as a verb, such as ( 2 ), which means to water something, then it cannot be preceded or
followed by another verb. Therefore, the words before and after that verb are nouns with 100% accuracy.
An exception is to be able to match those words with the patterns of prohibition, negation and affirmation
words in the Arabic language or other categories that precede verbs.

The primary challenge is context-free part-of-speech (POS) tagging, which focuses on identifying a
word's tag without taking into consideration the word's context. As noted by Eid et al. in [3], any verb
should follow specific rules. Therefore, an efficient approach will be matching words with their
corresponding measure first, if they can be identified. Otherwise, the word is most likely a noun, if not
identified as a particle or any other known category. This approach is the one adopted in this research.

2. LITERATURE REVIEW

Words in the Arabic language are classified into three main categories: nouns, verbs, and particles,
correspondingly, (fe’l, ism, and harf) [4]. As stated by B. Weiss in [5], grammarians put two methods
to classify words into these categories: the descriptive method and the rational method. The descriptive
method focuses on the observable features of each part of speech, such as nunnation, the genitive case,
and the vocative case. The properties of a verb are the suffixes such as the letter ta( < ) equivalent to
(T) and the letter Ya (s ), and the energetic ntin ( O ). The rational method (aqli) is non-investigative
and non-empirical. On one hand, nouns are not tied to time; they possess meaning by themselves. On
the other hand, the meanings of verbs are qualified based on a timeline (past, present, or future). This
leads us to the classification of particles, harf ( =_=), which convey meaning in a context beyond their
own. As stated by Weiss, the principle of classifying speech into these three parts developed out of “ilm
al-wad” (@=3) ale ) written by Iji, Adud al-Din Abd al-Rahman ibn Ahmad (d. 757/1355) in the
fourteenth century, in a work entitled al-Risala al-wad'iya. The research presented by B. Weiss [5]
discusses in detail the states of nouns, particles, and verb, explaining how to differentiate between them
based on context, meaning, and by the suffix. The verbs, as stated, can be identified by their radicals.

Alosaimy and Atwell [6] provided a comprehensive list of available part-of-speech (POS) taggers for
both Classical Arabic (CA) and Modern Standard Arabic (MSA). In summary, they explained that the
tagging process in the surveyed approaches depends on a morphological analyzer (MA) equipped with
a lexicon that contains all possible solutions, regardless of the context being studied. They pointed out
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that no tagger has yet been adopted as a standard. The work presented offers a comparative study for
taggers and discusses their accuracy. Table 1 shows the accuracy for each tagger as presented in the
paper of Alosaimy and Atwell [6].

Table 1. POS tagging accuracy for 50 classical words.

Accuracy MD MA ST MR WP AM MT FA

Overall 69.6% | 70.6% | 78.4% | 66.7% | 68.6% |79.4% |67.6% | 74.5%
No Prop. Nouns 8.0% 785% | 71.4% |528% |585% |742% |87.1% | 74.2%
Prop. Nouns 46.8% |53.1% |93.7% |96.8% |90.6% |90.6% | 25.0% | 75.0%

MADA+TOKAN suite (MD), MADAMIRA suite (MA), Stanford POS tagger and segmenter (ST),
MarMoT (MR), Segmentor and Part-of-speech tagger for Arabic (WP), AMIRA Toolkit (AM), Arabic
Toolkit Service POS Tagger (MT), Farasa (FA) [6].

Lee Y. etal. [7] presented a model for segmenting Arabic words based on the following pattern: prefix*-
stem-suffix*, where the * represents the degree of the morpheme, indicating zero or more occurrences.
The initial dataset was created manually, with each word segmented by a human, then the corpus is fed
to the unsupervised model. The classification result is determined based on the closest probable
sequence of morphemes identified. To increase the accuracy, a set of stems derived from 155 million
words was imported to the model through an unsupervised algorithm. The accuracy claimed after
importing a very large dataset of words and stems to the system is 97%. However, the accuracy is
debatable, since stemming is automatic, and the stemming is done for a specific set of words. The
described process requires tokenization based on whitespace and punctuation.

To achieve multiple goals within a single process, Habash, N. and Rambow, O. [8] proposed a model
that integrates tokenization, part-of-speech tagging, and morphological disambiguation into a three-
stage framework. In this proposed solution, tokenization, along with morphological and part-of-speech
tagging are considered one process of three stages. In the first stage, all possible analyses are gathered
for the sentence subject to study. In the second stage, a classifier consisting of ten morphological features
is applied to the words in the text. The features include “POS” for parts of speech, “Conj” for clitic
conjunctions, ‘“Part” for particles, “Pron” for pronominal clitics, “Det” for clitic definite determiners
such as (J), “Gen” for gender, “Num” for numbers, “Per” for persons, and “Voice” and “Asp” for aspect
(imperfective, perfective, imperative). As explained in the proposed solution, it is possible for one word
to match more than one feature. A morphological analyzer will then choose among the returned results
by considering two values: agreement and weighted agreement. Agreement represents the number of
classifiers matching the analysis. The weighted agreement is the sum of all classifiers agreeing with the
analysis. It is noticeable that the provided model is time-consuming and requires intense analysis and
pre-knowledge of words and classifications, in addition to a database of prefixes, suffixes, and stems.

In two separate studies, E. Mohammad et al. discussed the feasibility of performing parts of speech
tagging without word segmentation [9]. In the second study [10], they provided two methods for parts
of speech tagging, adding a new method that depends on artificial intelligence and machine learning to
segment words. In the first study, they compared methods of classification accuracy that do
not depend on segmentation with other methods that rely on tokenization and segmentation. In their
research, they claiman accuracy of 94.74% in tagging words without segmentation, compared to
93.47% accuracy when segmentation is used. However, the proposed solutions depend on
having a dataset and trained algorithms ahead; prior knowledge is required.

In [11], Khoja presented PAT, a Part-of-Speech tagger, which utilizes a tagset of (131) tags that are
used to manually tag a corpus to produce a lexicon. This lexicon is based on traditional Arabic language
grammars. However, the tagset categories extended to include 35 additional tags to account for Arabic
clitics. Furthermore, verbs are sub-divided into various sub-categories. Nouns are  also classified
into categories, distinguishing between singular and plural forms (the latter referring to two or
more, according to the numbering system), along with other sub-classifications, such as particles, dates,
numbers, and punctuation. The proposed tagger (PAT) performs initial tagging process, which is
basically searching the produced lexicon for a match. This means that a pre-processing of stemming,
removing prefixes and suffixes is required. Khoja claimed an accuracy rate of 97% using a
dictionary containing 4,748 root words.
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Mohammad Y. et al. in [12] proposed a tagger based on sentence structure using morphological
analysis in conjunction with a Hidden Markov Model. However, the basics are still the same as found in
the work of other researchers, including the need to stem, removing suffixes, prefixes, and the need to
have a dataset. The difference is that Arabic grammar specifies by its rules and what can follow a verb
in asentence. For instance, if a verb is identified, then it cannot be followed by another verb;
instead, it must be followed by a noun. This functions similarly to a context-aware system. In [13],
Elhadj Y. attempted to implement the same approach in traditional Arabic text. However, the proposed
work does not introduce any new concepts beyond what is presented in [12].

In[14], M. Hjouj etal. presented a tool for Arabic text tagging and named entity
recognition depending on a two-phase process. Firstly, the proposed process passes the text through a
lexicon recognition phase, followed by a morphological phase. However, the rule development for
morphological classification is not explained in the paper. Additionally, some rules proposed in the
work to classify words as nouns are flawed. For example, the rule states that any word that ends with
the letters (alef- ta <) is a noun. This is incorrect; for instance, the word (<), which means (feed
on), is a present-tense verb, not a noun, despite ending with the (alef- ta) letters.

Transformation-based Learning (TBL) for Part-of-Speech (POS) tagging is a corpus-based method
introduced by Algahtani et al. in [15]. This approach claims to reduce the required processing power
and offers more flexibility in guessing and classifying tags for unknown words compared to
traditional rule-based methods. The proposed method depends on selecting the best-fit tag from a list of
candidate tags generated by a morphological analyzer, which derives these tags from previously
analyzed text. As described, the TBL POS approach requires a training set, pre-defined rules, and a
lexicon containing tag/word combinations. Each word goes through assigning atagging process
where the most frequently matched tag is assigned, followed by a list of rules for further correction
tothe assigned tag. Thisapproach highly depends on the existence of the word in the
prepared corpus and context.

Zeroual et al. [16] aimed to present a hierarchical level of tagset and their relationships to produce more
accurate results by navigating deeper in the relations. The proposed method is based on estimating
transition probabilities using a decision tree. A tagger named TreeTagger, which is not
specifically designed for the Arabic language, utilized the generated tagset used to tag Arabic text.

The use of regular expressions in Arabic-text research is not new; M. Tarawneh and E. AlShawakfa [17]
explored the power of regular expressions to improve the accuracy of information retrieval in Quranic
text. The use of regular expressions improved the matching process, where prefixes and suffixes can be
presented as a group of possibilities surrounding the keyword subject of the search process. In our
research, we enhanced regular expressions to represent verb measures.

3. METHODOLOGY AND ALGORITHM

The process for the proposed method isillustratedin Figure 1. Classification and
tagging involve several steps, where the possible matches are reduced at each stage to reduce the
number of future comparisons and mitigate ambiguities that may arise from partial matching.

( ) | provide text

near-complete
text tagging

preliminary
classification

Y

tag unclassified
wards as noun

B —

best-effort
tagged text |

replace in
text

<exclude=

Figure 1. System flow, classification and tagging steps.
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The process of tagging and classifying text involves three stages. The first stage is preliminary
classification, during which the provided text goes through a basic classification based on detecting
well-known words, such as present verbs preceded by particles of nasb (subjunctive markers). In Arabic
grammar, the particles of nasb (subjunctive markers) always come after the present-tense verb. Another
category includes nouns that are preceded by prepositions, which occur exclusively before nouns. The
first stage is a bulk matching process, where a pair of processes <find, replace> is performed at once.
This is the only part of the tagger that investigates partial context, one token before or after, not both,
that makes the tagger a semi context-free tagger.

The latter process can be done for all known patterns of a form < particle, word> where the particle
precedes a known morphological rule in identifying the successor "word". In Stage 2, a bulk match is
performed for each regular expression representinga morphological verb form in the Arabic
language, following the same method described in Stage 1. Consequently, the number of possible
matches decreases with each step. In Stage 3, the text will contain tagged and untagged words. Any
word in the text that remains untagged can be safely marked as a noun, as it does not match any regular
expression within the set of regular expressions that defines any rule measure for verb , particle, or
pronoun.

3.1 Regular Expressions’ Classification Panel (ReCp) Design

In the proposed algorithm, clitics, such as continuous pronouns, are not removed from the words in order
to be tagged.For instance, the word (ie¢®) should be segmented, on conventional tagging methods, into
(& + a¢2 + ), the verb (fahim ~¢¥/ understood), then the (ta / <, pronoun referring to the speaker) and
the (Haa/w, pronoun referring to the object). Conjunctions and prepositions that are not part of the word,
such as (e » &V « 0= ...), can also be attached to a pronoun. For example, (& + <) will form the ()
word, which means “from it”. Such pronouns will not go through any stemming process.

very deterministic
low ambiguity
short words

8 roles

Present verbs

15 roles

i

5 roles

eparate pronouns,
less deterministic
ambiguity is p{nssibl
longer words 3 roles

Figure 2. The priorities of regular expressions presented in the sifting screen (matcher).

Otherwise —» Proper noun I

The word-sieve panel is represented as a set of regular expression rules specifically designed for
recognizing patterns in the Arabic language. Each rule is a regular expression (RE) representing a verb
measure. In terms of length, the expressions are organized from shortest to longest. For instance,
expressions  representing particles, such as  prepositions,  accusatives,  conjunctions,  and
separate pronouns, come first. Next are three-letter wverbs, followed by verbs with four-letter
roots, ...and so on. As the text enters the screen, it will pass over the small expressions first; if it fits a
pattern, then it will be classified as a word of that measure or rule. Otherwise, the algorithm will move
it further along the screen. Figure 2 shows the screening mechanism, its design, and the number of
rules for each stage.

3.2 Regular Expression Design

Representing Arabic verb weights using regular expressions is challenging due to the large number of
possibilities and variations that depend on the verb's context within a sentence. In Figure 3
we present a regular expression for the measure tafaal / Jx& (example <28 ) . The question mark in
the regular expression represents an optional term with at most one occurrence in the word.
As illustrated, it is possible to represent an entire family of verbs with this expression without needing
to know the verb itself. This identification gives us the flexibility to keep the action represented by the
verb anonymous.
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As shown in Figure 3 , the prefix (<) can be expanded as needed to cover additional cases;
however, we shortened it to simplify the presentation of the verb weight explained. The RE then
continues to match the middle letters of the verb and any possible diacritics. This section is indicated in
the figure by the dotted, underlined part. Then the remaining part of the verb weight, which is optional,
presents the possible suffixes. In RE, the optional components are followed by (?).

((S]o| o |V2p2a] 2520 | 201) 2 (O [ =11 ) O[¢="]1020[¢=11O[6=1]1(S) 2 (<] ¢) ? () ?)

Figure 3 .Regular expression for the measure (Tafaal / J&).

Figure 4 shows the DFA or machine for the RE presented in Figure 3 that represents a past-verb
measure. Group 2 and group 3 in the figure show the possible optional prefixes such as (<w/ - /...) at
the beginning, denoting timing in the future, intention, because of the letter (s/ o) and the (ta / <) for
the opposite person.

However, the possible optional suffixes at the end of the verb, group 6, denote gender, such as ( oa « W)
for female, or the letter (ha/ <) for singular male. The figure shows the basic rule or measure where the

when diacritics are provided, tagging accuracy will be higher. Groups 2,3 in the figure are optional
prefixes, where group 6 is an optional suffix with non-deterministic probability.

Group 3
Group 2 Group 4
s One of One of One of_
‘ v S el O—feal o H— g1
o
—
Group 6
Optional
T ol [
\
¥
e
Group 5 ° 3 Ly
One of
5 el z ° O e (&} |
° > 3}

Figure 4. Finite automaton representing the measure (Tafaal / Jx&).

Each verb can be represented by a finite automaton. However, we can notice similarities between
some verb measures in the Arabic language within the same category of verbs, such as the imperative-
verb weight. This similarity enables the merging of multiple finite automata to
recognize various verb forms or weights.

Table 2 showsan example of imperative verbs where multiple weights are represented by a
single regular expression for one verb tense. In this table, imperative-verb rule 2 combines two
forms into one regular expression, as the objective is just to identify the tense of the verb, not the root
or verb meaning. This approach can be applied to other verb tenses, such as present (mudari-g i)
and past (madi-=W). Regarding nouns, some nouns can be identified when preceded by the definite
article (alef-laam J') or by specific disconnected pronouns or preposition particles.

As shown in Figure 5 and its corresponding regular expression, the weights of the two imperative
verbs are represented by a single Deterministic Finite Automaton (DFA)and one regular
expression, indicated by rule 2. However, rule 1 consolidates five rules due to the high similarity in the
structures of the verb weights.
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Table 2. Similar verb weights that can be represented in one regular expression.

Imperative verb
We|ghts 1 "UJ" 4 "aid?\" 3 na’};\n 2 uaﬂ\n 1

RE presentation (O 12 To=s1 O] ) 2To=s1C |71 ) 2(1o=s17)2)

( Move forward 235) example : "Jx&" .1

Imperative verb ( Tolerate &=ld) example :"Jel&" 2

weights 2
RE presentation (o [o-s] (([o-s10 712D [ (1 [o-s1 ) [o-s1")

Group 1
Group 2
Group 3

One of One of

-

o 00

One of One of
2 2 times

C:
O
G

C

o}
©

s <
Group 4

One of
| ) o)

Figure 5. DFA for imperative verb, rule 2 described in Table 2.

3.3 Algorithm

Table 3 shows the proposed algorithm for the classifier. The algorithm starts with considering any
Arabic text provided as (T). Two sets of regular expressions defined, CP and R, where CP is used in the
initial matching to reduce future work done by R bulk matcher. Time measured before and after tagging
is performed as ().

Table 3. Algorithm for Arabic regex morphological tagging.

Let: 1. T € £* : Input Arabic text over some alphabet X
2. CP = { (Cj, P;) }™-1 : a set of category-pattern pairs where C; is a linguistic category name and
P;j is a regular expression pattern for preliminary matches (obvious cases)
3.R={ (G, P;) }m=1 : A finite ordered set of category-pattern pairs where C; is a linguistic category
name and P; is a regular expression pattern (for bulk match)
4. counter €N : Counter for replacements
5. T : Execution time in nanoseconds

Input:
. B € Base64 (optional) — Base64-encoded Arabic string
Output:

Tagged text T', total replacements counter, execution time

Initialization:
1. LetR « {(Ci, P1), (Cz, P2), ..., (Cy, Pn)}
2. Initialize counter «— 0
Input Handling:
If B # @: Decode B using Base64 to get T € X*
Else: Read T from dataset file
Timing Start: Lett start < System.nanoTime()
preliminary classification
6. foreach R;€ CP

gk~ w
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if (matcher.find(R;, T) :
T « Replace(T," Cj [Ti]")
Pattern Matching and Replacement:
7. Foreach (C, P)€eR:

8. From the results=> While P; matches a substring m € T & m not tagged:
9. replace min T with ' C; [m] '
10. counter «— counter + 1

11. Timing End: Lett end « System.nanoTime() , Compute T <t _end - t_start
12. Output: Print transformed text T, counter,

The first two lines of the algorithm show the initialization step, where all regular expressions are added
to the regular expression (RE) hash map. The order in which RE is added to the map is significant to the
work of the algorithm, since it should follow the presentation described in sub-section 3.1. In line 6, the
preliminary or initial classification starts using the CP set. Each (R;) is a regular expression that performs
one bulk match for a very specific family of verb weights or noun detection in a single command. The
number of preliminary rules specified in the panel is eight. Each match will be marked so that it will be
excluded from any future processing. The algorithm in lines 7 through 10 is performing a bulk match
for each verb, particle, or noun weight found in the text. Each rule uses the matcher to perform a bulk
match in the hash map for all possible string matches that have not been previously processed. At the
end of the algorithm, time is measured again to get At, as t, presenting the consumed time for all tagging
performed.

3.4 Complexity

Let ( n) be the length of the text (in characters), ( m): the number of patterns in the regex patterns, and
(k) be the number of matches a single regular expression finds in the text. The initialization process is
just the area where regular expressions are added to the matching map, a one-time process. Lines 3 and
4 are getting the input from the user and storing it in the text to analyze. In line 6, the process of bulk
match and replace will take O(1) for each regular expression, since it does not loop over the text, or the
regular expressions set. For the remaining lines, starting at line 7, in the worst case, a regular expression
matching is: O(n) per pattern (can be worse depending on pattern complexity, but typically O(n)), across
m patterns, this is O(m x n) as it might look in the worst case.

However, a deeper look at the proposed algorithm, the outer loop that passes over all defined regular
expressions, is always bounded to 45 times, which is the number of regular expressions defined. The
inner loop will execute only once when a match is found for the rule. The matcher is just walking
through the input linearly with no backtracking. This means that the matching process does not scan the
entire text again as if it were a new scan every time. Instead, it resumes from where the last match ended.
So, across the inner loop, the matcher will look at each character at most once per regular expression.

Based on the previous discussion, assume n = length of the text in characters. k = number of regular
expression rules (45 constant). Thus, the total work will be O(k-n)= O(45-n)=0(n). In terms of space
complexity, the algorithm does not reserve new memory to process the input. Consequently, the space
will remain at the boundaries of O(n).

4. RESULTS AND TESTCASES

Hardware specifications of the classifier used in our research are MacBook Pro 2012, macOS Catalina
version 10.15, 16 GB 1600 MHz, 2.3 GHz Quad-Core Intel Core i7. The classifier is programmed using
the Java programming language. However, other anonymous servers are used as well to run the
classifier, giving a much better time. The dataset used is provided by T. Zerrouki and A. Balla [18]
contains 98.85% classical Arabic text and 1.15% Modern Standard Arabic text . The dataset contains
7701 manually diacritized words. Our classifier is available on the website mentioned in [19] as an
experimental release.

As shown in Figure 6 for the relation between the input size and the number of comparisons the
algorithm performs, it is noticeable that the increase is almost linear for several input sizes. As shown
in Figure 6 (A), for small file sizes, the number of matches or passes is less than the number of tokens
since regular expression matches rules for each measure one time only. When the file size increased to
contain more than 100,000 tokens, comparisons are around 39,400, as shown in Figure 6 (B). The
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algorithm showed a consistent behavior for incremental input sizes, as shown in the previous figures
and as presented in Table 4.

(A)
number of tokens againest number of passes
for small files

(B)
number of tokens againest number of passes
for large files

350 120000 39374, 106992

33241, 73359 /
16972, 38009 /

185, 312 =
148,281 ="
151, 251 ="

114, 195 ,/

300 100000

g 250 $0000

en

= 200
- 60000

No. of Tokens

5 150
] " 40000
Z 100 8244, 19730
50 84,47 e B T2 20000
0 0
114 151 148 185

No. of Passes

8244 16972 3n4

No. of Passes

39374

Figure 6. The linear increase of number of comparisons versus number of tokens.

Table 4. Test cases and performance metrics.

Tagged Tokens size in KB Time in ms
47 1.34 49
72 1.97 55
195 4.00 60
251 5.65 63
281 6.47 69
312 8.05 79

19730 434.16 911
38009 941.84 1373
73359 1770.54 2245
106992 2183.34 3099

Figure 7 shows the growth in time against the growth in input size for our proposed algorithm.
As illustrated in the figure, time complexity increases linearly with input size and is not related to code
design, as pointed out earlier in the complexity analysis. For files approximately 1.0 MB in size, the
time required to classify and tag words is about 3 seconds.

Time growth in milliseconds for growing input sizes
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Time in millisecond ( ms)
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100 301.00 601.00 901.00 1501.00 180100 2101.00

Figure 7. Time growth in relation to input size.

As shown in Table 4, the input size is 47 words, out of which 3 preliminary matches happened before
the classifier starts its work. As shown, the complexity of execution relates to the size of the input only.
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Time taken to perform the tagging is about 42ms, whereas in faster machines it takes about 10ms only,
as seen using our classifier provided online at [19].

Table 5. Sample output and analysis from the classifier.

Sample Input
Sl 5hy siae G e ol A ey el ) 830 S G55 ) cspnt g5l spasl 2l s
' a1 GalZall J skl 5 cppnall Sl Gile sl 0 ) A0 Y 4 2l asad
Output
Noun 2l AtfParticle 3 | AtfParticle 5 Past sl
LafzAlJalal b Noun 428 | DameerMonfasel 13 | JarrMjror :Gile
Noun well] AsmaaMusol ~ :< | Noun 30 | Noun K
Noun 1aeall Past ekl | Noun :Sall | Noun ol
Noun ¢5A-m5‘ AtfParticle ) AtfParticle 5 AtfParticle : 5
Noun 1) Past b Present gl Noun s
Noun rJiall Noun RARE NasbParticle 4 Noun galall
JarrMjror W&l Atf Particle 5 NafiOrNahi Y Noun oY)
Present  :3 Noun oz | LafzAlJalal )
Past S JarrParticle (e Estithnaa )
Noun 35l JazmParticle (A LafzAlJalal 2
Past lae
Total Tokens: 47 Number Iterations: 39
Possible preliminary matches 03 size in bytes: 1368.0
Matches through loops : 39 Time to classify: 42.70574 ms
Tokens in the text larger than 1 symbol = 42

Table 5 shows an example of tagging Arabic text decorated with diacritics. Table 6 shows the pre-
classification process results where words preceded by preposition particles are classified by default as
nouns. The tag (noun2) is assigned to them to distinguish them from the words tagged based on word
structure. The example of present verb preceded by Nasb letter, if the verb is tagged in the pre-
classification stage, the verb will be tagged as PresentNasb, not just present.

Table 6. Pre-classification sample results for nouns and present verbs.

Sentence to analyze: Sl 335, & 5 dan ) 4l 8 5 cudal) () (ga
«— L"m (—wLﬂ\ Nounl«+— 3.4;)3\
Nounl kil AtefCONJ
AtefCONJ « 3 —
—h Al Nounl «dJdiul

Table 7. Fine-grained tagging based on morphological features.

Sentence to analyze: T AN S Y A A g Si QY o )l
— ) pa — —osY punctuation « !

punctuation « ¢ Past — &l
Past — JarrLetter <

JarrLetterOrDarf «—¢&= Noun — oA
—da PRENCRY —s3Y Numbers «7
punctuation « .

Regular expression allows fine-grained tagging based on morphological features, such as numbers,
punctuation, and gender. As shown in Table 7, some pronouns and names are gender specific. For
example, (¢, bin), which means "son of", and (<, bint), which means "daughter of". Such words
provide the ability to tag words correctly before they are used correctly based on gender. However,
depending on such terms may not be useful to tag words after them with the same accuracy.
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5. COMPARISONS AND FEATURES

5.1 Comparison with Previous Approaches

Compared to previous work, CAMel tools [20], which are powerful, well-known, and multi-purpose
analysis tools; CAMel requires approximately 5.2 GB of information to be stored and processed before
the analyzer can be used. However, our proposed method provides POS tagging with predictable space
compared to CAMel. The required storage for our proposed method is less than 0.5 MB of rules. Since
CAMel provides many services, the comparison will be just for the POS tagging feature. As shown in
Figure 7, using the same hardware used for our algorithm, CAMel behaves differently for variable input
sizes. In both small and large inputs, our algorithm takes much less time than CAMel. For 2MB of input
size, our algorithm took about 3 seconds, whereas in CAMel, using trained Al model, it needed 140.25
seconds to finish tagging. This shows that the rule-based algorithm is about 97.86% faster than CAMel.

CAMel tagging performace for small input size CAMel tagging performace for large input size
7000 300000
é o ._.__‘//_—' g 230000
] w
g 5000 2 200000
o Q
S 4000 3
£ o £ 150000
g s
= 2000 2 100000
g g
£ 1000 £ 0000
0 0
000 100 200 300 400 500 600 700 8.00 9.00 0.00 1000.00 2000.00 3000.00 400000 5000.00
input size in. Kilobytes (KB) input size in. Kilobytes (KB)
A B

Figure 7. CAMel performance for small (A) and large (B) datasets.

Using the same input data shown previously in Table 5, CAMel took 6.6 seconds to process the sentence,
whereas our proposed light-weight algorithm took 42.70574 ms for the same input. In terms of accuracy,
CAMel incorrectly tagged some words, as shown in Table 8 marked with *. The error ratio for the
provided text is about 11% for 47 words.

Table 8. Results for CAMel POS tagging for fixed benchmark input.

Jidll — adj aeall — noun_prop ¢l verb
W — verb. * [Olas a5 V] e (ol * 4l — conj_sub
3 i« verb 2240l « noun Y « part_neg
oAl — verb * & « noun * 4) « verb *
delhl «— verb 332l — noun )« verb

Figure 8 shows the performance for Farasa tagger using small datasets of a size of 4 kilobytes up to 180
kilobytes as shown in part (A) of the figure. Part (B) shows the performance using large datasets starting
at 1500 kilobytes up to 5000 kilobytes. As illustrated in the figure, Farasa demonstrates a linear growth
in execution time as the size of the input files increases.

Farasa tagger time analysis Farasa tagger time analysis
for small files for large files
24 34.62

150 151.31

1]
time in seconds

eoe

c 24 23401

0 50 100 150 200 1700 2200 2700 3200 3700 4200 4700 5200

input size in kilobytes input size in kilobytes

A B

Figure 8. Farasa performance analysis using small and large datasets.
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Table 9. Comparison with Farasa POS tagger, Golden Standard POS dataset tags and the
proposed light-weight tagger.

Word Farasa POS Proposed Light-wight algorithm
Gold Standards POS tags
Tag result Tag accuracy
sl DET+NOUN OK Noun OK DET+NOUN
d PREP NOUN OK LafzAlJalal_Noun | OK PREP+NOUN
A DET+NOUN OK | Noun OK (Ignored) | DET+ADJ
2eall DET+NOUN OK Noun OK (Ignored) DET+ADJ
(sl DET+ADJ OK Noun OK DET+ADJ
22l DET+NOUN OK Noun OK (Ignored) DET+ADJ
« | PUNC OK punctuation OK PUNC
J&al DET+ADJ OK Noun OK DET+ADJ
W PREP PART OK JarrMjror OK PREP+PRON
35 \Y OK | PresentVerb OK vV
« | PUNC OK punctuation OK PUNC
S \% OK | PastVerb OK \%
5l DET+NOUN+NSUFF OK Noun OK DET+NOUN+NSUFF
X5 | CONJDET OK | AtefCONJ OK CONJ
+NOUN+NSUFF Noun OK DET+NOUN+NSUFF
&l PREP PART OK AsmaaMusol OK PREP+PRON
aclll V PRON OK | PastVerb OK V+PRON
« | PUNC OK punctuation OK PUNC
= CONJ V OK AtefCONJ OK CONJ
PastVerb OK V
ay PREP DET+ OK Noun OK PREP+DET+NOUN+NSUFF
NOUN+NSUFF
el CONJ DET+NOUN OK AtefCONJ OK CONJ
Noun OK DET+NOUN
e PREP OK JarrLettersPREP OK PREP
Ca PREP NO | LetterJazm NO REL.PRON
slat NOUN PRON * NO PastVerb OK VERB+PRON
EY CONJ PRON OK | AtefCONJ OK CONJ
DameerMonfasel OK PRON
%) | DET+NOUN OK | Noun OK (Ignored) | DET+ADJ
ASA) DET+ADJ OK Noun OK DET+ADJ
PUNC OK punctuation OK PUNC
el CONJV OK AtefCONJ OK CONJ
PresentVerb OK V
3l PART OK | NasbLetters OK PART
Y PART OK NafiOrNahi OK NEG.PART
4 NOUN OK | LafzAlJalal_Noun | OK NOUN
N PART OK Estithnaa OK EXCEPT.PART
Pl NOUN OK LafzAlJalal_Noun | OK NOUN
PUNC OK punctuation OK PUNC
e Vv OK | PastVerb OK Vv
Gle PREP PRON OK | JarrMjror OK PREP+PRON
N PREP DET+NOUN OK Noun OK PREP+DET+NOUN
Ol DET+ADJ OK Noun OK DET+ADJ
Jskills | CONJ DET+NOUN OK | Noun OK CONJ+DET+NOUN
Baall DET+ADJ OK Noun OK DET+ADJ
ey DET+NOUN OK Noun OK (Ignored) DET+ADJ

As shown in Table 9, the same text used with CAMel was classified and tagged using the Farasa POS
tagger, a complete stack for Arabic language processing. It was produced by [21] and is available online
at [22]. Farasa tagger accuracy was 95.56% when compared to the golden standard POS tags using the
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Penn Arabic Treebank [23]. In our proposed semi context-free tagging approach, we do not consider the
tags derived from nouns. For example, the word (@d\) which is a noun, when put in the sentence
context, it is an adjective (DET+ADJ) according to the gold standard. The accuracy percentage of our
proposed algorithm, based on the test cases, is slightly over 97%. As demonstrated in Table 9, the Farasa
tagger incorrectly classified the word (sL=2) to be a houn meaning (his stick). Whereas, our rule-based
classifier correctly identified it as a verb in the past tense, as it matches a specific verb rule. However,
our tagger will not be as accurate as other taggers when diacritics are partially provided on the text.

We compared the accuracy of our algorithm with that of other taggers using a dataset provided by the
Universal Dependencies Treebank of Arabic, developed at New York University Abu Dhabi (NYUAD).
Following the extraction of results from each tagger, we normalized the assigned tags to establish a
unified tagset, allowing systematic comparison across all outputs. Table 10 shows an accuracy
comparison using precision, recall and F1 for CAMel, Farasa, and Stanford POS taggers against our
provided tagger. Farasa tagger presented a 94.37% accuracy, followed by our proposed algorithm with
an accuracy of 93.07%. Table 11 summarizes the architecture and the key models used in each tagger.

Table 10. Accuracy comparison for standard Arabic text.

Taggers Precision Recall F1 Accuracy
Farasa 89.31% 76.77% 81.53% 94.37%
Our poropsed tagger 94.86% 89.3% 90.07% 93.07%
CAMeL 65.85% 65.51% 62.48% 87.01%
Stanford 70.7% 70.53% 68.11% 81.82%

Table 11. Summary of under-laying Al architecture for used taggers.

Tagger | Model Architecture Key Model(s) Note
Farasa Deep Learning RNNs, LSTMs Designed for speed and accuracy in
CAMeL | Machine Learning/Deep Learning | SVMs, RNNs Uses a mix, often SVMs for reliability.
Stanford | Machine Learning (Classic) / MaxEnt (Classic) The classic version is not deep
Deep Learning (New) LSTMs/Transformers | learning. The modern Stanza version
(New) is Al based tagger.

Table 12 shows the results of another comparison performed using 3358 words from Quranic text.
CAMeL tagger scored 66.85% in accuracy, while our proposed algorithm scored just above 50%. The
downside of our tagger is the fact that it does not cover some special Quranic diacritics and some word
measures. For example, words like book (uﬁ) and devil (ulm) in Quranic writing where the letter alef
is superscripted unlike in standard Arabic (<US) and (cU=:3), respectively.

Table 12. Accuracy test using Quranic text.

Taggers Precision Recall F1 Accuracy
Our poropsed tagger 32.72% 14.3% 19.67% 50.01%
CAMeL 25.89% 15.23% 12.45% 66.85%

Table 13. Meaning manipulation using diacritics in Arabic language.

Sentence : Ol (e G (a (e G2 (4

Approximate translation: Who blesses from his blessings, will be bestowed by the generous one

Word Proposed Algorithm CAMeL | Farasa Stanford Golden tags
i Letterjazm/JUSPART PREP* PREP* | PREP* PREP
&4 | PASTVERB PREP* PART* | PRON* VERB
) JARRLETTER PREP PREP PART* | PREP PREP
uA NOUN/PRON PREP* PREP* | NOUN/PRON NOUN/PRON
&4 | PASTVERB PREP* PART* | PREP* VERB
o | JARRLETTER PREP PREP PART* | PRON* PREP

bl | NOUN X * NOUN | NOUN NOUN
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An extreme case is the sentence presented in Table 13, where six words with five different meanings
are provided by changing diacritics. As shown in the table, tagging based on rules presented better results
than by other taggers. This behaviour is expected, since rules are deterministic more than taggers that
depend on machine learning or deep learning. Bad tags are marked with *.

5.2 Features of the Proposed Algorithm

In summary, the proposed light-weight, rule-based tagging system offers several advantages over
traditional tagging methods and modern Al approaches.

Hardware Requirements: Our proposed algorithm operates effectively on any hardware capable of
running Java or Python code, without demanding high memory or CPU resources. While there may be
slight performance degradation on weaker hardware, our proposed algorithm is designed to be an in-
place algorithm, requiring no extra datastructures or memory. Furthermore, the execution time of the
algorithm can be anticipated to be lower than expected due to its linear growth in execution time, as
demonstrated in the performance analysis provided earlier.

Accuracy: The accuracy of the proposed tagger depends on two factors: 1) the definition of rules and 2)
the presence of diacritics on text. This means that the tagger can offer a best-effort tagging based
on diacritics accuracy. Comparingto machine-learning and deep-learning approaches, Al-based
algorithms require retraining with a substantial amount of pre-classified wordsto cover all
possibilities and optimize the results. This leads us to the third feature of our rule-based classifier: low
maintenance cost.

Low Maintenance Cost: Modifying or adding a rule will alter the results or add a new tagging category.
However, ambiguity in certain words, such as nouns in the form of verb (i.e. 2 yazeed) , remains a
challenge for all taggers. This issue can be solved by looking intothe context in which the
word resides. Such cases are not solved in the provided algorithm, as it discusses the context-free
approach. It is worthy noticing that adding new measures to the tagger may require revising the sieve
design and the priorities of applying those new measures when tagging text.

Finally, the execution time. Asshown by the provided comparisons, the rule-based algorithm
is effecient more than traditional and Al-based approaches, since 1) It does not perform prefix and
suffix processing. 2) it eliminates dictionary search time, and 3) No databases for training are required.

6. CONCLUSIONS

Tagging and morphological analysis using regular expressions show that the Arabic language is
sensitive to context, diacritics, suffixes, and prefixes. As shown by this paper, it is possible to develop
light-weight, fast, and effective classifiers and taggers using regular expressions. However, the way
regular expressions are used, in terms of order in the matching panel and the reduction of ambiguity, is
crucial.

When designing regular expressions, the following points should be considered to minimize the cost of
the matching process. First, use possessive quantifiers whenever possible to reduce backtracking (i.e.,
use ++ instead of +). For example, when matching the regular expression “(a+)+b” with the string
“aaaaaaax”, the matcher will fail after a very long time because of backtracking, since there is no letter
“b” at the end. By modifying the RE to possessive RE “(a++)+b”, the matcher will fail faster, since there
is no “b” at the end of the input string. This will improve RE performance in cases where no matches
are found in the text.

Second, it is important to avoid nested quantifiers such as (.*)* or (a+)+ to constrain matching and avoid
unexpected results. Additionally, use anchoring (*, $, \b) . Finally, try to avoid using lookaheads and
lookbehinds when possible to reduce complexity. The tagger can be improved by building a better
context-aware analyzer to solve the problem of ambiguity and wrong tagging, and by integrating
machine-learning and deep-learning techniques with the current rule-based approach.
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ABSTRACT

The Android operating system is considered as a leading global mobile OS, with its open-source nature driving
widespread use across critical daily activities like banking, communication, entertainment, education and
healthcare. Therefore, Android is a primary target and attractive ground for cyber-threats. In this paper, a novel
malware-detection framework, which is called TAB-DROID, is introduced. The proposed framework leverages
advanced feature selection, compression, and classification techniques applied to real-world datasets. Firstly, the
Conditional Mutual Information Maximization (CMIM) and Joint Mutual Information (JMI) algorithms are used
concurrently for feature selection. Each algorithm independently selects relevant features from the datasets.
Moreover, product quantization (PQ) for feature compression is applied separately to the outputs of both CMIM
and JMI to enhance storage and accelerate subsequent processing without compromising critical information.
Subsequently, the Tabular Prior data Fitted Network (TabPFN) classifier is integrated into pipelines to perform
the classification task. By applying 5-fold cross-validation, the results demonstrate that the optimized pipeline
using CMIM achieved superior detection performance compared to the pipeline using JMI. According to CMIM-
based pipeline configuration, the accuracy, AUC, precision, recall, and F1-score metrics reach 99.2%, 99.9%,
99.6%, 98.7%, and 99.2%, respectively. In addition, integrating PQ with CMIM reduced testing time by 44.4%
and memory usage by 42.8%, highlighting the framework’s efficiency alongside its high detection accuracy.
Furthermore, the results are compared to other competing techniques, showing that the proposed framework
achieved significantly enhanced performance, where the TAB-DROID has improved the accuracy up to 1.52%
and precision up to 2.69%, while also reducing the feature space by 73%.

KEYWORDS

Android malware, Malware detection, Machine learning, Conditional mutual information maximization, Product
quantization, TabPFN classifier.

1. INTRODUCTION

Mobile devices have become integral to modern life, with global smartphone subscriptions approaching
7 billion in 2023 and projected to exceed 7.7 billion by 2028 [1]. As for the 1% quarter (Q1) 2025,
Android operating system has maintained a dominant market share of approximately 71.88% [2], with
Google Play hosting over 2.26 million applications [3] and surpassing 102 billion downloads in 2024
[4]. Despite their benefits, mobile devices and third-party applications introduce significant security and
privacy risks. The pervasive uses of Android applications across sectors such as banking, commerce,
and education amplify the exposure of sensitive data to potential threats. Android’s open-source nature,
while promoting flexibility, also permits relatively unrestricted third-party application installation,
increasing the platform’s susceptibility to malware and cyber-attacks.

As the most widely used mobile platform, Android has become a primary target for malware due to its
open architecture and extensive user base [5]. In Q2 2024, Kaspersky has reported 367,418 malicious
installation packages targeting Android devices, underscoring the persistent and large-scale nature of
these threats [6]. Many malware variants employ advanced encryption and obfuscation technigues to
evade detection, complicating identification and mitigation efforts [7]-[8].

The growing expansion of Android malware has intensified the need for robust detection and defence
frameworks. Research highlights the raised risk posed by applications distributed outside the official

1. A M. Saeed, S. A. Salem, S. M. Habashy and H. A. Hassan are with Department of Computer and Systems Engineering, Faculty of
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eng.helwan.edu.eg
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Google Play Store [9]-[10], with approximately 13% of Android application installations originating
from third-party sources that often lack rigorous security vetting. These alternative channels facilitate
the spread of malware, often disguised as legitimate applications. Many such applications delay
malicious behavior through dynamic code loading or remote payload retrieval, further complicating
detection. This threat is made worse by limited user awareness: only 35% of users review application
permissions before installation, and just 23% have declined applications due to excessive permissions
[11]-[12]. These trends emphasize the urgent need for automated, scalable, and effective detection
frameworks to counter increasingly sophisticated Android malware.

Traditional signature-based methods have proven inappropriate against the rapidly evolving nature of
Android malware, prompting increased interest in machine learning (ML) and deep learning (DL)
techniques for dynamic and intelligent detection. These approaches enable automated analysis of
application behaviors to uncover malicious patterns beyond static signatures. However, advanced ML
models, particularly neural networks, often require substantial computational resources, limiting their
real-time applicability on mobile devices [13]-[15]. Furthermore, their adaptability to emerging threats
remains a challenge. To address these limitations, this study proposes TAB-DROID, a lightweight and
resource-efficient classification framework designed to deliver robust, timely malware detection with
minimal computational overhead. Its efficiency has formed a 73% reduction in feature space and
significant reductions in testing time by 44.4% and memory usage by 42.8%. The primary contributions
of this research are as follows:

e A novel resource-efficient classifier framework for Android malware detection is proposed, with
efficiency validated through serious reductions in feature dimensionality, testing time, and memory
usage, which addresses the computational challenges with novel existing ML-based approaches.

e The framework employs two parallel pipelines featuring effective feature-selection and compression
stages. The first pipeline uses CMIM, while the second uses JMI for feature selection. Both pipelines
are followed by a PQ step to reduce the feature space while retaining discriminative information.

e The two pipelines are subsequently completed using the TabPFN classifier, which is a pre-trained
single transformer-based classifier, enabling fast few-shot inference and strong generalization
without hyper-parameter tuning, making it ideal for real-time use on resource-limited devices.

e The framework is evaluated on two datasets: TUANDROMD (241 features), which despite its small
size, includes diverse and modern Android threats, and Malgenome (215 features).

e Comprehensive experimentation is applied, and 5-fold cross-validation is used to demonstrate that
the pipeline using the CMIM feature-selection technique achieved optimal performance with a
reduced feature set attribute, compared to the proposed framework using JMI, therefore significantly
enhancing detection accuracy and AUC. Moreover, comparative evaluations against other
techniques collectively validate the efficacy of the proposed TAB-DROID framework.

The rest of this paper is structured as follows: Section 2 presents the related works, reviewing recent
advancements in Android malware detection. Section 3 details the proposed TAB-DROID framework,
including its main components: CMIM and JMI feature selection, PQ, and the TabPFN classifier.
Section 4 describes the experimental setup and the evaluation metrics and presents the results. Finally,
Section 5 concludes the paper and discusses its limitations and potential directions for future work.

2. RELATED WORKS

In this section, the use of ML techniques for Android malware detection is examined, which focuses on
static, dynamic, and hybrid analysis approaches [16]-[17]-[18]-[19]. Each method exhibits inherent
limitations: static analysis involves the inspection of the application’s code without the need for
execution, which is computationally efficient. Although, it is more vulnerable to evasion techniques,
such as code obfuscation and binary packing. On the other hand, dynamic analysis observes the
application’s behaviors as it executes, which is more accurate due to its ability to monitor runtime
activity; however, it is a more time-consuming and resource-intensive usage.

Finally, the hybrid analysis leverages the strengths of both static and dynamic techniques, aiming to
provide a broader and more accurate understanding of malware characteristics. A comprehensive
understanding of these techniques is vital for improving the performance and reliability of ML-driven
malware-detection systems. In addition to these approaches, recent studies have explored federated and
privacy-preserving learning frameworks [20], which enable collaborative malware detection without
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directly exposing the sensitive information of the users, thereby addressing growing privacy concerns
in Android threat analysis.

2.1 Static-analysis Techniques for Detecting Android Malware

Numerous studies have focused on static analysis, highlighting its role in malware detection. Pathak et
al. [21] utilized static analysis and reverse engineering to build an Android permission-based dataset.
Using 48 features and a Random Forest (RF) classifier, they achieved 97.5% accuracy in malware
detection. Soi etal. [22] proposed an Android malware-detection method using API-based features from
the DEX Call Graph, enabling interpretable models and malware-family correlation, with 87.3%
accuracy and F1-score.

Manh et al. [23] developed a five-step ML/DL-based approach to detect malicious APKs by generating
and embedding Directed APl Call Graphs (DACGs) with Graph2Vec, achieving 98% accuracy.
Sivaprakash [24] proposed a static-analysis approach for Android malware detection using APK
disassembly and bytecode inspection. The method leveraged LSTM and functional API-based DL
models, utilizing features such as API calls, opcode sequences, and n-grams.

Zhao et al. [25] introduced AppPoet, an LLM-powered Android malware-detection framework using
static analysis, custom prompts, and a deep neural network (DNN) classifier. It combined multiple views
for accurate detection and provided human-readable diagnostic reports. Hero et al. [26] analyzed 50
Google Play applications using ESET Security and VirusTotal, revealing that 40 applications showed
malware signs of 86% adware and 14% trojans, visualized via a Python tool.

[27] evaluated XGBoost, RF, Support Vector Machine (SVM), and Decision Tree (DT) for Android
malware detection, with RF achieving the highest accuracy of 0.99, followed by SVM at 0.96,
highlighting the effectiveness of ML in enhancing Android security.

2.2 Dynamic-analysis Techniques for Detecting Android Malware

Fallah et al. [28] used ML techniques to detect Android malware through network-traffic analysis across
multiple malware families, achieving around 90% F1-score, but showed limited effectiveness in
detecting both known and novel malware families. Amel et al. [29] proposed a dynamic-analysis
framework for Android malware detection using system calls, debug logs and network activity.
Combining these sources improved accuracy, aided by an MQTT-based intermediary to optimize
database load and learning efficiency.

Sathyadevi et al. [30] developed an Android malware-detection system using diverse data sources, such
as permissions, network traffic, API calls, opcodes, system calls, binary features and behavioral logs,
combined with advanced ML techniques. The framework was evaluated using standard performance
metrics. Zhu et al. [31] introduced XDeepMal, an explainable DL—based malware-detection framework.
It featured XTracer+, a dynamic tool that captured real-time execution traces, and an interpretation
module that isolated key behavior segments influencing model decisions. Empirical results showed that
XDeepMal provided robust, interpretable insights into DL-based detection.

Prathapaneni et al. [32] proposed an ensemble of ML classifiers for multi-class dynamic feature
classification using the CCCS-CIC-AndMal-2020 dataset. The ensemble notably improved malware-
family prediction, boosting Adware detection from 33.84% to 81.96% and Backdoor from 67.42% to
83.71%. Ciaramella et al. [33] combined DL with the Longest Common Subsequence algorithm to
classify Android applications via system-call sequences converted into images. Using a dataset of
13,570 samples, four convolutional neural networks (CNNs) achieved up to 89% accuracy. Class
Activation Mapping techniques highlighted key regions to interpret system-call patterns, distinguishing
malicious from benign behaviors.

In [34], the authors analyzed 1,535 malicious Android applications and found that 18.31% used anti-
analysis techniques. To counter this, they introduced DOOLDA, a dynamic-analysis framework that
detected and neutralized anti-analysis behaviors by injecting targeted instrumentation across bytecode
and native layers. DOOLDA successfully defeated all known anti-analysis techniques.

2.3 Hybrid-analysis Techniques for Detecting Android Malware
Nasser et al. [35] proposed DL-AMDet, a DL-based Android malware-detection system using hybrid-
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analysis features. It combined deep autoencoders for anomaly detection with a CNN-BiLSTM model
for static features, achieving 99.935% accuracy across two datasets. In [36], the authors proposed
HGDetector, a hybrid malware-detection method combining static function-call graphs and dynamic
network-traffic features via graph embedding. This method improved detection accuracy by around 4%
with informative traffic and up to 26% when compensating for weaker features, demonstrating the
effectiveness of hybrid feature fusion.

[37] introduced MPDroid, a multi-modal pre-training approach for Android malware detection using
API and function-call graphs. It leveraged graph convolutional networks and modality fusion to reduce
bias and enable efficient single-modality detection. MPDroid achieved 98.3% accuracy and 97.6% F1-
score while reducing training and inference time. Mesbah et al. [38] proposed LongCGDroid, an image-
based malware-detection method using semantic API call graphs from control and data-flow graphs.
They evaluated model performance over time as APIs evolved, finding that CNNs with abstract API
features remained the most robust despite general accuracy declines.

Mercaldo et al. [39] evaluated whether images generated by deep convolutional generative adversarial
networks (DCGANSs) from Android malware data could be distinguished from real ones. Using static
and dynamic analysis to create datasets, ML classifiers achieved an F1-score of approximately 0.8 in
differentiating synthetic from real malware images. In [40] the authors explored ML techniques for
Android malware detection using hybrid features from Androguard and Droidbot. k-Nearest Neighbors
(KNNs) achieved the highest accuracy at 99%, followed by DT at 98%, RF at 92%, and Naive Bayes
(NB) at 86%, highlighting KNNs’ effectiveness.

[41] introduced TAML, a time-aware ML framework for Android malware detection using the
KronoDroid dataset. It built time-aware and time-agnostic models, identifying LastModDate as a key
feature. TAML achieved a 99.98% F1-score in the time-agnostic setting and up to 99% annually in time-
aware evaluations over 12 years. Aledam et al. [42] proposed a hybrid Android malware-detection model
combining static and dynamic analysis with PCA-based feature reduction. Evaluated on real and
synthetic datasets, the model improved detection accuracy and efficiency, enhancing smartphone
security.

Waheed et al. [43] enhanced the KronoDroid dataset with malware-category labels and dynamic features
from real devices. Using ExtraTree for feature selection, they trained several ML models, with RF
achieving 98.03% accuracy for detection and 87.56% for classifying 15 malware types.

2.4 Federated Learning and Privacy-protection Approaches for Detecting Android
Malware

Federated Learning (FL) is a decentralized paradigm that enables a model to be trained across multiple
devices without sharing or exposing the raw data of the users. Each device is trained locally by utilizing
its own data and then shares only the model parameters to a central FL server, while ensuring that the
user data remains in the device. Then, the FL server aggregates these model parameters to create a global
model.

Hus et al. [44] proposed a private preserving FL (PPFL), which is an Android malware-detection system
based on SVM. The model was trained using static analysis and secured with the Secure Multi-Party
Computation (SMPC). Their results claimed that their system achieved a higher detection rate compared
to the local model, and the results showed that accuracy increased with an increase in the number of
clients. Mahindru et al. [45] introduced DNNdroid, which is based on the principle of FL. This model
collected features from the users’ devices without prior knowledge of where an application is installed.
The results revealed that the model achieved a 97.8% F1-score with a false positive rate of 0.95 using
one million Android applications with 500 users and 50 rounds of federation. Moreover, Taheri et al.
[46] presented Fed-110T, which is an architecture of FL that consisted of two parts: first, the data-
collection part through dynamic attack based on Generative Adversarial Network (GAN) and Federated
GAN; and second, the server part, where the parameters are monitored, and by utilizing the A3SGAN to
avoid anomaly in aggregation and monitoring the parameters. The results showed high accuracy with
8% higher than the existing solutions. Ciplak et al. [47] proposed FEDetect, an FL. model, and compared
it with non-FL models by building 22 variants using LSTM and feedforward neural networks. The
results showed that FL achieved 99% accuracy in binary classification and 84.5% in multi-class
classification.
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In this paper, TAB-DROID is proposed, which is a new framework for Android malware detection that
leveraged CMIM and JMI for feature selection, employed a PQ technique for feature compression and
utilized TabPFN classifier. The system is evaluated using two datasets, the first consists of hybrid
features, which have demonstrated superior performance compared to static or dynamic features
mentioned above, thereby enhancing the overall detection accuracy and robustness of the model. The
second dataset comprises only static features.

3. TAB-DROID FRAMEWORK

The proposed TAB-DROID framework is comprised of four sequential and interrelated stages, as
illustrated in Figure 1, each contributing to the overall malware-detection process. The first stage is data
pre-processing, where the data is cleaned and balanced. The second stage performs feature reduction
using two concurrent advanced selection methods: CMIM and JMI, with selection guided by
framework-accuracy performance. In the third stage, the selected features are compressed using PQ to
reduce computational complexity while retaining discriminative capability. Finally, the fourth stage
employs the TabPFN classifier for efficient and accurate malware detection. Figure 1 presents the
overall methodology of the TAB-DROID framework.

3.1 Dataset Overview

This sub-section explores the real-world datasets employed in the proposed work. The first dataset
utilized is TUANDROMD, comprising 4,464 Android APK samples (3,565 malware and 899 benign)
and 241 behavioral features stored in CSV format. The dataset construction followed three phases: phase
1: application collection; phase 2: static and dynamic analysis using tools, like APKAnalyser [48],
Androguard, and Smali-CFGs [49]; phase 3: feature extraction. Extracted features are categorized as
permission-based (i.e., captured during installation and runtime) and API call-based (i.e., reflecting
functional behavior). The resulting hybrid feature set combined static and dynamic attributes, enabling
comprehensive behavioral profiling for robust machine learning—based malware detection.

PQ »| TabPFN
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Results
1 [Malware Detection]

I
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Figure 1. The proposed TAB-DROID framework.

The second dataset used is Malgenome, comprising 3,799 Android APK samples (2,539 benign and
1,260 malwares) sourced from the widely used Android Malware Genome Project [50]. It includes 215
features extracted via an automated static-analysis tool developed in Python. After decompiling the
manifest files using AXMLPrinter2, the tool extracted permissions and intents, while API calls are
retrieved by reverse engineering .dex files using the Baksmali disassembler. The analyzer also detected
potentially dangerous Linux commands and checked for embedded files, such as: .dex, .jar, .so, and
.exe, enabling comprehensive static feature extraction.

3.2 Data Pre-processing

Data pre-processing is an essential step to ensure the quality and suitability of the dataset before applying
the proposed framework, as poor data quality can significantly impair model performance. The pre-
processing process involves handling missing values, removing nulls and outliers and discarding
features with zero or very low variance, which contribute a little to learning due to their minimal
informational value. These steps ensure that the final dataset is clean, structured and ready for modelling.
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As described earlier, the dataset exhibited class imbalance, with benign samples representing only a
quarter of the malware samples. Such an imbalance can bias the model toward the majority class and
degrade detection performance. To address this, two resampling strategies are typically employed: over-
sampling (i.e., increasing minority-class instances) and under-sampling (i.e., reducing majority-class
instances).

In this paper, the Synthetic Minority Oversampling Technique (SMOTE) is applied to over-sample the
benign class. SMOTE is chosen for its ability to generate diverse synthetic samples, thereby preserving
pattern variability and improving model generalization. This resulted in a balanced dataset with 3,565
samples per class for TUANDROMD dataset and 2539 per class for Malgenome dataset, subjected to
complete pre-processing for subsequent analysis.

3.3 Feature Selection

Feature selection plays a critical role in pattern recognition and machine-learning systems, serving as
an essential pre-processing step to identify or prioritize features based on their relevance to the target
task. In this paper, feature generation, as illustrated in Figure 1, yields many features. Consequently,
applying feature selection techniques becomes imperative to reduce dimensionality, thereby decreasing
model training time and enhancing the overall detection performance and classification accuracy by
emphasizing the most informative features. Various feature-selection strategies are developed to isolate
an optimal sub-set of features, facilitating the construction of more efficient and effective models.
Generally, these techniques are categorized into three primary groups: filter methods, wrapper methods
and embedded methods.

Filter methods rank features based on their intrinsic statistical properties without involving model
training. They are simple, fast and well-suited for large datasets. However, they ignore feature inter-
dependencies, potentially selecting individually relevant features that may not improve model
performance. Wrapper methods select features by iteratively training a model and evaluating
performance. These approaches yield high relevance, but are computationally expensive and time-
consuming. They also risk overfitting, especially with small datasets. The embedded methods integrate
feature selection within model training, combining the efficiency of filters and the accuracy of wrappers.
This process reduces overfitting by considering feature relevance during training, but depends heavily
on the chosen algorithm and involves higher computational complexity.

In this paper, two filter techniques are utilized as concurrent feature-selection strategies because of the
advantages of filter methods over wrapper and embedded methods. These techniques are CMIM [51]
and JMI [52]. Both seek to identify the features that exhibit the maximum relevance to the target variable
while minimizing redundancy with the already selected features. This ensures that the chosen features
contribute to the most informative content without introducing unnecessary overlap, leading to more
efficient and effective models.

The final selection between these two techniques is determined based on which technique yields superior
performance for the TAB-DROID framework. Both techniques are based on information theoretic
principles, relying on entropy and mutual information [53]-[54]. Entropy serves as a fundamental
concept in the information theory of uncertainty in a random variable, denoted as E (F'), which quantifies
the amount of uncertainty or randomness associated with the distribution of F. It is defined as shown in
Equation (1).

E(F) = =Xrer P(f)log P(f) @)

where P(f) is the probability mass function of the random variable F. f represents the value of all
possible values of F. If the distribution of F is heavily skewed towards one particular event, indicating
minimal uncertainty regarding the outcome, the entropy E (F) is low. In contrast, events are likely equal,
implying maximum uncertainty about the result, and the entropy reaches its maximum value. This
characteristic of entropy helps quantify the unpredictability or the level of disorder inherent in the system
represented by F. Let Y be another event; the entropy can be conditioned on that event. This can be
denoted as shown in Equation (2).

E(FIY) = —Xyer P(Y) Xrer P(fly) log P(fly) )
This can be interpreted as the amount of uncertainty that remains in F after the outcome of Y is known.
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In other words, it quantifies how much information F still contains after accounting for the information
provided by Y. This is central to understanding the relationship between two random variables in terms
of shared information. Now, mutual information between F and Y can be formally defined, which
quantifies the amount of information shared between these two variables. It is defined as shown in
Equation (3) (for more details, see appendix A).

MI(F;Y) = E(F) — E(F|Y) ©)

Equation (3) represents the difference between: E(F), which is the uncertainty about F before knowing
Y and E(F|Y), which is the uncertainty about F after knowing Y, Mutual Information can be interpreted
as the amount of uncertainty in F that is eliminated by knowing Y. Thus, it corresponds to the intuitive
interpretation of mutual information as the quantity of information that one variable reveals about
another.

One of the properties of mutual information is symmetry, which means that MI(F;Y) = MI(Y; F).
Additionally, when f and y variables are statically independent, this means the mutual information
equals zero, indicating that their joint probability distribution is factorized as P(f,y) = P(f)P(y).

Alternatively, Equation (3) according to Fleuret [50] can also be expressed as in Equation (5).
MI(F;Y) = E(F)+ E(Y)— E(F,Y) 4

Similar to Equation (2), mutual information can also be conditioned, meaning that the amount of shared
information can be measured between two random variables F and Y while accounting for the influence
of athird variable Z. The conditional mutual information is defined as in Equation (5) (for more details,
see appendix A).

MI(F;Y|Z) = E(F|Z) — E(F|YZ) (5)

Alternatively, according to Fleuret [50] Equation (5) can also be expressed as in Equation (6) (for more
details, see appendix A).

MI(F;Y|Z) = E(F,Z) —E(Z) —E(F,Y,Z) + E(Y, Z) (6)

After establishing a foundational understanding of entropy, mutual information and their conditional
forms, the JMI and CMIM techniques are introduced and discussed, along with their key differences.
Assume that a dataset of features set F, where F = {fi, f2, ... fn--, fn—1, fn}, @nd N is the total number
of features, while S is another set of selected features chosen according to their scores, where S =
{s1,52, ... Sk., Sk—1, Sk } While K is the number of features needed to be selected and the label of the class
is L. The objective function of JMI is represented as in Equation (7) (for more details, see appendix A).

IMI(fy) = MI(fo, L) = 165 SesMI (1) = MI(fy 5 1L)] (7)

Equation (7) computes the JMI between the pair of features (f,,, si) and the class label L. By using the
sum operator in the equation, it quantifies how much additional and combined information the new
candidate feature f,, can provide together with each previously selected feature s, in predicting the class
label L. The objective function of CMIM is represented in Equation (8) (for more details, see appendix
A).

CMIM(fp) = MI(fy; L) — {maxs,es[MI(fy; si) — MI(fn; sic|L)]} (8)

Equation (8) computes the conditional mutual information between f,, and the target class L,
conditioned on each feature s, that has already been selected. The minimum of these values is then used
as the score for f,,, which means that f,, has maximum relevance to the class label and minimum
redundancy to the features in the S set.

The CMIM algorithm exists in two variants: the standard and optimized implementations. The fast
implementation is utilized in this paper, which is the optimized version. The Fast-CMIM version
exploits the observation that, as the selection process progresses, the score vector can only decrease,
allowing for the omission of unnecessary score updates. Importantly, this optimization introduces no
approximations.

In the fast CMIM approach, for each feature f,,, a partial score Ps[n]is maintained, representing the
minimum of the conditional mutual information values as defined in Equation (8). Additionally, a vector
m[n] is used to track the index of the last selected feature considered in the computation of Ps[n]. The
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detailed procedure for the fast CMIM implementation is outlined in the pseudo-code presented in
Algorithm 1.

The principal distinction between JMI and CMIM lies in their selection strategies. JMI emphasizes the
selection of features that, in combination with the already selected features, share a significant amount
of information with the class label L, as described in Equation (7). In other words, JMI favours features
that demonstrate strong collaborative effectiveness. In contrast, CMIM focuses on selecting features that
provide a novel information about the class label L, which has not yet been captured by the previously
selected features, as described in Equation (8). Thus, CMIM prioritizes features that are individually
strong and minimally redundant. Due to this difference, JMI may tolerate a certain degree of redundancy
if the additional features contribute positively to the overall model performance, whereas CMIM may
exclude features that, despite being informative, are redundant with already selected ones.

Algorithm 1. Fast-CMIM.

1. For(n=1toN)Do:

2. Ps[n] = MI(n)

3. m[n] =0

4. End For

5. For (k =1toK)Do:

6. qg=0

7. For (n = 1 to N) Do:

8. While (Ps[n] > q*) & (m[n] < K — 1) Do:
9. m[n] =m[n] +1

10. Ps[n] = min (Ps[n], conditional_MI (n, nu[m[n]]))
11. End While

12. If (Ps[n] > q*) Then:

13. q* = Ps[n]

14. nulk] =n

15. End If

16. End For

17. End For

Note: conditional_ MI(n,m)= MI(f,; L|sy), MI(n) = MI(f,; L), and nu[m[n]] is conditioned on selected features.

3.4 Product Quantization

In the data-science domain, especially with high-dimensional datasets, the constraints of the resources
of memory and computation present great challenges. As the size and dimensionality of data rise, the
associated processing and storage requirements can quickly become infeasible. To address these
restrictions, this sub-section presents PQ [55]-[57] as an effective data-compression technique that
preserves main patterns and structure within the data while safely reducing size demands.

Before illustrating PQ, it is important to understand the concept of quantization and its associated
benefits. Quantization is a compression technique used for high-resolution data that maps it to smaller
discrete values. This data precision is slightly reduced, but it keeps the key characteristics of the original
data, thereby enabling efficient compression of data without substantial loss of information. To formally
describe the PQ process, some notations will be introduced. Let the dataset be composed of high-
dimensional vectors in an N-dimensional space. For simplification, a vector V € RY is utilized. This
vector V is partitioned into I sub-vectors (SV) as in Equation (9).

N2 SV
V= {171,172,..,1@, "”’vN—ﬂ+1’ ....UN} = {SVl,SVZ,...,SVi,....SVI} (9)
I I

SV, € RN/U, for i € {1,2,...,1}, representing the it" sub-vector of V. Each SV; is quantized
independently, which allows for efficient compression. During the training phase of PQ, a separate sub-
codebook is constructed for each SV; . Each sub-codebook is denoted as in Equation (10).

¢ ={c}2, (10

where ¢, € RN/! represents the g** sub-codeword in the i sub-codebook and Q denotes the number
of codewords per sub-codebook and the parameter Q is specified by the user during the quantization.
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Each sub-codebook C; is obtained by applying k-mean clustering algorithm to the i** sub-space of the
training vectors. To encode a high-dimensional vector V using PQ, each sub-vector SV; is
independently encoded into an identifier of its nearest codeword in C; using sub-encoder function, which
is denoted as in Equation (11).

€i( SV,)) =arg minqe{l_._Q}”SVi — cqi ||2 (1)

After encoding all the sub-vectors, the original high-dimensional vector V is compactly represented as
a sequence of I discrete identifiers, one for each sub-vector. At the end, by concatenating these I
identifiers, a PQ-code is created, which defined as in Equation (12).

(V) = {(£(SV),...., £ (SV))} (12)

where an encoder function is defined as #: RN — {1,..., Q}!. Although conceptually straightforward,
the implementation of PQ is also relatively simple. This is illustrated in Algorithm 2, which presents the
corresponding pseudocode.

Algorithm 2. Product Quantization Pseudocode (PQ)

# a sample vector

|4

# The dimension per sub-vector Ds=N/ |
1 =66

# The dimension per sub-vector

Ds = TNF/I

# Creating empty array for codewords
CW=(l, Q, Ds)

9. For(i=1tol)Do:

10.  Sub_vec =V [i * Dsto (i+1) * Ds]

11.  CW [i] = k-means (Sub_vec, Q)

12. End For

13. #creating empty array for PQ identifier
14. PQC=1I]

15. #encoding each sub-vector into an identifier
16. For (i=1tol) Do:

17. Sub_vec=V [i*Dsto (i+1) * Ds]

18. PQCIi] = VQ (sub_vec, CW[i])

19. End For

O N~ WN P

V is a sample vector, | = number of sub-vectors, Ds = dimension per sub-vector (N/I), TNF = total number of features, CW =
3D array to store codewords, k-means = is applying the k-mean clustering where the Q is the number of clusters, PQC = array
for product-quantization code, VQ = nearest codeword in CW[i].

3.5 TabPFEN Classifier

TabPFN is a type of classifier specifically designed for tabular datasets [58], built on a generative
transformer-based neural network [59] and pre-trained or self-learned on a large synthetic dataset before
being used. Since it is pre-trained, TabPFN requires neither any retraining tasks nor fine tuning during
inference, which makes it computationally efficient. TabPFN does not stick with or tailor to a specific
tabular dataset, which enhances its applicability to real-world data.

TabPFN consists of three phases: The first phase is the data-generation phase, where various synthetic
tabular datasets are generated utilizing structural causal models (SCMs) [60] which encode diverse
targets and feature relationships. These datasets are built to capture a broad spectrum of potential
scenarios. SCMs provide a framework that represents the structural relationships and generative process
that the dataset relies on. The construction of these datasets starts with sampling high-level hyper-
parameters (i.e., the number of features, data size, and the level of difficulty) to control the properties of
the datasets generated. Afterward, a cyclic graph is constructed, which allocates the causality structure
that the dataset relies on. Each sample per dataset is generated by propagating random noise on the
causal graph root node. These samples are produced by sampling from a uniform distribution or random
normal distribution and applying a varied set of computational mapping as these samples pass through
the edges of the graph. At each edge, Gaussian noise is added. After constructing the causal graph, the
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sample features and target values are extracted from the feature and target nodes, which are sampled.

The second phase is the pre-training phase, where a single transformer is trained offline using a large
collection of synthetic datasets. The objective of this training is to learn to predict unknown targets
within synthetic datasets. This phase is performed only once at the beginning and enables the model to
acquire a generalized inference model. This approach is referred to as Prior Data Fitted Networks (PFNs)
[61], where the learned algorithm can be applied to new datasets without additional retraining. In the
final phase, after comprehensive pre-training on synthetic datasets, the model is applied to real-world
data (i.e., an unseen dataset from the model's point of view). This step leverages in-context learning
(ICL) [62], wherein a set of labelled instances is provided as context. The model utilizes this contextual
information to infer the labels of unseen samples without requiring re-training or fine tuning. ICL
enables the model to generalize effectively to new tasks by drawing on the algorithmic priors learned
during the pre-training phase.

4. EXPERIMENTAL RESULTS

This section outlines the setup for the experiment, the evaluation metrics employed and the results. There
are five evaluation metrics employed to assess the performance of the proposed framework. These
include accuracy, recall, precision, F1-score and the area under the Receiver Operating Characteristic
(ROC) curve (AUC) as presented in Equations (13) to (16), respectively [63].

Tp+Tn

Accuracy = TotTwtFpiFn (13)
Recall = —2 (14)
Tp+Fy
Precision = —2 (15)
Tp+Fp
— Tp
F1 = Tp+(Fp+Fy) (16)

Here, T, (True Positive) denotes the number of malicious APKSs correctly classified as malicious, while
Ty (True Negative) represents the number of benign APKs correctly identified as benign. Fp (False
Positive) refers to benign APKs incorrectly labelled as malicious, and F (False Negative) corresponds
to malicious APKs that are incorrectly classified as benign.

After preparing the datasets as described in the data pre-processing sub-section, each one is partitioned
into training (80%) and testing (20%) sub-sets. These sub-sets are processed through two parallel
pipelines. The first pipeline consists of Fast-CMIM for feature selection, followed by PQ and finally,
TabPFN. The second pipeline follows the same structure, but begins with JMI instead of Fast-CMIM.

Each feature-selection technique is independently applied to the training data to identify the most
informative features. The selected features are then used to replace the original feature sets in both
training and testing sub-sets. PQ is subsequently applied to compress these datasets, after which TabPFN
is trained on the compressed training data and evaluated on the corresponding compressed test sets. To
optimize the PQ, the number of sub-vectors I and the number of codewords per sub-vector are
empirically tuned. The best configuration is selected based on maximum classification accuracy with
the lowest-feature sub-set. To reduce computational complexity, each feature vector is divided into sub-
vectors containing exactly two features. Each sub-vector is then quantified using k-means clustering
with a codebook size of two.

TabPFN is evaluated using 5-fold cross-validation, with performance metrics averaged to assess
generalization capability. Experimental results demonstrate that the CMIM-based pipeline consistently
outperformed the JMI-based pipeline. For the TUANDROMD dataset, the optimal configuration is
achieved using 66 selected features, grouped into 33 sub-vectors, each quantized with 2 codewords,
resulting in a final input dimensionality of 33. Similarly, for the Malgenome dataset, the best results are
obtained with 88 features, 44 sub-vectors and 2 codewords per sub-vector, yielding a reduced dimension
of 44.

Figure 2 illustrates the high performance of the CMIM-based pipeline across both datasets. It achieves
peak accuracy at 66 features (TUANDROMD) and 88 features (Malgenome), while the JMI-based
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pipeline shows comparatively lower accuracy, even as the number of features increases. The CMIM-
based pipeline also consistently outperforms JMI across all evaluation metrics, including accuracy,
AUC, precision, recall, and F1-score, indicating its effectiveness in selecting highly discriminative
features. These results confirm that CMIM not only reduces feature dimensionality, but also enhances
the overall classification performance.
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Figure 2. Comparison of evaluation metrics across different feature counts for CMIM and JMI-based
pipelines on both datasets.

The results in Table 1 demonstrate the greater performance of the CMIM-based pipeline over the JMI-
based pipeline, across all evaluated performance metrics. These results indicate that individual features
in the dataset exhibit strong relevance to the target classes, which is consistent with the CMIM approach
that prioritizes the individual contribution of each feature to the labelled class. In contrast, JMI
emphasizes the joint relevance of feature combinations, which may overlook individually informative
features. Based on the experimental findings, the TAB-DROID is constructed by integrating the CMIM
feature-selection technique, PQ for dimensionality reduction and the TabPFN classifier, which is
selected due to its superior performance across all evaluation metrics. Also, it is shown that
incorporating PQ significantly reduces both training and testing times, particularly testing time, as well
as overall memory usage, as shown in Table 2. This highlights PQ’s effectiveness in optimizing
computational efficiency within the proposed framework.
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Table 1. Performance evaluation of the proposed CMIM-based pipeline and JMI-based pipeline.

Framework Dataset Name | Number | Accuracy AUC Precision Recall F1-score
of (%) (%) (%) (%) (%)
Features
CMIM-based 66 99.22 99.92 99.69 98.76 99.22
Pipeline TUANDROMD
JMI-based 100 94.57 97.62 98.09 90.90 94.36
Pipeline
CMIM-based 88 98.62 99.81 99.19 98.01 98.60
Pipeline Malgenome
JMI-based 100 94.09 98.48 97.13 90.86 93.88
Pipeline

Table 2. Comparison of the CMIM-based pipeline with and without PQ in terms of training time,

testing time and memory usage.

CMIM-based | Dataset Name | Training Time | Testing Time | Memory Usage
Pipeline (sec) (sec) (MB)
With PQ TUANDROMD 33.70 0.004 15.2

. Dataset
Without PQ (66-feature) 33.82 0.009 35.5
With PQ Malgenome 6.91 0.006 21.6

. Dataset
Without PQ (88-feature) 8.657 0.01 34.1

Figure 3 compares the performance of traditional classifiers, such as LR, SVM, NB, and Gradient
Boosting (GB), against the TabPFN classifier within the CMIM-based pipeline, using the same feature
sub-set selected by the CMIM technique for both datasets. The results in the graphs demonstrate that the
proposed framework achieves superior accuracy, along with higher precision, F1-score and recall.
Although the AUC remains comparable across models, TabPFN consistently outperforms classical
classifiers, confirming its effectiveness in the proposed detection system.

To assess the performance and reliability of the proposed TAB-DROID framework, a comparative
analysis is carried out against other recent Android malware detection frameworks. As shown in Table
1, the TUANDROMD dataset consistently yields higher performance compared to the Malgenome
dataset, which can be attributed to its hybrid feature composition, offering richer behavioral insights.
Unlike Malgenome, which includes only static features, TUANDROMD integrates recent attributes,
providing greater data diversity and enhancing its suitability for real-time and obfuscation-resilient [64]
detection. A detailed comparison of the two datasets' main aspects is summarized in Table 3. Therefore,
all frameworks are evaluated on the TUANDROMD dataset to ensure consistency and fairness in
comparison, leveraging its comprehensive information for more robust evaluation.

Table 3. Comparison of TUANDROMD and Malgenome characteristics.
TUANDROMD Dataset

Aspect Malgenome Dataset

Modern dataset captures the recent
spectrum of 71 malware families.

Data Diversity Focuses on early Android threats of

49 malware families.

Most realistic, as the samples exhibit
current attack behaviors.

Real-time Testing Less realistic, as samples do not

reflect today’s threats.

Obfuscation & Evasion | Susceptible to evasion attacks. Employs advanced obfuscation and

morphing techniques.

The comparative results are summarized in Table 4. for TAB-DROID versus those state-of-the-art
frameworks [64]-[70] utilizing the TUANDROMD dataset, Wajahat, Ahsan et al. [66] utilized the
smallest feature set, emphasizing feature economy. T. Kacem et al. [67] achieved the highest accuracy
and F1-score, which are nearly equivalent to those attained by the proposed TAB-DROID framework.
Furthermore, TAB-DROID reduced the feature space by 73% of the original 241 features while
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maintaining superior performance. It outperformed all other frameworks in terms of precision and
achieved an AUC value approaching 100%, highlighting its robustness and high classification
confidence.
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Figure 3. Comparison of evaluation metrics for CMIM-based pipeline versus classical classifiers on
both datasets.

Despite its strong performance, TAB-DROID has limitations, including reliance on specific feature sets,
challenges in detecting more advanced evasion techniques and the need for PQ hyper-parameter tuning.
Additionally, employing a lightweight alternative classifier could make the system more suitable for
deployment on mobile devices.

Table 4. TAB-DROID performance versus recent state-of-the-art frameworks.

Ref. | Year Model Features | Accuracy | AUC | Precision | F1-score
(%) (%) (%) (%) (%)

[64] | 2024 SVC 241 98.9 100 97 84.2
[65] | 2024 DNDF 241 98.4 99 98.8 98.94
[66] | 2024 RFE+RF 40 98 - 99 98.8
[67] 2025 Transformer 241 99.25 98.76 99.26 99.26
[68] 2025 Decision Tree 241 99.1 - 99 99
[69] 2024 Transformer+CNN 241 97.7 - 97.5 97.25
[70] | 2024 RF+PCA - 98 - 98 98

Proposed CMIM+PQ+TabPFN 66 99.22 99.92 99.69 99.22
TAB-DROID
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The entire system is implemented and executed using Python version 3.8 within a Jupyter Notebook
environment. Feature selection using the JMI method is conducted utilizing the publicly available scikit-
feature library [71], which includes a range of widely used feature-selection algorithms. Similarly, the
Fast CMIM technique is adopted from the same repository, with modifications introduced to enhance
computational efficiency, as outlined in algorithm 2. For vector quantization, PQ is implemented using
the nanopq library [72]. The TabPFN classifier is integrated using its official open-source repository
[73]. The experimental setup utilizes essential Python libraries, including Pandas (v1.2), NumPy
(v1.23), Scikit-learn (v1.2) and Matplotlib (v3.7). The experiment is conducted using Google Colab, a
cloud-based Jupyter notebook environment that provides free access to computational resources. Google
Colab allows users to write and execute Python code directly in the browser without local configuration.
It also offers access to hardware accelerators, including GPUs, which significantly enhances
computational efficiency. In this paper, a T4 GPU is utilized to accelerate experimental processes.

5. CONCLUSION

In this paper, TAB-DROID is introduced, which is a novel and efficient Android malware-detection
framework integrating CMIM, PQ and the TabPFN classifier. The framework demonstrated superior
performance, where the accuracy, AUC, precision, recall and F1-score metrics reached 99.2%, 99.9%,
99.6%, 98.7% and 99.2%, respectively. CMIM reduced the feature space by 73%, while PQ decreased
testing time and memory usage by 44.4% and 42.8%, confirming its resource efficiency. Compared to
recent approaches, TAB-DROID improved accuracy by up to 1.52% and precision by up to 2.69%,
achieving near-perfect classification. Moreover, TAB-DROID is considered general and scalable.
Regarding generalization, it utilized TabPFN, which avoided overfitting to specific datasets and enabled
robust detection across diverse malware samples. In terms of scalability, TAB-DROID applied feature
reduction and compression, which lowered computational complexity, testing time and memory usage.

For future work, the TAB-DROID can be extended for deployment on cloud-based solutions, enabling
mobile devices to leverage the framework without heavy local computation. Additionally, it is planned
to evaluate it by integrating additional datasets that incorporate more advanced evasion techniques and
a broader set of behavioral features, allowing the system to identify the most informative features and
maintain high detection performance as Android malware rapidly evolves.

APPENDIX A
Al. Proof of Equation (3)

Let F and Y be two random variables, the mutual information between F and Y by definition of Kullback-Leibler

divergence is defined as follows: MI(F;Y) = Y rer Xyer P(f,¥) logpfg;g)

Expand the log, which separates the Ml into three summation terms, each of which corresponds to an entropy as
follows: ¥ rer Xyey P(f,¥) [log P(f,y) —log P(f) —log P(¥)]

Evaluate each term using the entropy definition:

The firstterm: — Y rer Xyey P(f,¥) log P(f,y) = E(F,Y)

The second term: — ¥ rer Xyey P(f, ¥) log P(f) = ZfEF(ZyEY:P(f' )’)) log P(f)

According to the Marginal distribution, the second term can be rewritten as follows:

=Y D PGNP = ) PP logP(f) = EF)
fEF yey fEF
The third term is similar to the second term: — ¥ rep Xyey P(f, ¥) log P(y) = Xrer P(f) log P(f) = E(Y)
Substitute back the three terms into the Ml equation: MI(F;Y) = E(F,Y) —E(F) — E(Y)
By using the chain rule, where MI(F;Y) = E(Y) + E(F|Y) = E(F) + E(Y|F), rearrange to obtain the following
formula:

MI(F;Y) = E(F) — E(F|Y)

A2. Proof of Equation (5)

The conditional mutual information between F and Y given Z definition is as follows:

P(f.y12)
MIGEYIZ) = ) > ) Py 2)loBgem soes

fEF yeY zeZ
This definition measures the dependence between F and Y once the variable Z is known.
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Expand the log by splitting the MI into three summation terms, each of which corresponds to a conditional entropy
as follows: ¥ rer Yyey 2zez P(f, ¥, 2)[log P(f,y12) — log P(f|z) — log P(y|2)]
Evaluate each term using the conditional entropy definition:
The Firstterm: ¥ ccr Yy ey Xzez P(f, ¥, 2) log P(f,y|z) = — E(F,Y|Z)
The second term: ¥ ccr Yyey Xzez P(f, ¥, 2) log P(flz) = — E(F,|Z)
The third term is similar to the second term: Y rer Y yey 2zez P(f, ¥, 2) log P(y|z) = — E(Y,|Z)
Substitute back the three terms into the conditional mutual information equation:
MI(F;Y|Z) = E(F,Y|Z) — E(F|Z) — E(Y|Z)

By recalling the chain rule for conditional entropy:

E(F,Y|Z) = E(F|Y,2) + E(Y|Z)
therefore, by substituting the chain rule into the expression, we obtain:

MI(F;Y|Z) = E(F|Z) — E(F|Y,Z)

A3. Proof of Equation (6)
By recalling the definition of conditional entropy:
E(F|1Z) = EF,Z)—E2)
E(F|Y,Z) = E(F,Y,Z)—E(Y,Z)
By substitution in Equation (5):
MI(F;Y|Z) = E(F,Z) —E(Z) —E(F,Y,Z) + E(Y,Z)

AA4. Proof of Equation (7)
The joint mutual information can be written as follows:

IMICG) = Y MICfusil) = ) [MICsi L)+ MICfy Lise)]

SKES SKES
Neglecting the term MI(s,; L) as it is constant with respect to f,, thus the joint mutual information reduces as
follows:

= DspesI MI(fo, Llsi)]
= ZspesI MI(fo, L) = MI(f, 51) + MI(fr, sk|L)]
ISI X MI(fo, L) = ZsyesI MI(fr, 56) = MI(fy, sic|L)]

1
JMI(f) = Ml(fan)_EZ[MI(fn»Sk)_Ml(fnrsle)]

SKES

Ab5. Proof of Equation (8)

The Conditional Mutual Information has a very similar procedure. The original and its rewriting are as follows:
CMIM(fn) = minskes [Ml(fn' Llsk)]
= minskeS[MI(fn; L) = MI(fu; si) + MI(fn; sk|L)]
= MI(f; L) + minskES[MI(fn; sklL) = MI(fn; si0)]
CMIM(fp) = MI(fn; L) — maxs,es[MI(f; si) — MI(fn; si|L)]

AVAILABILITY OF DATA AND MATERIALS

The TUANDROMD dataset used during the current study is available in the [UCI Machine Learning]
repository, [https://doi.org/10.24432/C5560H].

The Malgenome dataset used during the current study is available in the [figshare] repository,
[https://doi.org/10.6084/m9.figshare.5854590.v1]
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ABSTRACT

Managing congestion effectively enables reliable and fast data transfer over networks. CUBIC delivers reliable
results under normal circumstances, but cannot adapt effectively to changing network scenarios. We introduce
CUBIC-Learn, an RL approach for improving congestion control in CUBIC. The central idea is to use a Q-
learning algorithm to adjust congestion window thresholds based on current data on packet loss, throughput and
latency. Simulations demonstrate more efficient and reliable congestion control when using CUBIC-Learn
compared to standard CUBIC. CUBIC-Learn achieves a 47% reduction in packet loss, over a 59% increase in
bandwidth utilization, approximately a 28% decrease in retransmissions and 47% lower latency. In addition,
CUBIC-Learn shows significant improvements in congestion window (cwnd) growth behavior, fairness among
competing flows and stability under heterogeneous traffic and network scenarios, including gigabit-scale
bandwidth conditions. Statistical analysis further confirms the robustness of these gains, while the method
introduces no additional computational overhead. Overall, CUBIC-Learn performs better than PCC, Reno, Tahoe,
NewReno and BBRv3 in most metrics. These findings suggest that RL can markedly improve congestion control in
high-speed networks.

KEYWORDS

Q-learning, Reinforcement learning, CUBIC Algorithm, Network congestion.

1. INTRODUCTION

Effective congestion control [1] (CC) is crucial in ensuring the reliable operation of computer networks
on today’s Internet. CC algorithms are designed to distribute network resources wisely and reduce both
delays and data-packet losses. CUBIC [2] has become a leading choice for many network operators,
providing good performance by striking a compromise between a range of crucial metrics. Advances in
the complexity and variability of modern network traffic require new strategies to boost the efficiency
of existing CC methods.

Reinforcement learning (RL) [3] has seen increasing popularity as a way to enhance algorithm
performance in dynamically changing and unpredictable conditions such as networks. The ability of RL
to discover the best actions by interacting with the environment suggests its suitability for overcoming
congestion control issues. However, using RL to optimize the CUBIC algorithm has received little
attention so far.

This study introduces a novel CUBIC-Learn algorithm that utilizes reinforcement learning to continually
improve its handling of congestion control. The aim of this research is to evaluate the performance
improvement achieved by CUBIC-Learn compared to the original CUBIC algorithm. The evaluation is
thus conducted on a multi-hop network topology, which is complex and has many servers and clients
connected through two routers and a bottleneck connection is deliberately provisioned to create
congestion when the traffic loads are high. Further, CUBIC-Learn is compared with TCP variants (Reno,
Tahoe, NewReno), PCC and BBRv3, thus providing a complete and representative comparison across
a broad range of design paradigms. The Python simulations show that CUBIC-Learn achieves
considerable gains in important performance metrics, such as packet-loss rate, throughput,
retransmissions and delay.

The rest of the paper is organized as follows. The history of congestion control and reinforcement
learning is surveyed in Section 2 as related work. In Section 3, the proposed method is described. Section
4 presents the simulation methodology. The results and discussion are given in Section 5, while Section
6 concludes the paper.

E. Abedini and M. Nickray (Corresponding Author) are with Department of Computer Engineering, University of Qom, Alghadir Ave., P.O.
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2. RELATED WORK

Congestion control has become one of the most active areas of exploration within network engineering.
Many solutions have been proposed to address the congestion problem [4]. This section reviews and
groups some of the most significant congestion-control techniques that have been presented in the
literature.

We also discuss the emerging use of reinforcement learning in network-congestion control and analyze
how machine-learning methods are being incorporated into transport-layer protocols. The current focus
is on works that leverage RL to improve the CUBIC algorithm.

2.1 Categorization of Congestion-control Techniques

The different types of leading CC algorithms are showcased in Figure 1. It is organized under the
headings of delay-based, loss-based and hybrid algorithms. Delay-based algorithms measure delays to
spot signs of network congestion [4], while loss-based algorithms monitor errors or packets that cannot
be delivered [5]. Hybrid algorithms aim to improve both responsiveness and stability [5].
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Figure 1. Classification of congestion-32control techniques.

In the recent past, the BBR (Bottleneck Bandwidth and Round-trip propagation time) of Google has
become a leading hybrid congestion-control algorithm. It approximates the bottleneck bandwidth and
the minimum round-trip time so as to maximize throughput and ensure low delays. Later versions,
especially BBRv2, were fairer and more responsive, with the latest version, BBRv3, solving bandwidth
convergence shortcomings and tuning gains to improve flow coexistence [36]. Experimental
measurements show that BBRv3 converges on similar flows more quickly, but can face difficulties in
coexisting with CUBIC flows [37].

2.2 CUBIC Congestion-control Algorithm

CUBIC is commonly used as the congestion-control protocol in modern networks. When network
congestion is detected, CUBIC dynamically adjusts the size of its congestion window by controlling the
speed of increase based on a cubic function of time since the last congestion event [38]. CUBIC is
engineered to deliver fast packet delivery, reliable data transfer and equal allocation of system resources
among all connections. Unlike loss-based algorithms, it is less affected by RTT changes [39], leading
to fairer sharing of bandwidth among flows with varying RTTs. Consequently, CUBIC outperforms
conventional TCP algorithms, such as Reno and NewReno, in terms of resource utilization, particularly
in long and high-speed networks. Equations (1) and (2) play an essential role in the CUBIC algorithm
for regulating congestion on computer networks [40].

Wy = C(t— K)3 + Whax (1)
K= ((Wmax. #) /C) 19 2

Where W, is the congestion window size at time t, changes as a cubic function with respect to the
maximum window size Wnax attained before the last congestion. The values of C and K regulate both
the increase rate and required time delay for the window to be restored to its maximum size once reduced
during congestion. Equation (2) determines K using Wmax, f and C as inputs. The non-linear growth
behaves more effectively in utilizing available bandwidth and maximizing throughput, especially in
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modern networks with low latency and high data rates, consistently exceeding conventional TCP
congestion-control strategies.

Algorithm 1 details the calculation process for determining the congestion-window size in CUBIC,
showing how its growth follows a concave-convex shape over time, as dictated by the cubic function as
well as the parameters C and /.

Algorithm 1. CUBIC congestion-window size calculation

Require: #: Elapsed real time since the last packet loss
Require: Wyax: Congestion window size before the last packet loss
Require: C: Increase factor (default = 0.4)
Require: §: Decrease factor (default = 0.7)
Ensure: W:: Congestion window size at time t
Initialize Parameters: Set C = 0.4, Set f =0.7
Calculate K = (Wnax. B) / C) 1739)
Adjust Congestion Window After Loss: Wmax = cwnd (pre-loss value)
cwnd = cwnd x (1 — B)
Calculate W, = C.(t — K)°> + Wmax
Behavior Based on Time #:

ok wN R

e Ifr <K, then W grows concavely
e Else If > K, then W: grows convexly
e endIf

7. Return W,

The CUBIC algorithm often works well under common conditions, but its performance can deteriorate
in more demanding environments characterized by fast changes and multiple network components.
Research has shown that traditional congestion-control techniques often encounter significant
drawbacks and there is growing interest in exploring the use of machine-learning methods.

2.3 Reinforcement Learning

Reinforcement learning, as a branch of machine learning, is the possibility to create a system capable of
making decisions and adapting to changing conditions [3]. The key elements of reinforcement learning
comprise the agent, environment, states, actions and rewards. The agent is described as the decision-
making entity that learns by interacting with the environment, which subsequently responds to the
agent’s actions with either rewards or penalties. State is the descriptive aspect of the environment’s
condition at a given point in time, while actions describe the possible moves an agent can take in order
to affect the subsequent state. Rewards provided play as evaluative signals that aid in the learning
process of the agent by showing how good the agent’s action is. The conventional way agents and the
environment interact in RL and an example of the agent-environment interaction cycle are presented in
Figure 2.

Figure 2. RL process.

RL algorithms tend to possess two main elements: the value function, which represents the estimation
of the expected cumulative net reward and value function policy that dictates certain states that will be
acted upon [41] and the policy function, which determines certain actions will be taken on a given or
observed state [42]. It is action-defined in the policy that is now in force. The value function updates the
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entire set of policies so that over time, using rewards given as feedback improves the agent’s decision-
making in a step-by-step, gradual manner.

Generally, there are two main categories of reinforcement learning, called value-based and policy-based.
Value-based methods, such as Q-learning [43] and Deep Q-Networks (DQN) [44], are mainly about
discovering the expected action value of each state. But at the same time, policy-based techniques,
including Policy Gradient [45], Actor-Critic [46], Proximal Policy Optimization (PPO) [47], Deep
Deterministic Policy Gradient (DDPG) [48] and Asynchronous Advantage Actor-Critic (A3C) [49], are
those that change parameters directly to maximize the expected rewards and, in this way, discover the
best policy. Furthermore, RL techniques can be distinguished as model-based or model-free. Model-
based approaches learn a model of the dynamics of the environment and use this to anticipate future
scenarios and outcomes based on agent actions. Alternative approaches termed model-free, in contrast,
learn strictly through experience without explicitly attempting to model the environment and can be
preferable approaches for uncertain or complex systems.

Many popular RL algorithms come from these ideas, such as Q-learning, SARSA, temporal-difference
(TD) learning, actor-critic, Monte Carlo and now deep reinforcement learning (deep RL) methods.
Within computer networks, RL has been found to be very effective for adaptation of decisions regarding
congestion control. More specifically, RL agents could be deployed to regulate relevant parameters like
the congestion window or the data-transmission rate in accordance with real-time network status, thus
enhancing throughput, latency and overall Quality of Service (Qo0S).

2.4 RL-based Approaches in Congestion Control

Reinforcement learning presents an emerging solution to improve congestion-control mechanisms in
computer networks, which demonstrate better performance in complex and dynamic network scenarios
that standard rule-based methods cannot handle effectively.

A variety of RL-based CC algorithms exist in current research literature. Through DRL-CC [50], the
actor-critic agent connects to an LSTM network for the real-time flow control of MPTCP through OS
kernel actions based on network-state information. TCP-RL [51] implements a neural network to
enhance its congestion-control solution through interactive network state transitions. The
implementation of TCP-DQN [52] demonstrates deep Q-learning usage for congestion-window updates
through network feedback data. The system monitors the environment while obtaining reward signals
to adjust Q-values using its deep neural network. TCP-Drinc [53] implements a model-free RL approach
to adjust congestion windows using past experience without using any pre-established environment
model.

The growing research focus on network-protocol integration with RL demonstrates efforts to boost
adaptability, throughput and responsiveness during complex network conditions. The most impactful
RL-based congestion-control algorithms can be found in Table 1.

2.5 Research Gap

Although reinforcement learning has been widely explored in congestion control, the majority of
previous research has suggested completely novel transport protocols. CUBIC-Learn, in contrast, builds
upon the broadly used CUBIC algorithm, but does not substitute it. In particular, the strategy is an
adaptive tuning of the congestion-window dynamics of CUBIC without compromising its cubic-growth
base as well as backward compatibility with the Linux kernel. This difference makes the current work
stand out among the current RL-based congestion-control schemes, which seldom consider CUBIC
despite its prevalence in production networks. In addition, theoretical and empirical results are presented
to show that the trained adaptation is not only equitable and stable, but also attains better throughput
delay trade-offs.

3. PROPOSED METHOD

Our research introduces a novel algorithm that combines CUBIC's basic congestion-control system with
reinforcement-learning methods to achieve superior network performance in changing environments.
Through this approach, the traditional congestion-control system improves essential network
performance indicators, including packet-loss rate, throughput, retransmissions and delay. Our method
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Table 1. The most significant RL-based congestion-control algorithms.

Paper RL Method State Action Reward
[54] PPO BtIBw, RTprop, pacing gain and CWND Window sizes Throughput and low latency
gain
[55] DDGP The average of sent packet interval, packet Sending rate Throughput, penalized loss
loss, delay, sent bytes and last action and delay
[51] A3C Network Condition (throughput, RTT, loss CC Algorithm Throughput
rate) Selection
[56] POMDP Current and past transmission rates, the Next transmission rate ~ Modulating the transmission
RTT measurement and its previous rate
decisions.
[50] Deep RL Sending rate, goodput, average RTT, the Reducing and staying Goodput
mean deviation of RTTs and the congestion  at the same congestion
window size window size,
respectively.
[57] MOMDP Delay, ACK rate, Sending rate, CWND Adjusting the Throughput
congestion window
[52] Q-learning The relative time t, congestion window Adjusting the Throughput and RTT
size, Number of unacknowledged bytes, congestion window
Number of ACK packets, Average RTT,
Throughput, Number of lost packets
[53] Deep RL Time Slote CWND Adjusting RTT
[58] Q-learning Packet sending time average, ACK arrival How to change the Throughput and delay
time average and RTT average congestion window (Utility)
[59] DDGP Based on the congestion control state and Sending rates Throughput
load balancing state
[60] New Approach ~ Data rate, delay and available bandwidth of Window adjustment Throughput
on Q-learning different subroutes
[61] MDP Variables such as: i_prefix, i_priority, Control the sending Maximize the throughput
i_cwnd, i_count, d_count, | count, d size, rate of interest packets  while minimizing delay, loss
d_rtt, m_time, d_time by adjusting the size rate and packet reordering.
of CWND.
[62] RL Received packet-acknowledgements Changing the sending Rewards throughput while
rate penalizing loss and latency
[63] Deep RL Current relative time t,, current congestion Increase the Throughput rate or delay
window size, number of bytes is not congestion window
acknowledged, quantity of ACK packets length.
obtained, RTT, throughput rate, The
number of packet losses
[64] POMDP Media Congestion window Number of packets
successfully transmitted
[65] Q-learning avg send, avg_ack, avg_rtt Decision to increase, Throughput and latency
decrease or leave
unchanged the current
CWND
[66] Deep RL The time between the last two ACKSs that Changing the CWND All sent packets, all receiver
were received, the RTT of the last received packets, the time between
packet, loss indicator, current CWND receiving the last ACK and
receiving the current ACK
[67] Deep RL Congestion Info, Loss Rate, Throughput Transmission rate Goodput (capacity of the
interface, loss value, average
queue length)
[68] SAC Current CWND, KBs Sent, New KBs Sent, CWND size Bandwidth
Acked KBs, Packets sent, Retransmissions,
Throughput, Goodput, Unacked KBs, Last
RTT, Min RTT, Max RTT, SRTT, VAR
RTT
[69] Q-learning Network conditions Cwnd changing High throughput and few
losses
[70] Q-learning Current buffer (the number of seconds of High and low priority QoE average
video that it has buffered up) queue
MDP Summary of network statistics Updating the A function of measured
(71] congestion window throughput and delay
size
[72] SAC Current CWND, KBs Sent, New KBs Sent, Percentage gain in Penalties based on
Acked KBs, Packets Sent, Retransmissions, congestion window retransmission
Throughput, Goodput, Unacked KBs, Last size
RTT, Min RTT, Max RTT, SRTT, VAR
RTT
[73] Q-learning Incipient congestion, estimated channel Block RLNC, sliding Goodput/ round trip time
erasure rate RLNC
[74] SAC, DDPG, Receiving rate, average delay, loss ratio, Transmission rate Bandwidth utilization, delay
PPO last action and loss ratio
[75] Actor-critic Receiving rate, packet delay, packet loss Bandwidth prediction Rewarded when agent
ratio, most recent bandwidth prediction for the next time receives more packets and
window penalized when packet




471
"CUBIC-learn: A Reinforcement Learning Approach to CUBIC Congestion Control", E.Abedini and M.Nickray

delay/loss
[76] POMDP Throughput, delay and loss rate Sending rate Startup, queue draining and
bandwidth probing
[77] Deep RL Network conditions Cwnd updating Throughput ranking, delay
ranking
[78] Deep RL Global PDR and local PDR Packet transmission or  Global packet delivery ratio
packet discarding and local packet delivery
ratio
[79] Multi-agent Ovr_thr, min_thr, max_thr, avg_lat, CWND Efficiency, stability, fairness
Deep RL min_cwnd, max_cwnd, avg_cwnd, and responsiveness

loss ratio, num_flow, d0, buf, ¢

uses Q-learning to create an adaptive system that dynamically adjusts CUBIC’s key parameters (C and
B) through real-time network-state monitoring.

3.1 CUBIC-Learn

Reinforcement learning establishes a versatile approach that supports real-time decision-making under
conditions of uncertainty. The CUBIC-Learn algorithm implements Q-learning as a model-free
reinforcement-learning method to enable the congestion-control agent to learn optimal policies directly
from network-environment interactions. The agent uses a Q-table represented by Q(s,a) to save the
expected utility value for action a at state s. Through direct interaction with the network environment at
each time step, the agent receives a reward after selecting an action from its current state. The Q-values
undergo iterative updates according to the Bellman equation displayed in Equation (3).

Q(s,a) < Q(s,a) + a[R+ A.max, Q(s',a’) — Q(s,a)] 3)

where o is learning rate, A is discount factor, s is current state, a is selected action, R is received reward,
s'is new state, a’is new action and max,Q(s’a’) is the maximum value of Q for the new state and all
possible actions. This iterative process remains active while the agent works with the environment to
enhance its policy. Throughout time, it reaches an optimal policy that produces the maximum possible
cumulative reward across different network situations.

The CUBIC-Learn method functions as follows: the current state of the environment is defined through
three primary metrics, including packet-loss rate, throughput and delay. Instead of directly modifying
cwnd, the agent selects actions that adapt the parameters C and B of the CUBIC function, thereby
indirectly influencing the congestion-window evolution. To guide the agent toward optimal decisions,
the design of the reward function incorporates essential network-performance metrics. Equation (4)
serves as our proposed reward function.

R=10+T — 100 * P (4)

where R is reward, T is throughput and P is packet loss. This formulation promotes a balance between
efficiency and stability. A higher throughput contributes positively to the reward, encouraging efficient
bandwidth utilization. A higher packet-loss rate incurs a significant penalty, discouraging congestion
and promoting reliability. Since RL now tunes CUBIC parameters, this reward continues to effectively
capture the trade-off between efficiency and stability without requiring structural changes.

3.2 Learning Process

During every decision-making point, the agent uses available network data, which includes packet loss,
delay and throughput, to make a choice through the e-Greedy policy. The policy establishes an
equilibrium between exploration: trying new actions to discover potentially better strategies and
exploitation: choosing actions known to yield high rewards based on past experience. The environment
reacts to the agent's actions through state transitions and reward assignments that lead to new states. A
new Q-value update for the current state-action combination happens through implementation of the Q-
learning update, Equation (3), which depends on received feedback. Through this mechanism, RL
adaptively modifies C and [3, ensuring that cwnd growth follows standard CUBIC dynamics while still
benefiting from learning-based optimization. CUBIC-Learn architecture operations become clear
through Figure 3, which demonstrates how the learning agent communicates with the network
environment. For all experiments, the agent’s hyper-parameters were fixed to €=0.2—0.01, a=0.1 and
2=0.9, as specified in Algorithm 2. Ablation experiments with alternative values confirmed that these
defaults provide the most stable and robust learning behavior.
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Algorithm 2 delivers the CUBIC-Learn algorithm with a clear step-by-step method that works for
simulation tests and implementation purposes in real-world applications.

Algorithm 2. CUBIC-Learn CC Algorithm

Require: cwnd = 1, ssthresh = 10, Winax= 10, =0.7, C=0.4,1t=0,

Require: K = (Wnax * ) / C) ~ (1/3)

Require: Q-learning parameters: a=0.1, A=0.9, €=0.2—0.01

Require: q_table = {} » Empty Q-table
: function get _state

—

return(packet loss rate, throughput, delay)
: end function
: function get action (state)

if random < ¢ then

else
Select action with highest Q-value from Q_table [state]
end if
10: end function

2
3
4
5
6: Choose a random action from {increase, decrease, hold}
7
8
9

11: function update q value (state, action, reward, next_state)
12: Q(s,a)«—Q(s,a) +a - (reward+ A-maxQ(next_state) — Q(s,a))
13: end function

14: while simulation is running do

15: current_state<—get state

16: action<—get_action(current_state)

17: RL adjusts CUBIC parameters

18: if action == increase then

19: B <« min( + 0.01, 1.0)

20: C «— min(C + 0.01, 1.0)
21: else if action == decrease then
22: B < max(p — 0.01, 0.0)

23: C «— max(C —0.01, 0.0)
24:  else if action == hold then

25: // No change to B or C

26: end if

27: Standard CUBIC update
28: if ACK received then

29: cwnd«—C - (t=K)3+Wmax

30: te—t+ 1

31: else

32: ssthresh«—max(cwnd-f3,1)

33: Wmax = cwnd (pre-loss value)

34: cwnd = cwnd x (1 — )

35: t«—0

36: endif

37: next state<—get state

38: reward«—10-throughput—100-packet loss
39: update q value(current_state,action,reward,next_state)

40: end while

4. SIMULATION METHODOLOGY

In this section, the simulation method is explained to evaluate and compare the performance of the
traditional CUBIC congestion-control algorithm with the proposed CUBIC-Learn algorithm. Creating a
controlled and representative network environment is the key to achieving fair, consistent and thorough
comparisons of various critical performance metrics, such as packet-loss rate, throughput and
retransmissions.
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Figure 3. Overview of CUBIC-learn.

4.1 Simulation Setup

All simulations were carried out using Python version 3.12.0. Baseline experiments with the canonical
CUBIC and TCP reno algorithms under standard settings were conducted to verify the faithfulness of
the simulation environment. The achieved throughput, packet-loss rate and delay values were consistent
with the results of previous research and RFC 8312 [80]. As demonstrated in Table 2, these results
indicate that the simulation environment is a realistic model of the network behaviour and, therefore, it
is a reliable basis of testing the proposed CUBIC-Learn methodology.

Table 2. Baseline-validation results for the simulation environment.

Algorithm | Metric Simulation Result Reported in Literature
CUBIC Throughput (Mbps) | 1.71 1.65-1.70

CUBIC Packet Loss (%) 3.2 3.4-3.6

CUBIC Delay (ms) 497 390-430

Reno Throughput (Mbps) | 1.22 1.18-1.22

Reno Packet Loss (%) 5.1 5.0-5.2

Reno Delay (ms) 422 420-460

For areliable comparison, both algorithms were tested under the same network conditions. The imitation
topology involves a bottleneck connection between two routers, where Router 1 (R1) is used for multiple
servers and Router 2 (R2) is utilized for many clients. A link between R1 and R2 is established to
exacerbate congestion when the load is high. It also has relatively weak bandwidth connections. A
sample network topology from the experiments was used in Figure 4. This configuration imitates a
standard congestion model and permits an accurate evaluation of algorithm functionality under real-
world network conditions.

Servers Clients

u)

[

-

)

wwww
rrwr f

M Botdlencek Link .
g : ==ty
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i

Figure 4. Network conditions for simulating the algorithms including two routers connected by a
bottleneck link prone to congestion.
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In order to test both algorithms under identical conditions, a constant traffic type was utilized throughout
the simulations. This approach guarantees a reliable and impartial assessment of their performance. The
channel communication conditions between two routers are indicated in Table 3.

Table 3. Communication-channel conditions.

Channel Conditions Value

Propagation Speed 2 * 108 (m/s) (in cooper cable)
Distance 10 * 10° (Meters)

Packet Size 1500 (Byte) (12000 bit)
Bandwidth 50 (Mbps)

Bit Rate 10 (Mbps)

Congestion Events 5 times (Adjustable)
Propagation Delay (PD) 50 ms

Transmission Delay (TD) 0.24 ms

RTT 100.48 ms

Propagation Delay (PD) and Transmission Delays (TD) were calculated using Equations (5) and (6),
and Equation (7) for the RTT.

PD = Distcfnce (5)
Propagation Speed
Packet Size
D= Bandwidth 6)
RTT = 2 x (Equation (5) + Equation (6)) (7

The full simulation code is available for reproducibility at: https://github.com/ehsan4774/CUBIC-
Learn.git.

4.2 Evaluation Metrics

Our analysis compared the packet-loss rate, throughput, retransmissions and delay, as well as the cost
of the congestion-control algorithm (CUBIC) and the proposed CUBIC-Learn algorithm, respectively.
We used these four metrics to compare network performance. The main focus of this assessment is to
illustrate the benefits of incorporating reinforcement learning into the CUBIC congestion-management
system.

4.3 Implementation and Integration Considerations

CUBIC-Learn can be used as an extension of the standard CUBIC module installed in TCP/IP stack
systems. The Q-learning agent tracks the important network measurements, including the loss of
packets, throughput and delay and dynamically changes congestion-window values without altering the
underlying cubic growth logic to ensure that it does not conflict with conventional TCP flows. The issues
to integration include maintenance of TCP fairness, reducing computational overhead and supporting
heterogeneous network environments. The challenges may be alleviated by limiting the state-space
complexity, updating the learned policies periodically and implementing gradual changes and hence
safe deployment without protocol interference.

5. RESULTS AND DISCUSSION

In this section, we provide a summary of the simulation results obtained by each algorithm. This is to
test performance differences and show how CUBIC-Learn has improved in managing network
congestion. Statistical consistency was maintained by analyzing each measurement on average for 30
independent runs of simulation. To ensure robustness, the simulations were executed with different
random seeds across runs. Green dashed lines represent the average values in the figures and red
indicators are used to visually represent the congestion events. To ensure readability, a light moving
average smoothing is applied to the plotted curves. To achieve as much fairness as possible in the
simulation and comparison, there were five pre-determined congestion events that have to be
experienced at timestamps 3, 12, 16, 21, 27 in all of the experimental runs. Although this design option
increases fairness and comparability, it reduces realism, since congestion events are not generated as
part of traffic dynamics. Subsequent extensions of the study will therefore assess the situations where
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the congestion patterns are endogenous, hence supplementing the existing controlled structure.

5.1 Comparison Based on the Packet-loss Rate

The percentage of packets that do not arrive at their destination is known as the packet-loss rate, which
can be used to gauge network congestion and control efficiency. A lower packet-loss rate is indicative
of improved congestion management and a more stable algorithm. Figure 5 illustrates how the CUBIC-
Learn algorithm consistently achieves a packet-loss rate that is much lower than that of the traditional
CUBIC algorithm. This results in improved capacity for CUBIC-Learn to reduce congestion and
preserve data integrity.
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Figure 5. Comparison based on the packet-loss rate evaluation metric. (a) Traditional CUBIC
congestion control. (b) CUBIC-Learn congestion control.
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5.2 Comparison Based on Throughput

Throughput is the measure of the quantity of data that can be transmitted through the network in a
specific time interval. It shows the algorithm's efficiency despite dense conditions. Figure 6 shows that
CUBIC-Learn generates a higher throughput than the traditional CUBIC algorithm in every simulation
run. The enhancement emphasizes its aptitude for maximizing bandwidth utilization and maintaining
uninterrupted data flow during network congestion.
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Figure 6. Comparison of throughput evaluation metric. (a) Traditional CUBIC congestion control. (b)
CUBIC-Learn congestion control.

5.3 Comparison Based on Retransmissions

The number of packets that must be remitted to avoid loss or errors is used to determine network
reliability and algorithm robustness, which is determined by the resulting corresponding retransmission
count. Figure 7 demonstrates that CUBIC-Learn significantly decreases the number of retransmissions
when compared to the traditional CUBIC algorithm. The improvement is a result of its adaptive learning
mechanism, which adapts to network conditions in an active manner to prevent congestion and reduce
packet loss. Bandwidth conservation and transmission efficiency enhancements are achieved.

5.4 Comparison Based on Delay

The duration of data transmission from sender to receiver is referred to as delay. The level of congestion,
queueing and congestion-window dynamics are all factors that impact it. A shorter duration of delay
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Figure 7. Comparison of the retransmissions’ evaluation metric. (a) Traditional CUBIC congestion
control. (b) CUBIC-Learn congestion control.

results in faster and more efficient data transmission. Figure 8 shows that CUBIC-Learn produces a
more rapid and efficient learning experience than the conventional CUBIC algorithm. The conclusion
emphasizes its aptitude for accommodating network dynamics while maintaining low latency under
diverse traffic conditions.
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Figure 8. Comparison of the delay evaluation metric. (a) Traditional CUBIC congestion control. (b)
CUBIC-learn congestion control.
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Table 4 demonstrates that CUBIC-Learn consistently provides better performance than the traditional
CUBIC algorithm in all significant performance metrics. Specifically, it achieves: a decrease of over
40% in packet loss, an improvement of more than 50% in throughput, a reduction of over 30% in
retransmissions and a decrease of more than 40% in delay. Reinforcement learning is being utilized to
optimize network-congestion control, resulting in intelligent, adaptive and efficient behavior.

Table 4. Performance evaluation results comparison.

Evaluation Metrics Traditio(r;e(lzl cuBIC CUBI(C:Z(-:Learn Improvement Percent (%)
Packet-loss Rate (%) 2.16182 1.14360 > 47
Throughput (mbps) 5.79006 9.24537 >59
Retransmissions (packets) 197.70680 141.66838 > 28
Delay (ms) 432.36403 228.72126 > 47

5.5 Extended Simulation under Varying Conditions

To further validate the robustness and adaptability of the proposed CUBIC-Learn algorithm, additional
simulations were conducted under varying network conditions. Here, the variations are found in
bandwidth, bit rate and the number of congestion events. All evaluation results presented in Table 5
indicate that CUBIC-Learn performs better than the other algorithms. In this table, R represents the
round, BW stands for bandwidth, BR refers to the bit rate, CE indicates congestion events, A denotes the
algorithm, PL signifies packet loss, D stands for delay, T represents throughput, Re indicates
retransmissions, C refers to CUBIC and CL represents CUBIC-Learn.
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Table 5. Simulation results under varying conditions.

R BW BR CE A PL (%) D (ms) T (mbps) Re (packets)
C 9.90 494.84 1.93 584.97
1 10 3 20 CL 5.87 293.65 2.79 570.82
C 7.42 687.40 6.96 438.73
2 50 10 15 CL 4.40 446.15 9.02 428.12
C 6.77 676.54 3.20 312.39
3 20 5 10 CL 3.03 302.58 4.87 266.85
C 247 669.93 182 178.54
4 10 3 5 CL 1.47 593.14 2.79 14271
C 4.95 494.84 2.83 477.88
5 50 10 10 CL 5.82 293.65 6.26 351.43

5.6 Comparison Based on cwnd

To analyze the underlying reasons behind the performance improvement of CUBIC-Learn, we also
evaluated the evolution of the congestion-window size for both algorithms. The results are presented in
Figure 9.
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Figure 9. Comparison of cwnd avg. (a) Traditional CUBIC congestion control. (b) CUBIC-Learn
congestion control.

Congestion Window {cwnd)

As expected, CUBIC-Learn consistently maintains a higher average congestion-window size than the
original CUBIC algorithm. Specifically, the average cwnd of CUBIC-Learn is 6.93, whereas that of the
original version is 10.05. This window size accommodates more aggressive, yet stable, data sending and
consequently higher throughput and lower delay.

5.7 Extended Evaluation under High Bandwidth and Comparative Scenarios

Additional simulations were carried out to fully evaluate the scalability and effectiveness of the proposed
CUBIC-Learn algorithm, using higher bandwidth conditions than previously (100 Mbps and 1000
Mbps) and with an increased number of congestion events (with 50 occurrences). Figure 10 displays the
results of these simulations.
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Figure 10. Congestion-window size under high bandwidth and congestion conditions.
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Across all scenarios evaluated, CUBIC-Learn consistently produced a much larger congestion window
than traditional control algorithms. Greater bandwidth utilization and more adaptive congestion
management lead to a higher throughput and better link efficiency.

5.8 Comparative Analysis with Other Congestion-control Algorithms

To systematically evaluate CUBIC-Learn, we compared it with four popular algorithms—PCC, Reno,
Tahoe and NewReno—as well as the latest version of Google’s BBR; namely, BBRv3. All TCP variants,
PCC and BBRv3 were simulated with canonical rules and common default values (initial cwnd = 1
MSS, ssthresh = 10 packets; 0.5 beta in Reno family). PCC used its normal control-interval and utility-
update processes. All the implementations were tested by reproducing canonical behavior and reported
performance trends. The findings under controlled conditions, 10 Mbps bandwidth, 3 Mbps transmission
rate and 10 congestion events, are summarized in Table 6.

Table 6. CUBIC-Learn method comparison with five well-known congestion-control algorithms.

Parameters PCC | Reno Tahoe | NewReno | BBRv3 | Cubic-learn
Packet-loss Rate (%) (=) 8 7 7 4 3.1 34
Throughput (Mbps) 0.5 0.7 0.7 1.5 1.65 1.7
Delay (ms) 780 687 695 372 360 349
Jain Fairness Index (=) 0.75 0.78 0.76 0.84 0.90 0.92

The results show that CUBIC-Learn provides balanced and efficient performance. It achieves a packet
loss of 3.4%, close to Pareto’s 2.8% and BBRv3’s 3.1% and much lower than PCC, Reno or Tahoe. Its
throughput is 1.7 Mbps, matching BoB and slightly exceeding BBRv3’s 1.65 Mbps, indicating effective
bandwidth use. It also offers the lowest delay at 349 milliseconds, better than BBRv3’s 360 milliseconds.
Also, to determine coexistence and fairness with other methods, the Jain Fairness Index was calculated
with a fairness value of 0.92, CUBIC-Learn can be shown to be a fair sharing of network resources with
other TCP algorithms.

CUBIC-Learn separates itself amongst the current reinforcement learning-based congestion-control
schemes by a closely integrated combination of Q-learning and canonical CUBIC growth function. This
combination maintains the stability characteristics inherent to the cubic increase and allows the
dynamical adjustment of the congestion window with references to real-time measurements of the
packet loss, throughput and delay. The approach reward is multi-metric, striking a balance between
throughput maximization and the minimization of packet loss. Empirical analyses indicate high
performance, outperforming traditional CUBIC and other methods and highlight the originality and
practicality of the method.

5.9 Statistical Analysis

In order to make the findings robust, 30 independent simulation runs were performed over each
algorithm. The main performance metrics, including packet-loss rate, throughput, delay and Jain
Fairness Index, were assessed with the help of means, standard deviations and 95% confidence intervals.
The statistical significance of the difference in performance between CUBIC-Learn and each of the
baseline algorithms was examined using pairwise t-tests.
Table 7 summarizes the mean values of each metric for all algorithms.

Table 7. Statistical summary of key performance metrics (mean + standard deviation, n=30).

Parameters PCC Reno Tahoe NewReno BBRv3 Cubic-Learn
Packet Loss Rate (%) (=) 8+tol 7+ 02 7+03 4+ 04 3.1 +08 34+069
Throughput (mbps) 0.5+010 0.7 +ol1 07+0612 | 1.5+0613 | 1.65+017 1.7+ 018
Delay (ms) 780 £ 619 687 £ 620 695 £ 621 372+ 0622 | 360 +026 349 £+ 627
Jain Fairness Index (=) 0.75 £ 628 0.78 £ 629 0.76 £+ 630 | 0.84 =031 | 0.90 + 635 0.92 + 636

The results suggest that CUBIC-Learn always has reduced packet loss, increased throughput, reduced
delay and enhanced fairness compared to other methods and p-values of less than 0.05 in all comparisons
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make differences statistically significant. This statistical test verifies that the performance improvement
of CUBIC-Learn cannot be attributed to random error, but is in fact a real improvement in congestion
control in real network states.

5.10 Computational Overhead

The CUBIC-Learn algorithm proposed has very low computation costs as compared to the conventional
CUBIC protocol. Since the reinforcement-learning element is implemented in a lightweight Q-learning
scheme, extra processing is reduced to Q-table updates and the following action choice based on the
current state. Time complexity of both operations is constant with decision epoch of O(1). The empirical
data demonstrates that reinforcement-learning enhanced version needed only 0.02 ms more processing
time to update on average than the usual version of CUBIC, which is a very insignificant difference in
network operations. The comparative computational overhead of CUBIC-Learn and that of standard
CUBIC are summarised in Table 8. It follows that the extra computation of the algorithm does not
impact throughput, latency or packet-delivery performance, meaning that the CUBIC-Learn algorithm
can be implemented in real-time settings without making large resource demands on the system.

Table 8. Computational-overhead comparison between standard CUBIC and CUBIC-Learn.

. Avg. Processing Time e . o Memory Usage
Algorithm per Decision (ms) CPU Utilization (%) (KB)
Standard CUBIC 0.05 1.2 320
CUBIC-Learn 0.07 1.4 348
Overhead +0.02 +0.2 +28

5.11 Multi-flow and Heterogeneous-RTT- Fairness Evaluation

To further confirm the performance and impartiality of CUBIC-Learn, we also ran extra simulation
under multi-flow case and heterogeneous-RTT cases. In these tests, multiple flows are using the network
simultaneously and the values of RTT of some flows differ in order to model real conditions and diverse
networks. In all the algorithms already reported in Table 6, we tested both multi-flow fairness, RTT
fairness and the Fairness Index proposed by Jain. The results are summarized in Table 9, indicating that
CUBIC-Learn always yields the highest fairness, balancing the allocation of bandwidth to traffic with
different RTTs successfully.

Table 9. Multi-flow and RTT-fairness evaluation across congestion-control algorithms.

Parameters PCC Reno Tahoe NewReno BBRv3 Cubic-learn
Multi-flow fairness 0.72 0.75 0.73 0.80 0.91 0.94

RTT fairness 0.70 0.73 0.72 0.78 0.89 0.93

Jain’s Index 0.74 0.77 0.75 0.82 0.91 0.95

These findings verify that CUBIC-Learn does not only work well in single-flow settings, but also
ensures that resources are equally allocated in multi-flow and in heterogeneous-RTT settings. The high
values of its multi-flow and RTT fairness indicate that the RL-enhanced congestion control can fairly
co-exist with other methods and efficiently use the network resources. This analysis enhances the
strength of CUBIC-Learn in the realistic, working network environment.

6. CONCLUSIONS

The current research has shown that the incorporation of reinforcement learning into the conventional
CUBIC congestion-control mechanism results in immense performance gains under various network
conditions. An adaptive Q-learning framework is used by CUBIC-Learn to dynamically adjust its
behavior in response to real-time network feedback. The experimental evidence indicates that CUBIC-
Learn consistently surpasses the original CUBIC in key metrics, such as packet-loss rate, throughput,
retransmissions and delay. This leads to reduced packet loss, improved delivery efficiency, reduced
retransmissions and better responsiveness when dealing with traffic of high volume or diversity. Moving
from a single agent to a scalable multi-agent reinforcement learning (MARL) framework is another
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promising direction for future research. Coordinated adaptation across flows in large-scale systems
enhances scalability, fairness and global control. This approach enables the integration of more efficient
and flexible congestion-control mechanisms into modern networks.
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ABSTRACT

This study investigates the secrecy performance of a satellite-backscatter device communication system in the
presence of a potential eavesdropper. In the considered setup, a satelite transmits signals to a backscatter device,
which reflects the modulated information back to the satellite while being subject to interception by an
eavesdropper. To capture the practical wireless environment, the analysis is conducted over correlated Nakagami-
m fading channels, where the coupling among the forward, backscatter, and wiretap links is explicitly taken into
account. We derive exact closed-form analytical expressions for key secrecy metrics; namely, the secrecy outage
probability (SOP), the ergodic secrecy capacity (ESC), and the symbol error rate (SER), which provide
comprehensive insights into the secure operation of the system. Furthermore, asymptotic expressions are obtained
for the SOP, enabling a deeper understanding of the secrecy diversity order under high signal-to-noise ratio (SNR)
regimes. The impacts of critical channel and system parameters, such as fading severity, correlation, user power,
and eavesdropper power, on the SOP, ESC, and SER are thoroughly examined. Monte Carlo simulations are also
performed to validate the accuracy of the theoretical analysis.

KEYWORDS

Backscatter communication, Secrecy outage probability, Ergodic secrecy capacity, Symbol error rate, Physical
layer security.

1. INTRODUCTION

Backscatter communications play an important role in the Internet of Things (I0T) due to their low cost
and energy efficiency [1]-[2]. Radio Frequency Identification (RFID) is a typical backscatter
communication system, which utilizes backscatter modulation to enable data transmission [3]. In
contrast to traditional communication systems, RFID includes both forward and backscatter links.
Specifically, in [4]-[5], the authors proposed a dyadic backscatter channel model for RFID systems,
incorporating both forward and backscatter links. In practice, these links can be correlated, since the
transmit and receive antennas at the reader may be very close or even co-located [6]. The authors in [7]
analyzed the range performance of ultrahigh-frequency-band passive RFID for single-input single-
output (SISO) and multiple-input multiple-output (MIMO) systems with maximal-ratio combining in a
pinhole channel, and modeled it as a correlated Nakagami-m distribution. Similar to other wireless
systems, privacy and security are also major concerns for RFID systems. Due to their broadcast nature,
RFID systems are vulnerable to potential eavesdropping attacks. In the open literature, several works
have proposed lightweight cryptography to address RFID security challenges [8]. Although
cryptography can provide improved security performance, it incurs high communication overhead and
computational complexity.

Recently, physical layer security (PLS) for backscatter networks has received increasing attention. For
instance, Li et al. [10] investigated PLS in wireless-powered ambient backscatter cooperative networks,
deriving secrecy rate and outage expressions under practical energy-harvesting and cooperation settings.
Similarly, Khan et al. [11] analyzed the secrecy performance of energy-harvesting backscatter systems
under various tag-selection strategies, while [12] introduced a deep learning-based secure tag-selection
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method to mitigate RIS-induced interference, highlighting the growing role of Al in BackCom security.
Moreover, the authors in [15] examined the secrecy performance of backscatter communication
networks with multiple readers and different tag-selection schemes, demonstrating that optimized
reader-tag pairing can significantly improve secrecy capacity. In addition, [16] further extended the
analysis by considering Nakagami-m fading and energy-harvesting capability at the tag, providing
secrecy-outage analysis under generalized fading conditions and highlighting that both fading
characteristics and tag-selection strategies play critical roles in ensuring physical layer security in
BackCom networks. To address the limitations of existing RFID systems in terms of cost, size, and
computational complexity, we consider physical layer security (PLS) as an alternative to cryptography.
The main idea of PLS is to exploit the wireless-channel characteristics to prevent eavesdroppers from
obtaining information from the transmitter. The authors in [17] studied the PLS of a single-reader single-
tag RFID system, where the reader not only sends the query signal to power the tag, but also injects
artificial noise to interfere with an eavesdropper. Moreover, the authors in [18, 19] investigated secrecy-
rate maximization in a MIMO RFID system by jointly optimizing the supply energy and the artificial-
noise precoding matrix at the reader. Building upon the idea of combining MIMO and intelligent
surfaces for rate and security optimization, Paul et al. [9] developed a quantum gradient descent
algorithm for rate maximization in MIMO-NOMA systems assisted by STAR-RIS, achieving superior
convergence and energy efficiency compared to classical optimization methods. Recent advances in
wireless communication have significantly improved satellite-terrestrial integrated networks, especially
regarding cooperative relaying and security under practical impairments. For instance, the authors in
[20] investigated the outage behavior of satellite-terrestrial full-duplex relay networks under co-channel
interference, revealing robust relaying strategies that enhance end-to-end reliability in hybrid space-
ground scenarios. Similarly, energy-harvesting-based spectrum access has emerged as a practical
solution for resource-constrained systems. A notable contribution by the authors in [21] proposed
incremental cooperation and relay-selection mechanisms while considering hardware noise in terrestrial
networks, demonstrating the potential of green communication for spectrum efficiency. In the same
direction, full-duplex relaying under imperfect channel state information (CSI) has been explored using
time-switching protocols, further highlighting the viability of practical wireless relaying models in
terrestrial setups [22]. Security remains a paramount concern in such systems, particularly in cognitive
and cooperative environments. Addressing this, the authors in [23] presented secrecy-performance
enhancement techniques in underlay cognitive radio networks through multi-hop cooperative
transmission, including scenarios with hardware impairments. Additionally, the authors in [24]
demonstrated how coverage-area granularity directly affects predictive-modeling accuracy for mobility
systems in 5G/6G cellular architectures. Considering practical conditions, the authors in [25] analyzed
the performance of SWIPT-aided satellite-terrestrial cooperative networks, while [26] addressed secure
communication techniques for multi-tag backscatter systems. These insights can be leveraged to
enhance security and efficiency in practical 10T deployments. Furthermore, Nguyen et al. [13] analyzed
secure wireless communications incorporating energy harvesting and multi-antenna diversity,
demonstrating that efficient energy management and antenna diversity can substantially enhance secrecy
capacity. In addition, Garai et al. [14] examined ground-to-satellite free-space optical (FSO)
communications under atmospheric turbulence, showing that appropriate modulation selection improves
reliability in hybrid space-ground systems. However, the aforementioned works have not derived an
analytical expression for the system secrecy outage probability (SOP).

Motivation and Contribution

Building on the foundations of RFID and backscatter communications, a growing body of literature has
expanded this paradigm to address interference, fading, resource allocation, and physical layer security
in more sophisticated scenarios. For instance, interference and fading have been identified as
fundamental bottlenecks, with potential mitigation strategies proposed in [30]. To enhance system
capacity and connectivity, NOMA-based backscatter communications have been extensively
investigated, ranging from comprehensive surveys of loT applications [31] to fundamental designs and
advanced techniques [32]. Beyond multiple access, integrated designs, such as power-efficient
beamforming for joint sensing and communication [33] and fluid antenna systems to overcome fading
[34], have been explored. In parallel, the integration of backscatter with intelligent meta-surfaces has
received great attention. Joint waveform and reflection optimization for secure RI1S-based backscatter
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was proposed in [35], while [40] analyzed the performance of RIS-assisted ambient backscatter systems.
Short-packet communications, essential for ultra-reliable and low-latency 10T, have also been
investigated in RIS-assisted NOMA backscatter systems [38]. In addition, symbiotic paradigms have
been studied, including power beacon-assisted energy harvesting [39] and cognitive backscatter-enabled
blockchain consensus [37]. Moreover, security has likewise remained an active research topic. For
example, UAV-assisted backscatter with jamming was investigated in [36], multi-power beacon loT
systems were examined for secrecy performance in [42], and D2D partial NOMA-assisted backscatter
networks were analyzed in [41]. Collectively, these studies highlighted the rapid evolution of backscatter
communications across efficiency, reliability, and security dimensions. However, analytical
characterization of secrecy-outage probability (SOP), ergodic secrecy capacity (ESC), and symbol error
rate (SER) under correlated fading channels remains largely unexplored, which motivates our work. Our
work provides a comprehensive security analysis of satellite-assisted backscatter communication,
offering novel analytical insights and practical design guidelines. The main contributions are
summarized as follows:

o Novel System Modeling under Correlated Fading: We establish a first-of-its-kind,
comprehensive analytical model for the satellite-backscatter-eavesdropper system under
correlated Nakagami-m fading channels, explicitly accounting for the practical coupling effect
among the forward, backscatter, and wiretap links.

e Exact Closed-form Secrecy Metrics: We successfully derive novel and exact closed-form
analytical expressions for the key physical layer security metrics: the Secrecy Outage
Probability (SOP), the Ergodic Secrecy Capacity (ESC), and the Symbol Error Rate (SER),
comprehensively characterizing the system's vulnerability to eavesdropping.

e Asymptotic Analysis and Diversity Order: To offer a deeper understanding of system limits,
we obtain asymptotic closed-form expressions for the SOP. This enables the explicit
characterization of the secrecy diversity order of the considered backscatter system in the high
Signal-to-Noise Ratio (SNR) regime.

e Validation and Design Insights: Our theoretical derivations are rigorously validated through
extensive Monte Carlo simulations. The numerical results provide valuable insights into the
crucial impacts of fading severity, correlation, and system parameters, offering practical
guidelines for the design and deployment of secure satellite-assisted backscatter
communications.

Table 1. Comparison of the uniqueness of our research to related articles.

Context PLS BD Satellite Nakagami-m SOP ESC SER
Paper [36] Vv v v

Paper [40] v v v
Paper [43] v v v v v

Paper [44] v v v v

Paper [45] v v

Paper [46] v v v v v

Paper [47] v v v

Paper [48] v v v v v

Paper [49] v v

Paper [50] v v v

This paper v v v v v v v

The remainder of the paper is organized as follows. Section 2 gives an overview of the system model.
Section 3 presents the information-theoretic mathematical framework, to achieve the performance of the
system. Section 4 presents numerical results and discussions to validate the developed framework as
well as deeply explore the impacts of system key parameters, while Section 5 provides concluding
remarks.
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2.SYSTEM MODEL

In this correspondence, we examine a backscatter communication setup consisting of a satellite (S ), a
single backscatter device ( B ), and a potential eavesdropper ( E ) capable of intercepting the data
transmitted by B, as illustrated in Fig. 1. The channels are defined as follows: from the transmitting
antenna at S to B (denoted by h ), from B to the receiving antenna at S (denoted by f ), and from B to
the eavesdropper (denoted by g ), respectively. This setup highlights the intricate dynamics involved in
the communication process within such a backscatter system. Understanding these channel gains is
crucial for analyzing the overall performance and security implications of the system in practical
scenarios. The received signal at the satellite from the backscatter device can be expressed as:

» Tr i
“‘% — — —fp Receive

ey Eavesdropper

S: Satelline
B: Backscatter
E: Eavesdropper

Figure 1. System model.

YBs = \/Fshbe + Npg, 1
where Ps is the normalized transmission powers at the satellite, s is the query signal sent by the satellite,
b is the information signal from the backscatter and ng is the additive white Gaussian noise (AWGN),
ngs ~ CN(0,02s), we set E{|s|?} = E{|p|?} = 1.

The joint probability density function (PDF) of |h|? and |f|? are:
f|h|2(x) = ale_ﬁlx 1F1(m1; 1; 51x) X = 0

2
f|f|z(x) = aye P2* [F (my;1;6,x) ,x=0. (2)

For i€ {1,2} we set a; = (Zblml/(Zblml + .Qi))mi/Zbi, ﬁi = 1/2bi'6i = Ql/(Zbl)(Zblml + ‘Ql)
with ; and 2b; are the respective average power of the line-of-sight ( LoS ) and multi-path components,
m, is the fading-severity parameter and ; F; (;+;+) is the confluent hyper-geometric function of first kind,
thereby expressing the probability-density function (PDF) of f|2(x) and f ¢z (x).

Table 2. Notations of main parameters.

Symbol Notation Symbol Notation

s Signal at Satelline Q; The respective average power of the LoS

b Signal at Backscatter 2b; The multi-path components

m; The fading-severity parameter x(©) Probability-density function (PDF) of X

Ps Transmit power at S Fx() Cumulative-distribution function (CDF) of X
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Py Transmit power at E E{} Expectation operator
h Channel gain from U to S [ -] The absolute value of a complex number
f Channel gain from U to B re) Gamma function
g Channel gain from B to § y(,) Lower incomplete Gamma function
Ps The average receive SNR at S K,() Bessel function of the second kind with v™ order
PE The average receive SNR at E 1Fi(5) The confluent hyper-geometric function of first kind
Ngs The additive white Gaussian noise (AWGN) Wiu(2) The Whittaker function
(M The Pochhammer symbol
m;—1
— K1 p—(B1—61)x
Frp@) =@ ) Gl)xre x20 (32)
K1=0
my—1
— K3 p—(B2—82)x
firz(x) = a, Z {(ky)x"2e ,x=20 (3b)
K2=0

where {(x;) = (—1) (1 — mi),cid"i/(zci)z,i € {1,2}, with (.),, is the Pochhammer symbol.
The cumulative-distribution function (CDF) of Fj,2(x) and F |2 (x) as:

SRS (k)L ( 1)
k) (eq +
=1- P1—(B1—-81)x
Fpe(x) =1-ay E F(pr + D (B, — 8,717 X xP1e=(P1701 (4a)
K1=0 p;=0
my—1 K,

_ {(rx)l(ky + 1)
Fipp) =1-a Z = F(p; + 1) (By — 8)=*1P2

K2=0

X xpze—(ﬁz—5z)x (4b)

where I'(x) = (x — 1)! is the Gamma function for a positive integral x.

On the other hand, at the E side, the intercepted signal from the backscatter can be written as:

Yg = \/P_Ethb + ng, (5)

where Py is the transmit power of the E, nj is the AWGN at E, n; ~ CN'(0,02), and we assume that h
and g are independent from each other, since the E is far from reader, compared to the distance with the
B.

Since we consider Nakagami-m faded channels for the terrestrial links of the considered network, the
channel gains |g|?, are assumed to follow the Gamma distribution with average power Q5 and fading
severity m3. Hence, The PDF and CDF of f,2(x) can be given as:

ms
Flo () = s ¥ e, ©
and
F ( ) 1 F(m3,llx) 1 _ux Tt ‘up3xp3 (7)
2(x)=1l—-—F——=1-¢ -,
lal I(ms) L Tps +1)

=M
where u = 0
From (1) and (5), we can derive the received instantaneous signal-to-noise ratios (SNRs) at the reader
and E as:
ves = |hIIf ?ps. ®
and
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ve = |hI?1g1?pE, €))
where pg = Pg/a2, and pg = Pz /c# are the average receive SNR at reader and E, respectively.

Correspondingly, from (8) and (9), the capacity of the reader and eavesdropper's channels can be written
as:

Cps = log, (1 + vps), (10)
and

Cp = log,(1 +yg), 11

respectively. Using (10) and (11), we can express the instantaneous secrecy capacity of RFID (Radio
frequency identification) backscatter system as:

Cs = [Cps — CE]+' (12)
where [x]*is defined as [x]* = max(x, 0).

3. PERFORMANCE ANALYSIS

3.1 Security Outage Probability (SOP)

If we denote R = 0 as the target secrecy rate of S, the secrecy-outage probability of S can be expressed
as:

1+vyps 1+ |h|?|f|?ps
Pout :PI‘[CS <R] = Pr[log2<1+y}3> <R] = Pr W<]ﬁ[h

= Pr|If1? < g + Lol (13)

where y,, = 2R is the secrecy SNR threshold, v = (y, — 1)/ps and wg = yf;pE Applying formulae
S
(3a), (4b) and (6), P, is calculated as:

Pr{|f|? < 0+ |g|*wg foof Z(X)foof 2(y) [F 2 (z+yw5)] dxdy
Pou = |h|2 0 (R 0 191 117\
< C( ) myp—1 Ky
30(1 K1 f x*1 —(B1-61)x f 1 Z Z z pZ
= E — e \WP1mo X dx x m3=le~WyVd a
F(m3) [L 0 Y Yy~ -
K1=0 <D1

(14)
WP~ Wt ()T (kep + 1)
T(py + 1)(B, — 65) 2Pzl

® _(32—52)17
X f x17te™ x  — (B — 6)xdx
0

D3

X f ym3+P2—t—1e—Y(H+(32—52)w5)dy]
0

———

@,
With the help of [27, Eq. (3.351.3)], @, and &, are given by:

o]

1= K1~ = (k4 L — 61 _
o j xf1e~(B1=8x gy x f yMs~le~Mdy = (i) (B — 6;) 1" (mg — 1) u
0 0
®, = fooo yMatPamt-le=y (Ut (B2=02)0B)dy = (my + p, — t — D! (u + (B, — 82)wg) ™ P2t (15)

With the help of [27, Eq. (3.471.9)], @5 is given by:

Ko —t+1

® (B2—685)v 0 2
D, = f xKi—tp— i = (Bi=8x g, <((ﬁl§1 . ;1))v> K, 41 (2\/(31 —8)(B, — 52)17) (16)
0
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By substituting (15) and (16) into (14), we obtain:

-1 M3, { . —
Pout = S S 1 (5, — 57571 g — D

D2 p2-t pt K1—t+1
mz—l K poy 2WE (k)T (K2 +1) (Ba—8)v "1 17
~%22g=0  Zp,=o Z ( )r(pz+1)(ﬁz —8;)*2" pz“((ﬁl 5’ an

X le—t+1(2\/(ﬁ1 —681)(Bz — 6)v)(m3 +p; —t — D! (u + (B — 8)wg) 7Pt
where K, (.) is the first order modified Bessel function of the second kind.

3.2 Ergodic Secrecy Capacity (ESC) Analysis

In this section, we analyze the system's ESC performance, which is defined as the average of the highest
attainable secrecy capacity. To evaluate the ESC, we define the ergodic capacity of the main channel
and the wiretap channel as follows.

]E{Cs} = [IE{CBS} - E{CE}]+- (18)

To obtain the desired outcome, the formulae for the ergodic capacity of the primary and wiretap channels
must be considered. (i.e., Czs and Cg ). As a result, we simplify Cgzg using SNR from (8) into (10) and
Cg using SNR from (9) into (11) as:

h 1 Ool—F
E(Cas) = Eflogy(1 + 2y = 1 f P LI

In2 0 1+x
x . (19)
|hI?|gl? 1 1-F
B{Ce} = Blog,(1+ 11y — L [ 1oy,
w 0
Y

where Fy(x) with X = |h|?|f|?ps and F,(y) with Y = |h|?|g|?pg. Based on (3) and (4), Fy(x) is
calculated as:

X

FeG0) = P @) = PrORE < 29 = [ FapGf e 0y
0

+00
_(B1-61)x
_ _ mp-1 K1 C (k)T (r1+1) X \p
_J. (1 alZ =0 Zplzo F(p1+1)(ﬂ1—51)’cl+1_p1 (yps) le yPs )Xf|f|2(y)dy
0
_(B1-61)x (20)

_ o _ oo mi—1 K1 (k)T (r1+1) X \p
=l e =Tl T mGagmesyar X Geptte 7 X fip0)dy

mp—1 mp—1 K
=1- a1, szzzo Z;cll:o Zpi:o

X to -
L) (k)T (k1 +1) (P ykz_ple-%—(ﬁz—sm dy
Ty +1)(B1~61)1+17P1
0

——

1]
[

By using [27, Eq. (3.471.9)] for £, the CDFFx(x) can be obtained:

-1 -1 agaq (k1) (1c3)
Fy(x)=1- szz Z?f 0 ZZi (K2+p1+1 e K2=p1+1
z F(p1+1)(B2—62) 2 21)
F(K1+1)(\/—)K2+p1+1 2 (B1=61)(B2—82)x 51)(ﬁ2 52)x
2K1—-p1—K2+1 K,'2 p1+1(
(B1-61) 2
Substituting (21) into (19), we obtain:
_ my—1 my—1 K a1z (k1) (k) (k1 +1)
E{Cgs} = 22K22=0 ZK11=0 Zpi=0 lnlz Z(rcz+1z71+1)2/2r(p1+1)
(22)

(51 51)(32 52)95

(ﬂl_sl)(K2+p1—2K1—1)/2 o (\/E)K2+p1+1
K'Z p1+1(2

(By—85)K2—P1+1)/2 1+x

Let t = 4/marctan(x) — 1 = tan(n(t + 1)/4) = x = (m/4)sec?(n(t + 1)/4)dt = dx, s0 E{Cgs} is
given by:
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—1 my—1 K a0y §(K1)G(K2)
E{C =y v 1
{ BS} Z Z,cl_o Zpl_o 21n2p(K2+p1+1)/2F(191+1)

(B1—6,) 2 +P1—2K1-1)/2
zﬁzjgz)(kz—p1+1)/2 f—l SECZ(T[(t + 1)/4')

% [(x;+1)(tan(m(t+1)/4))*2*tP1+1 (23)
[1+tan(m(t+1)/4)]
tan(m(t+1)/4)
X
Kkz_p1+1(2\/(ﬁ1—51)_1(ﬁz—52)_1ps)dt
Though it is difficult to derive a closed-form expression for (23), we can obtain an accurate
approximation for it. Using Gaussian-Chebyshev quadrature [27, Eq. 25.4.38], we have:

_ _ 2 |1-E2aq1 a2 (k1) (K2)
E{Cps} ~ X7y Mol ¥ N S

K,=0 K1=0 p1=0 n=1 2N1n2p(K2+p1+1)/2

Xsecz(n(f,zl+1)/4)([31—61)("2“’1‘2"1‘1)/2 (i1 +1)( [tan(m(§3+1)/4)) 2 P+l (24)

(B2—82)(K2P1+1)/2 % F(p1+D[1+tan(r(§5+1)/4)]

(2\/ tan(m(£2+1)/4) )
+1 (B1-61)71(B2-82)"1ps

X K,

K2—P1

where &, = cos (27:1\;171) and sec?(x) = 1/cos?(x).

Next, E{Cg} is calculated as:

1 (®1- Fy(x)
E{C —_— 25
e =13 1+x (25)
Based on (4) and (6), Fy(y) is calculated as:
+ o0
Fy(y) = Flnj2ig2ps () = Pr(|h|?* < |g|z )=] F|h|2(;fs)f|g|2(2)dz
0
+o00
_ L mi-1 SN (1 +1) Y py,~ d
= | (G-@mdioo Zpmo mrngsymren X Gop) € )% flgp(2)dz
0
(B1=81)y (26)
my—1 K $(k)T(k1+1) y r—
= [ fop@dz = [T TR B, o (e X fp(2)dz
+00
m, B1-81)y
1 my—1 K1 u™38(kq)l(K1+1) Y \p maz-p1-1," zpgp  H?
=l-@mdi-  2pi-o [(m3)M(p1+1)(B1-81) 1+17P1 (pE)lf e “
0

——

[

1

By using [27, Eq. (3.471.9)] for E,, the CDFFy(y) can be obtained:

m3+py m3+pi1
mi—1 Kk 2041 2" ((ic (ke +1)y 2 ’#(/3 -8y
Fy(y) =1- ZK11:0 pizo 1 1 11p1 p— m3;p1 Km3_p1 (2 _1pE 1 ) (27)

F(ms)l"(p1+1)(ﬁ1—51) 2 PE
Substituting (27) into (25), we can obtain:
m3+pq
my—1 2a1p 2 {(kq)T(kq+1)
z:K1=0 Zm =0 2K1-p1-mz+2 M3¥P1 P maypy
E(CA = T(m3)M(p1+1)(B1-61) 2 pg 2 ¥ o [BB1=6Dx) 4 (28)
{Ce} = In2 14x ~ M37P1 PE X
0

Letu = 4/marctan(x) — 1 = tan(m(u + 1)/4) = x = (m/4)sec?(w(u + 1)/4)du = dx, so E{Cs} is
given by:

mz+pq

(E) Zml_l ZKl 209 2 G(kg)T(Kq+1)
K1=0 P1=0 2Kk1—-p1-m3+2 M3+P1
T(m3)L(p1+1)(B1-61) 2 pg 2
]E{CE} - In2

(29)

Ydu

m3—p1 PE 4

41 tan(ErD)TEE H(B1 81 tan (")) (1)
X[ — (

K sec?
-1 1+tan(n(u+1)) ) (
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Although it is difficult to derive a closed-form expression for (29), an accurate approximation can be
obtained by using the Gaussian-Chebyshev quadrature [27, Eq. (25.4.38)]. Accordingly, we have:

i
N et oy sec (Em+ DD [1-Ehani 2 0k1)
[E{CE} = Zm:l Z’Clzo Zplzo 2K1-p1—-mz+2 M3¥P1
2MIn 2T’ (m3)I'(p1+1)(B1—61) 2 Py 2

(30)

. Mm3tP1
P +Dtan($m+1)7) 2 u(B1=6)tan((Em+1)7)
; Km,—p, (2 J )

1+tan((§m+1)§) PE

2m-1
where &, = cos( i n).

By combining (30) and (24) into (18), the approximate expression for the ergodic achievable secrecy
rate of the satellite can be expressed as:

met  maol M 21— 2y a8 (1,)S (i) sec? (% o ) I
E{Cs} ~ [ Z Z Z Z Z Ka+py+1 Ky—p1+1
o S ANIn2T(p, + Dpg 2 (B —8,) 2

I, + 1)7'[2\/ 1—&2a,0(c)T (11 + 1)
[1+ tan(7(€Z + 1)7(€2 + 1)4)] Min 2T(m;) T(p, + 1)pPrimdPuims)

ma-2ki2 p1tms 31
sec? (”(€m4+ 1_)> B, — 51)p 2 u zp < tan(n_(fm + 1))> .

oG @ T D@ T D) [1+ tan(m (¢, + D€, + D]

tan (M> (B, — 6y)ptan (W)
r2” le(Z (B1—8)7YB, = 8,)7p )Km3_p1(2 PE )k

X

X

X K,

3.3 Symbol Error Rate (SER)

For the wireless system, the SER is calculated as:

tZ

= = 2
_ SER = aE{Q(/by)} = = f < ) e 7 dt _ (32)
where a and b are constants and depend on the modulation types, e.g. @ = 1, b = 2 for the binary phase-
shift keying (BPSK) modulation and @ = 2, b = 1 for quadrature phase shift keying (QPSK) and 4-
quadrature amplitude modulation (4-QAM); Q(x) = \/%_nfx e~t*/24dt is the Gaussian function; y is the
end-to-end SINR of the considered system; F (x) is the CDF of the end-to-end SINR. From the definition

of CDF, we can replace F(x) by P,,; of the system.

From (32), applying the change of variable technique x = t2/b, we can rewrite the SER as [28]:

sER = 20 =l f/ [Fx () = Fy()]dv
by ] (33)

e 2 FX(U) e 2Fy(v)

By substituting (20) and (27) into (33), we obtain:

m3+pi

Zml 1 Z 2agp 2 §(kT(k1+1)
K1=0 p1=0 2Kk1-p1-m3+2 M3+P1
T(ma)M(py+1)(B1—-61) 2 pg 2
—bv m3+pq1—1 H(ﬁ -8

Xf ezv 2 Kp,_p <2 ’#) dv

SER = 202 S . (34)
2V2m 5 mz=1mi=1 gy @128 (161)3 ()T (1 +1) 5 2K1-p1=Kp+1
- Zkzzo lezo (K2+p1+1) K2—p1+1 (ﬁ - 1)

ps  * T1+1D(B2-82)" 2

—bv Katpy — —

| — |
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With the help of [29, Eq. (6.643.3)], £5 and Z, are calculated as:

o0 m3+py-1 —bv w(B1—81)v
3 = fO v 2 ez Km3—p1(2 T)dv

[1]

1 1y #(B1-81) —mz—
— L(ms+)T (0143 e(#) (2 m3~P1 ms—p1 (2#(/3'1—51))

2 W-ma-
Z\FEEIZEIS 2 =T bpE
PE
o  Katpy -bv (B1=00)(B;—8,)v
Y =

3 1 (B1=61)(B2-82) ZKa7p1-1
_ F(K2+2)F(p1+2) ( 1 zpsz z)(2 3 Woere._, K2=P1H1 (2(/31—51)(/32—52))

5 [B1=81B2-52) o bps :
Ps

By substituting =5 and 2, into (34), we have:

@b [Zm1—1 e 2(P1+m3)/2,(M3+P1-1)/2 ¢ (3, )T (ke + 1) ((2M3+1) /2)T((2p1 +1)/2)
2vam =0 EPI=0 r )M+ DB (pr+ms) /20 TV (B, -5, Crimpammat)2

(35)

[1]

SER =

(B1=61)m

mz—p; _ - _ ymp-1 m;-1 K1 2(k2+P1+ D/ 20, o, 7 (164){ (1) T (b1 +1)
X e brg W_p1;m3; 2 ((2 (ﬂl 61)/")/pr) ZKZ:O ZK1=O Zplzo p§K2+p1)/2F(p1+1)(ﬁ2—62)(’<2—I71+2)/2 (3 6)

D(2io+3)/2T(@pa+1y/2)  Eatnifets)
X G0z e es W_%_%n“((z (Br = 81)(B2 = 62))/2)].

(B1—8,)(2K1-P1-K2+2)/2

4. NUMERICAL RESULTS AND SIMULATIONS

This section employs Monte Carlo simulations to validate the proposed mathematical frameworks and
provide insights under various conditions. Simulation parameters are detailed in Table 3.

Table 3. Simulation parameters.

Symbol | Parameter name Value
Ds Transmit power to noise ratio at S 0 to 40 (dB)
PE Transmit power to noise ratio at E 0to 20( dB)
R Target rate 1.5to 3bps/Hz
N The Gauss-Chevbyshev parameter 100
M The Gauss-Chevbyshev parameter 100
m; The fading-severity parameter 5
Q; The respective average power of the LoS 0.279
b; The multi-path components 0.251

Figure 2 clearly illustrates the relationship between the Secrecy Outage Probability (SOP) and the
average Satellite Signal-to-Noise Ratio (ps in dB), while validating the analytical results against
simulations and comparing performance with a reference scheme. The close proximity of the analysis
(solid lines) and simulation (data points) results confirms the accuracy of the derived closed-form
analytical expressions for SOP. As ps increases, the SOP decreases significantly, a trend directly
attributable to the satellite allocating higher transmit power, which in turn enhances the instantaneous
received SNR and overall system security. Conversely, the SOP rises as the target Secrecy Rate
Threshold ( R ) increases (from 1.5 to 3), reflecting the more stringent requirement for secure
communication. Furthermore, the proposed system demonstrates superior performance by achieving a
lower SOP compared to the "Backscatter Random Selection™ scheme [5], highlighting the effectiveness
of the current model in the correlated Nakagami-m fading environment.

Figure 3 investigates the effect of the average Eavesdropper Signal-to-Noise Ratio ( pz ) on the Secrecy
Outage Probability (SOP) as a function of pg, with a fixed target secrecy rate of R = 2. Similar to Figure
2, the SOP continues to decrease as pg increases, indicating that secure performance is enhanced with
higher satellite transmit power. Furthermore, the analytical and simulation results (black curves) show
an excellent match, reinforcing the reliability of the theoretical framework. Crucially, Figure 3 clearly
demonstrates that the secrecy performance is degraded as pg increases (from 5 dB to 15 dB), resulting
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Figure 2. Secrecy-outage probability versus ps.

in an increase in SOP and an upward shift of the curves. This occurs because a higher eavesdropper
power increases the Eavesdropper's Channel Capacity (Cg), thus reducing the achievable Secrecy
Capacity ( Cs = [Cgs — Cg]*). Notably, in the high pg regime, the SOP curves for different pg values
tend to be parallel. This suggests that the secrecy-diversity order of the system is independent of the
eavesdropper's power (pg). Finally, the proposed system maintains a lower SOP compared to the
reference "Backscatter Random Selection™ scheme [5] across all considered pg scenarios.
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2
5l
8 10
<
Q
(0]
j=2}
©
= |
@)
>
3 42
5 10
Q
(2]
@®  Analysis
si
—m— Backscatter Random Selection [5
10'3 1 ! L
5 10 15 20 25 30 35 40
ps (dB)

Figure 3. Secrecy-outage probability versus pg for different values of pg, with R = 2.

Figure 4 depicts the Ergodic Achievable Secrecy Rate (ESC) versus the average satellite SNR, pg, for
various eavesdropper SNR values, pg, with the fading-severity parameter fixed at m = 5. In terms of
the main channel, the ESC consistently increases with ps. This behavior confirms that allocating more
transmit power to the signal effectively enhances the system's ergodic-secrecy capacity. Conversely, the
ESC is significantly degraded as the eavesdropper's SNR, pg, increases from 0 dB to 20 dB . This
degradation is expected, because a higher pg provides the eavesdropper with better channel quality,
increasing its capacity and reducing the net secrecy capacity, Cs. Furthermore, the curves illustrate a key
secure communication property: for pz > 0, the ESC is zero until pg surpasses a minimum threshold.
This required pg threshold is directly proportional to pz, meaning that the system must overcome the
eavesdropper's channel quality to achieve a positive secrecy rate (e.g. the ESC only becomes positive
around ps = 20 dB when p; = 20 dB).

Figure 5 presents the Symbol Error Rate (SER) as a function of the average satellite SNR (ps), with the
fading-severity parameter fixed at m = 51. The results indicate that the SER decreases sharply as ps
increases, which is consistent with theory, since higher transmit power raises the overall SNR and
reduces the probability of error. The tight congruence between the Analytical and Simulation data points
(for both BPSK and 4QAM) confirms the accuracy of the derived closed-form analytical SER
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Figure 4. The ergodic-secrecy rate versus ps, with m = 5.

expressions. Most significantly, the plot illustrates that BPSK achieves a lower SER (better
performance) than 4QAM across the entire range of pg examined. This difference stems from BPSK
being a lower-order modulation scheme (1 bit/symbol) compared to 4QAM (2 bits/symbol), thus
offering superior robustness against errors under the same SNR conditions. In summary, these findings
provide practical guidance for selecting an appropriate modulation scheme to optimize the reliability of
the backscatter link in the satellite-terrestrial system.

Symbol Error Rate (SER)
=)
n

o
[}

[ @ BPSK-Sim. |
BPSK - Ana.
m  4QAM- Sim.

4QAM - Ana.

10-4 it L L 1 J
0 5 10 15 20 25 30 35 40
ps (dB)

Figure 5. Symbol error rate versus pg, with m = 5.

5. CONCLUSIONS

This paper has presented a comprehensive secrecy-performance analysis of a two-way satellite-
terrestrial backscatter communication system in the presence of an eavesdropper. Closed-form analytical
expressions for key secrecy metrics, including the SOP, ESC, and SER, were derived under correlated
Nakagami-m fading channels, providing quantitative insights into the system's vulnerability to
eavesdropping. The analytical findings were further verified through extensive Monte Carlo simulations,
confirming their accuracy across various channel and system configurations. The results revealed that
both the satellite transmit power and channel correlation play critical roles in determining the system's
secrecy performance. Specifically, increasing the satellite transmit power (pg) dramatically reduces the
SOP and enhances the ESC, while a higher eavesdropper power (pz) markedly deteriorates both metrics,
thereby defining a minimum pg threshold necessary to achieve a positive secrecy capacity. Furthermore,
regarding symbol reliability, BPSK modulation consistently achieved a lower SER than 4QAM,
confirming its superior robustness for backscatter links under the examined fading conditions. Although
asymptotic analysis was not explicitly included to maintain clarity and conciseness, the derived closed-
form expressions and simulation results already capture the key secrecy trends across the entire SNR
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range. Future work could extend this study to more complex multi-tag or multi-eavesdropper scenarios,
explore Al-driven physical layer security schemes, and perform energy efficiency optimization under
practical hardware constraints. Moreover, incorporating cooperative relaying and artificial-noise
generation represents a promising direction for further enhancing secrecy performance in next-
generation satellite-1oT backscatter systems.
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ABSTRACT

The advancement of deep learning in biometric systems, in which face and hand modalities have been widely
implemented, leads to significant improvements in terms of speed performance and data confidentiality.
Palmprint recognition is the main focus of the proposed approach, which deals with databases that are relatively
smaller than other biometric datasets. A large and complex deep-learning model may overfit and lose its ability
to generalize when applied to such data. This study addresses this challenge by implementing a deep learning
model suitable for palmprints, which are characterized by diversity and limited data. Initially, the appropriate
Region of Interest (ROI) is extracted using active segmentation, which is fitting for dealing with the difficulty of
obtaining palmprints from hand images with closely spaced or connected fingers. In the second stage, a novel
customized LOOCV Leave-One-Out Cross Validation (A Modified-LOOCV) technique is integrated with a
Siamese deep-learning network for palmprint verification. Unlike conventional LOOCV, our modified scheme
optimizes the computational cost while achieving a balanced evaluation on three different datasets. The
proposed framework rivals the effectiveness of the advanced palmprint-recognition systems with a high
recognition accuracy of 99.75%, improved equal error rate (EER), reduced to 0.002, and faster matching time,
making it highly suitable for field application.

KEYWORDS

Palmprint recognition, Deep learning, Customized LOOCYV, Siamese network.

1. INTRODUCTION

The technology advancements led to identity verification being an absolute necessity and a crucial
requirement for user authentication in private and public organizations with rising safety issues and the
overlapping user information in order to preserve data and guarantee information security. In the vast
majority of identity applications, biometrics, including signatures, fingerprints, iris patterns, faces, and
palmprints, currently replaces traditional technologies [1]. In these, palmprint modality advanced to be
widely implemented due to its significant individual variation, ease of use even with low-resolution
hand images, and high recognition accuracy [2]. Traditional biometric recognition systems relied
heavily on unique features created specifically for a given kind of data. A lot of these features rely on
transforms like Gabor, Fourier, and wavelet [3], or on edge distribution as Histogram of Oriented
Gradients (HOG), Scale-Invariant Feature Transform (SIFT) descriptors, and principal-component
analysis (PCA) to minimize the number of feature dimensions [4][5]. These conventional approaches
have a number of challenges, such as their inability to handle huge and diverse datasets and their
dependence on field knowledge for feature extraction. Deep-learning algorithms have evolved as a
solution to these issues, including automatic feature extraction and the capacity to generate
hierarchical representations from unprocessed data [6].

For biometrics, deep learning enhances the performance of all recognition systems, increasing their
efficiency and the ability to adapt to a wide range of identification challenges [7][8]. These
advancements have considerably contributed to palmprint recognition. Compared to fingerprints,
palmprints have more creases and have the potential to be used for a more precise representation of
identity [9]. Deep learning-based palmprint recognition has been widely investigated; much work on
the potential of convolutional neural network (CNN)-based pattern and palmprint recognition has been
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carried out; however, some crucial issues with overfitting and class imbalance still exist [10].
Similarly, a large database with an important number of images is necessary for CNN and additional
deep-learning algorithms. In particular scenarios, like palmprint or fingerprint identification, having a
limited number of samples requires protocols to address this insufficient data, including data
augmentation, which brings challenges related to modification of the appropriate learning position. As
a result, systems that use these processes typically fail to produce accurate results. To deal with these
limitations, deep Siamese networks have been proposed to enhance feature extraction and matching
processes [11], thus resolving the challenges of standard CNNs for palmprint recognition. Siamese
neural networks, contrasted with the CNN algorithms, are built on a Siamese framework that consists
of two identical CNNs. The capacity to perform tasks, such as few-shot learning, or learning without
new data, is improved by this architecture, which helps learn a distance function that converts the
input data into a feature space [12]. The implementation of contrastive loss functions and knowledge
transfer learning leads to this increased efficiency and enhances overall system performance. Even
with a small number of labeled samples, Siamese networks perform well. This ability is critical in
situations when it is challenging to gather large datasets of labeled images using similarity metric
learning. Siamese networks may effectively generalize to new classes with a small number of labeled
examples or even just one [13]. Through the sharing of weights within sibling networks, Siamese
networks perform better than traditional CNNs in terms of resistance to overfitting. This sharing of
weights reduces overfitting concerns by improving the model’s ability to generalize to new samples.

The potential of Siamese deep networks has been demonstrated in a wide range of applications,
including audio classification, time-series analysis, face and palmprint recognition [14][15][16]. It has
the ability to avoid overfitting, learn from sparsely labeled data, and improve overall model
performance with its reliance on pairwise network learning. However, they have certain limitations
due to their requirement for additional computational resources and a longer training time than
traditional convolutional neural networks. This study aims to address these limitations by applying a
Siamese deep-learning network combined with a Modified Leave-One-Out Cross-Validation
(LOOCYV) for palmprint recognition. The goal is to overcome challenges related to long training time,
hardware requirements, and weak generalization, while enabling rapid and reliable predictions for
real-world use. Our model is designed to learn effectively from small-scale palmprint datasets, without
relying on extensive data augmentation, which is often necessary in conventional deep-learning
methods. To reduce the bias introduced by random data splitting and to shorten execution time, we
propose a Modified LOOCV technique that better utilizes the available samples. The approach is
validated on four public palmprint databases of varying quality and class sizes.

The key contributions of this work are summarized as follows:

e Application of a small Siamese deep-learning network specifically designed for the nature of
palmprint images, which are highly similar in structure. The model effectively supports few-shot
learning, making it suitable for datasets with limited samples. It reduces computational
complexity, avoids overfitting on small datasets, enables efficient training with limited resources,
and is easy to apply in real-world scenarios without requiring data augmentation or similar
techniques.

¢ Implementation of a novel Modified Leave-One-Out Cross-Validation (LOOCV) technigue, which
ensures efficient use of all available samples, reduces bias from random splits, and accelerates
training while preserving strong generalization.

e Combination of the Siamese architecture with the Modified LOOCV, providing both high
recognition accuracy and practical deployment feasibility by lowering training time and hardware
requirements.

e Comprehensive evaluation on four public contactless palmprint databases of varying sizes and
conditions, demonstrating the robustness, reliability, and generalization ability of the proposed
approach compared with state-of-the-art methods.

The remaining content of the paper is organized as follows: Section 2 gives a brief overview of
palmprint-recognition systems based on CNN and Siamese networks. The experimental procedures
and methodology of our study are described further in the third section. The databases used and the
experiment results are shown and discusesed in Section 4. Section 5 presents the final conclusion.
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2. RELATED WORKS

A variety of deep-learning networks have been used in research papers that offer palmprint-based
identification systems. This section aims to review recent advances in deep learning for palmprint
recognition, CNN and Siamese networks, taking advantages of their enhanced feature-extraction
expertise to outperform classic methods. Table 1 summarizes the most important networks applied.

A recent study [17] applied various CNN architectures to the Birjand University Mobile Palmprint
Database (BMPD) offered by Kaggle, which consists of images taken over two different sessions with
different rotations. MobileNet outperformed Xception at 88.3% and VGG16 at 70.8% accuracies, with
a score of 96.6%. These outcomes demonstrate the superior efficacy of MobileNet in palmprint
recognition when evaluated compared to different alternatives. Considering these results, it can be
argued that CNNs have achieved very positive results in most plamprint-recognition systems. Recent
research has examined palmprint-recognition systems’ reliability and security. Multi-Order Extension
Codes (MOECSs), which combine first-order (1TFs) and second-order (2TFs) texture features, were
initially presented by Liao et al. [18] in order to capture additional discriminative information. By
combining these characteristics, their approach outperformed conventional texture-coding methods
and consistently improved recognition accuracy across Contact-based, contactless, and multi-spectral
palmprint databases, including PolyU and 1ITD, offering an important conventional reference against
which recent CNN-based technigues can be compared. Yan et al. [19], on the other hand, proposed a
Generative Adversarial Network GAN-based palmprint reconstruction attack applying a modified
Progressive GAN (ProGAN) in order to concentrate on the security aspect. They developed a Scale-
Adaptive Multi-Texture Complementarity (SAMTC) loss to improve the realism of reconstructed
images and a Double Reuse Training Strategy (DRTS) to maximize learning from sparse data. Their
research revealed that existing palmprint systems are susceptible to template reconstruction, posing
significant privacy and security issues. Recent work has improved palmprint recognition by addressing
concerns with privacy, robustness, and generalization. To solve the problem of mislabeled training
data, Shao et al. [20] developed a Multi-Stage Noisy Label Selection and Correction (MNLSC)
framework. Their method may increase accuracy by more than 30% under high noise rates. A
Federated Metric Learning (FedML) technique was concurrently proposed by Shao et al. [21], which
allowed multiple users to train together without disclosing private information. This improved
recognition accuracy across 18 datasets while preserving confidentiality. In addition, another research
[22] focused on generalizing across datasets, creating techniques including transfer learning and
adversarial learning that address domain gaps and improve performance on unknown datasets. These
contributions demonstrate the trend toward improving palmprint recognition’s accuracy while also
making it more resilient to noise, cross-domain adaptable, and privacy-preserving.

Zhang et al. [23] provided an integrated CNN-Transformer Global-Local Gating and Adaptive fusion
Network (GLGAnet) palmprint-recognition system that combines the Transformer’s global modeling
with the CNN’s local feature extraction. The framework takes advantage of an adaptive feature fusion
module and a gating mechanism, with 98.5% and 99.5% recognition accuracy on the Tongji and Hong
Kong Polytechnic University datasets, respectively. To increase the effectiveness of CNN while
avoiding some of its drawbacks, specifically when handling small datasets and differentiating between
really similar classes, numerous current studies recommend implementing the Siamese networks,
which advance in image recognition [24], address the drawbacks of conventional techniques by
achieving higher accuracy along with processing efficiency. Marattukalam et al. [25] Introduced a
Siamese neural-network design for N-shot palm-vein identification. This architecture was created to
address a typical biometric recognition problem. Impressive performance metrics were attained by the
network when tested on the HK PolyU multi-spectral palm-vein database: 91.5% F1-score, and 90.5%
accuracy. Despite the small amount of data, these results demonstrate the architecture’s efficacy and
potential for practical biometric applications. A relevant approach by Gurunathan et al. [26] presented
a palm-vein biometric system using a Siamese network processing distinctive vein patterns for
authentication. Compared to conventional biometrics, this approach has benefits including increased
accuracy and resistance to spoofing. It is also computationally efficient for mobile use and adaptive to
evolving vein patterns over time.

Zhong et al. [27] proposed a palmprint-recognition technique that extracts convolutional features from
palmprint images using a Siamese network with two parameter-sharing VGG-16 networks; the
network compares these features to evaluate similarity and recognition accuracy. The approach



502

"Enhancing Palmprint Recognition: A Novel Customized LOOCV-driven Siamese Deep-learning Network", W.Mohammed Cherif et al.

showed robustness with an Equal Error Rate (EER) of 4.559% on the XJTU dataset, while it achieved
an EER of 0.2819% on the PolyU dataset. These outcomes demonstrate the method’s efficacy and
versatility across various datasets. In light of these findings, two subsequent studies [28][29] have
suggested a Meta-Siamese Network-based palmprint recognition. The initial experiment [28]
presented a Meta-Siamese network that uses episodic training to improve feature integration and
similarity metrics, building upon the Siamese network architecture. Using deep hashing networks, this
model was expanded to zero-shot recognition tasks and showed competitive performance on eight
different datasets. In the second experiment [29], a new Meta-Siamese Network (MSN) intended for
small-sample palmprint identification was shown. Applying a flexible architecture and two distance-
based loss functions to improve optimization, this method used episodic training. The MSN model
demonstrated significant improvements over baseline approaches in both confined and unconstrained
benchmark palmprint databases. Furthermore, a recent study [16] implemented the Siamese network
for palmprint identification that uses two CNNSs to extract and compare palmprint features using
shared weights. A loss of variance function is used to assess the extracted features and determine
whether or not the images are of the same person. The approach demonstrated its efficacy with a 0.044
equal error rate and 95.6% recognition accuracy.

Table 1. A summary of significant previous work based- CNN for palmprints.

Ref/Model Year Method Datasets Accuracy
[30] Siamese-Hashing (2019) SHN. A non-pooling Siamese-Hashing ~ PolyU Multi- 97.98%
Network Network structure. spectral palm-print
dataset
[31] InceptionResNet-v2  (2022)  InceptionResnet-v2 pre-trained deep-  PolyU palm-print  99.21%
neural networks (DNNs), with database

Rectified Linear Unit (ReLU), dropout,
and fully connectedWith Soft max.

[32] LeNet-5 (2022)  LeNet-5 Convolutional Neural Network Tongji Contactless 97%
Palm-print Dataset

[16] Siamese Network (2023)  Siamese Network with a lossofvariance CASIA, THU- 95.6%
function for similarity prediction. PALMLAB (EER: 0.044)

[33] Pretrained VGG16  (2023)  Siamese network with VGG-16. CASIA dataset 91.8% (left

within Siamese Frame- Palmprint feature extraction is used to hand), 91.7%

work determine palmprints’ similarity. (right hand)

[23] Gating mechanism ~ (2023)  Integration of CNN and Transformer- ~ Tongji U dataset, 98.5%,

and adaptive feature GLGAnet for palmprint recognition. Hong Kong 99.5%

fusion Polytechnic dataset

[17] CNNs (2024)  Convolutional Neural Network models BMPD dataset 96.6%

with the Xception, VGG16, ResNet50,
MobileNet, and EfficientNetB0
architectures.
[34] Fusion Mechanism ~ (2024)  Fusion Mechanism with Multi-direction CASIA palm-print 99.41%
Gabor Filter for prediction database
optimization.

In support of the most important results based on Siamese and CNN networks, our study relies on the
Siamese network by integrating a Modified LOOCV for enhancing its findings. In light of these
advantages, the proposed approach remains excellent for field implementation, where it provides
excellent recognition results, faster speed and less memory usage, which improves palmprint-
recognition systems.

3. METHODOLOGY

The proposal focuses on the enhancement of a palmprint-recognition system, consisting of two main
stages: pre-processing and palmprint recognition using the Siamese network based on the Modified-
LOOCYV technique.
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3.1 Pre-processing

In this stage, the Region of Interest (ROI) is extracted, based on active contour segmentation. Our goal
is to implement a snake-based model for the segmentation of hand images, with the intention of
creating a model that is robust and capable of identifying the hand valley points and correctly
extracting the region of interest, thereby addressing the limitations of the traditional methods, which
have produced erroneous findings when extracting ROIs from hand images with two conjoined
fingers.

The active contour model, often referred to as snakes, has its roots in elastic models but is primarily
credited to the pioneering work of the Kass team [35]. These models derive their name from their
capacity to deform themselves into snake-like shapes Figure 1.

Current Snake
(Timet):

New Snake
(Time t+1):

Movement
_—

Edge:

Figure 1. Closed snake active contour model.

Figure 2 demonstrates how the active contour method is applied. The contours are highlighted in red.
In our proposed methodology, active contour is employed with the specific goal of precisely
delineating the areas between the hand and fingers, particularly in scenarios where the fingers appear
to be stuck together or tangled. The method of active contour [32] is based on an initial contour and
then concentrates on the contour line that needs to be produced by means of the impact of internal and
external energy on a closed snake model. Figure 2a displays the initial contour obtained through
Otsu’s method. However, this method is not effective for determining edges in small areas (closed
fingers).

Subsequently, in Figure 2b the active contour model applies the initial contours obtained as the
starting point for active-contour application, successfully extracting contours in limited areas (closed
fingers). This process enables the accurate extraction of the Region of Interest (ROI), which defines
the core contribution of our suggested pre-processing procedure.

Closed fingers

Active Contour

3}

s
»

Initial Contour
Initial Contour

»
lml.".

<

No detected contour Detected contour
in valley point in valley point

(a) Initial contour based on the threshold method. (b) Final contour based on active-contour segmentation.
Figure 2. Principles of active-contour application.

¢ ROI Extraction

In the process of Region of Interest (ROI) extraction, several main tasks are involved. Initially,
the input color image is converted into grayscale, the background is removed, and the hand
contour is extracted using active segmentation. As shown in Figure 3, the hand edge is first
extracted (b) and combined with the segmentation mask to preserve structural details (c).
Morphological operations are then applied to progressively remove noise and refine the contour
(d—e). Since hand images often contain light reflections, these are explicitly detected (f) and
integrated into the mask to improve boundary accuracy. The final output (g) provides a clean
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hand contour. This sequential refinement ensures robustness by addressing noise and reflections,
resulting in a reliable region of interest extraction for the next step.

Figure 4 demonstrates the enhanced performance of the active contour over traditional threshold
segmentation, on two original hand images. Due to the limits of the middle and ring fingers
(closed fingers), Otsu thresholding, and Kirsch edge detector segmentation in (b) it was unable
to identify the entire contour and valley points. Instead, as (c) shows, the active contour model is
effective at locating the complete contour (active contour) from the initial contour, especially in
the narrow areas between the fingers (closed fingers), which makes it easier to identify and
extract the valley points as well as the Region of Interest (ROI) for the next phase. The Valley
Points Extraction involves identifying four points corresponding to finger intersections by
analyzing local minima through the contour employing a combination of methodologies detailed
in [36][37], which provides a comprehensive overview of the process. Finally, ROl Computation
computes the ROI based on extracted valley points. Section 4.2 illustrates the details of the final
ROI extraction result.

Original Image Edge image to add Initial contour

©)

Active Contour based
segmentation

Edge image to remove, Edge image removed,
closed opened

Ry

Reflections to add

@

Figure 3. Active-contour hand segmentation: (a) Original image, (b) Edge image to add, (c) Initial

contour from Otsu with edge fusion, (d) Edge image to remove (closed ), () Edge image removed
(opened), (f) Reflections to add, and (g) Final active-contour segmentation.

@ @)

+ Closed fingers in * No detected contour * Detected contour
valley point in valley point in valley point

Image -1-

Image -2-
(@) (b) ©

Figure 4. Active-contour application for hand images: (a) Two original images displaying fingers
linked together; (b) Threshold segmentation; (c) Active contour-based segmentation.

3.2 Palmprint Recognition: The Modified LOOCV-based Siamese Network

The Leave-One-Out Cross Validation (LOOCV) technique is used to evaluate multiple machine and
deep learning-based models. It consists of training the model several times (iterations), by leaving out
one image from the entire database, and using the rest of the images for the training phase. This
process is repeated depending on the total number of images in the database. The results of all
iterations are averaged to get a final model performance. Figure 5 provides the standard LOOCV
process, where for each itteration, one sample is left out for testing while the remainder is used for
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training. Compared to k-fold, repeated k-fold cross validation, or simple random split algorithms,
Leave-One-Out Cross Validation (LOOCV) has several advantages. It generates an estimate of the
generalization error that is nearly unbiased, making it a more accurate test than traditional splitting
techniques. Experimental comparisons [38] have also demonstrated that, through appropriate
parameter tuning, LOOCV can provide higher sensitivity and more balanced accuracy in certain
classifiers, including Random Forest and Bagging.

: Training Set : Test Set
Iteration 1 — 1 2 e 4 n
Iteration 2 — 1 2 3 4 n
1 2 3 4 n
Iterationn _, 1 2 3 4 n

Figure 5. Standard LOOCYV (leave-one-out cross validation).

In palmprint recognition, where images show high similarity and datasets are generally smaller,
LOOCYV provides obvious benefits. Testing each sample reduces the possibility of inaccurate results
from random splits and guarantees thorough and objective evaluation. However, due to the high
computational demand of LOOCYV, we propose a Modified LOOCV to avoid the computational
expenses associated with standard LOOCV. Instead of excluding one image from the entire dataset in
each iteration, we exclude two images from each class for testing while using the remaining ones for
training, as shown in Figure 6. This method involves training the model, as in LOOCV, but then
taking the result from the first iteration due to its consistently outstanding performance. Table 2
outlines the distinctions between Standard and Modified LOOCV.

Table 2. Comparison of traditional LOOCV and modified LOOCV.

Aspect Traditional LOOCV Modified LOOCV
In each Leaves one image out from eachclass of Leaves two images from each class of the entire
iteration the entire dataset. dataset.

Performance- Requires completion of all iterations to fully ~ Allows rapid evaluation from the first iteration.
assessment assess model performance.

Deployment- Prolongs model deployment due to iterative ~Demonstrates practical performance for real-world
efficiency training and evaluation. applications-evaluation from the first iteration.

For instance, in a dataset with 600 classes and 10 images per class, leaving out 2 images per class for
testing in the first iteration allows for a thorough evaluation: 1200 images in testing (20% of the
dataset) and 4800 in training (80%).

Unlike random selection methods, as the train-test-split validation, the Modified LOOCYV ensures that
all classes are represented in the testing data, enhancing evaluation reliability. Moreover, it yields
comparable accuracy to standard LOOCV, but with reduced computational complexity, optimizing
efficiency without compromising performance assessment. The Modified LOOCYV is integrated into
the training process of the Siamese network, as illustrated in Figure 6.

Before initiating the LOOCV loop, the main database is divided into several classes, each representing
a person with a unique label and containing ten image samples. This ensures that at least two samples
per class are available for testing, maintaining class balance across iterations.

The Siamese network is then trained using the Modified Leave-One-Out Cross Validation strategy. In
this setup, two identical sub-networks process paired inputs to assess their similarity. The architecture
of the Siamese model, illustrated in Figure 7, consists of twin branches that share the same weights,
allowing both inputs to be transformed through identical feature-extraction operations. This shared-
weight mechanism ensures consistent feature representation and enhances the model’s ability to
distinguish between genuine and impostor pairs.



506

"Enhancing Palmprint Recognition: A Novel Customized LOOCV-driven Siamese Deep-learning Network", W.Mohammed Cherif et al.

| -‘ 4 b=
"" /?' |

oy —
( ' i
.;f ReLu ReLu
Palmprmt * Z P

Class 1
Class N == Siamese Network Process
Original
Data
A-Divide dataintoN __,
classes ’
Iteration | | Iteration 2
B- Model Trainlng For each class For each class 7
With Modified- Leave one pair > Leave one pdnﬁ
Loocy —» Class 7;-~ WM . [oo00000| Class 7:~ WM . [0
' Class 2:* |MM| — |ooooooo| Class - |mm| — Io ‘
Class 3:* |WM| * |ooooooo| | Class 3:* |MB| |\ onei—
C- Performance 5 |mm|  |oooooog| LL]] Class 1:+ MM — I Iteration M
& B Class 2.~ |mm| ~
Analysis Class N: + | > [s000000] i Ges S O conam
S S| | =0 gl Class 7:+ ] .
Testing set Training set | Testing se ass N | mm) Class 2: | M| — [oo5050:
| =R Class 3:* |mm| * |oooo
R ——
_,",’ CIassN:»[..l o (e

Figure 6. Modified LOOCV workflow.
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Figure 7. Siamese-network architecture.

The Siamese-network architecture includes two main components:

D

2)

Principal Network: This component processes input palmprint images and extracts
discriminative features through convolutional and fully connected layers. The detailed
configuration is presented in Table 3. The first convolutional layer (Convl) employs a large
kernel of 10x10 with 64 filters and a stride of 1 to capture global edges and texture patterns,
minimizing the need for deeper networks. The second convolutional layer (Conv2) applies a
smaller 7x7 kernel to refine local structures. Each convolutional block is followed by a max
pooling layer that reduces spatial dimensions and strengthens invariance. The fully connected
layer (4096 neurons) transforms the extracted maps into compact embeddings suitable for
comparison. This architecture effectively prevents overfitting on small palmprint datasets while
maintaining low computational cost, making it highly suitable for real-time biometric
applications.

Similarity Metric: After feature extraction, the similarity between embeddings is computed
using a metric defined in Equation 1. The resulting values are passed through a sigmoid
activation function (Equation 2), producing probabilities that express the degree of similarity
between pairs of samples. Higher probabilities indicate greater similarity, while lower ones
indicate dissimilarity.

Similarity Scores = o(output) (1)

where:

Similarity Scores: Output probabilities representing the similarity between input pairs.
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a(x): Sigmoid function is defined as:
1

o(x) = — )
Table 3. Siamese-network parameters.

Layer Feature Map Size Kernel Size | Stride

Input image 1 150x150 -

CONV1 64 141x141 10x10 1

Max Pool 64 70x70 2x2 2

CONV2 128 64x64 X7 1

Max Pool 128 32x32 2x2 2

FC1 4096 1x1 -

Output 1 1x1 - -

Outputs: The feature similarity scores generated by the Siamese network.

To optimize the model, the Binary Cross-Entropy (BCE) loss function is used, as shown in Equation 3.
This function efficiently drives the network to produce closer embeddings for similar pairs and distant
ones for dissimilar pairs, thus improving discriminative capability.

L = [y.log(p) + (1 — y).log(1 —p)] 3)

Here, L represents the computed loss for each pair, y is the ground-truth label (1 for similar, O for
dissimilar), and p denotes the predicted probability of similarity. During training, the network
minimizes this loss through gradient-based optimization to generate robust and discriminative feature
embeddings.

For each Modified-LOOCYV iteration, independent datasets are formed for training and testing,
ensuring that all classes contribute representative samples. The Siamese network is initialized with its
optimizer and trained for several epochs using the BCE loss. After training, performance is evaluated
based on accuracy and Equal Error Rate (EER). Additionally, loss, accuracy, and ROC curves are
plotted to visualize the trade-off between true and false positive rates at different thresholds.

The proposed Siamese network integrated with the Modified LOOCYV and optimized via Binary Cross-
entropy loss provides an effective framework for palmprint recognition. It offers precise similarity
measurement between paired samples while maintaining high efficiency and strong generalization
across datasets.

4. RESULTS AND DISCUSSION
4.1 Datasets and Experimental Environment

To demonstrate our segmentation method and evaluate the recognition accuracy of the proposed
method, we considered the four contactless databases, three were employed for model training, and the
fourth was kept unseen during training to serve as an independent dataset for prediction and
evaluation. Some typical samples from the employed palmprint databases are illustrated in Figure 8.
The Tongji Contactless Palmprint Database, developed at Tongji University in China with a dedicated
acquisition device, includes images from 600 subjects captured over two sessions [39][40]. The IIT
Delhi Touchless Palmprint Database (V1.0) IITD [41][42], contained color images with various
artifacts and illumination changes. The GPDS150 Palmprint Database, created in Spain, provides
palmprint images from 150 individuals, adding further variability in acquisition settings and subject
diversity [43]. the PolyU DB (Version 2.0) [44]includes 1140 right-hand (2D and 3D) images taken of
114 individuals. To enable for evaluation under different position settings, each participant presented
five contactless hand poses in various orientations. The most important characteristics of these
databases are summarized in Table 4.

The proposed ROI extraction process is demonstrated in MATLAB R2018a, and the palmprint-
recognition model is trained in Python within an Anaconda environment on Ubuntu. The experiment
includes an Intel Core i9-9820X (LGA-2066), 64 GB DDR4 RAM (4x16 GB Ballistix Sport LT, 2400
MHz) and Nvidia RTX 2080 Ti GAMING OC 11 GB GPUs (TU102, Rev. A).
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2 A\
EIFY

(a) Tongji Dataset (b) IIT Delhi Dataset

(c) GPDS Dataset (d) PolyU Dataset

Figure 8. Typical samples from the palmprint datasets: (a) Tongji, (b) IIT Delhi (V1.0), (c) GPDS,
and (d) PolyU DB (Version 2.0).

Table 4. Databases’ characteristics.

Details Tongji DB 11TD DB GPDS DB PolyU DB
Number of 600 230 150 114
Number of 10 5 10 5
Number of images 6000 Gray scale 1265 Gray scale 1500 Gray 1140 (2D + 3D) Color
Gray/color scale (2D) + 3D depth
Resolution devices 800 x 600 800 x 600 1403 x 1021 640 x 480 Minolta

Camera Camera HP Scanner VIVID 910 3D digitizer

Origin Chinese Indian Spanish Hong Kong (zPolyU)

4.2 ROI Extraction

The proposed segmentation was applied to the three hand databases mentioned above. To ensure the
method’s efficacy across all datasets, we selected hand images with specifically two fingers
interlocked. The ROI extraction results for each are shown in Figures 9, 10, 11 and 12, for the
contactless databases Tongji, GPDS, IITD and PolyUData, respectively.

() (b) (d) (©)
Figure 9. Tongji hand dataset ROI extraction: (a) Input image, (b) Active-contour segmentation, (c)
Valley-point extraction, (d) Rotation and ROl computing, (e) Final ROI.

O original coordinates
X After local search
O Selected coordinates
[z

©
Figure 10. GPDS hand dataset ROI extraction: (a) Input image, (b) Active-contour segmentation, (c)
Valley-point extraction, (d) Rotation and ROI computing, (e) Final ROI.

The proposed active-contour segmentation method offers a solution to the imprecise and low-quality
results of previously used methods and works that use edge detectors and threshold methods for ROI
extraction [45]. Figure 13 illustrates our proposed active-contour method performance in comparison
with the threshold method. In 1, in the absence of active contours, with Otsu segmentation, the hand
images with fingers poorly spread, resulting in incomplete contour (a). This leads to an error in valley
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positions, particularly those associated with the two fingers that are attached to the ring and middle
fingers (b), these valley points serve as the basis to calculating the area’s ROI. Therefore, it is
impossible to determine the rectangle, and the final ROI cannot be extracted. In contrast, as shown in
2, by implementing our proposed segmentation, it allowed for extracting the entire contour, including
that of the narrow region, successfully identifying all correct valley points, and finally extracting the
yield ROI.

@) () (d) (e)
Figure 11. IITD hand dataset ROl extraction: (a) Input image, (b) Active-contour segmentation, (c)
Valley-point extraction, (d) Rotation and ROl Computing, (e) Final ROI.

4.3 Palmprint Recognition

The training process is assessed using the Modified LOOCV. Initially, the three datasets are split into
classes, with 10 samples of each class representing a person. For testing, two images are selected from
each class, while using the remaining images for training. For instance, the GPDS dataset has 1,500
images divided into 150 classes. Leaving out two images per class for testing in the first iteration, a
total of 300 images are used for testing data. Thus, the test set will contain 20% of the entire images
and 80% in the training dataset, that holds for every other database.

4 D Original coordnates
Aftet local search
Selected coordinates.

(a) (b) (c)
Figure 12. PolyU hand dataset ROI extraction: (a) Input image, (b) Active-contour segmentation, (c)
Valley-point extraction, (d) Rotation and ROl computing, (e) Final ROI.
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Figure 13. Active-contour performance for precise ROI extraction: (a) Segmentation, (b) Valley-
point extraction, (c) Rotation and ROl computing, (d) Final ROI.

Our model was trained over 50, 100, and 200 epochs. When comparing the execution results, we
found that the best accuracy and the fastest convergence rate were obtained within 100 epochs, with a
learning rate of 105 for Tongi and IITD datasets, and 10 for the GPDS database. All metrics are
evaluated once the first LOOCV iteration is completed by determining the average accuracy and the
Equal Error Rate (EER), along with additional performance metrics, including Precision, Recall, and
Fl-score. Precision measures the proportion of correctly identified positive samples among all
predicted positives, recall represents the proportion of correctly identified positive samples among all
actual positives, and F1-score is the harmonic mean of precision and recall, reflecting the overall
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balance between them. The applied model achieved the best accuracy of 99.75% on the Tongji dataset.
Table 5 displays the accuracy, EER, precision, Recall, and F1-score results for the available datasets.
The evaluation metrics obtained demonstrate that the model is well generalized. The high and
balanced precision and recall values indicate that the model effectively identifies genuine matches
while maintaining a low rate of false predictions. These findings validate that the model provides good
discrimination ability across different datasets.

Table 5. Recognition performance on different datasets.

Dataset Precision EER Accuracy (%) Recall F1-score
Tongji DB 0.9980 0.002 99.75% 0.9930 0.9955
11TD DB 0.9929 0.04 959+1.0%  0.9461 0.9690
GPDS DB 0.9973 0.01 99.2% 0.9932 0.9952

The proposed palmprint-recognition system performs exceptionally well across three different
databases according to ROC, accuracy and loss graphs illustrated in Figures 14, 15, 16 and 17.
Approximate values showed an accuracy of about 99.75% in the Tongji database, 99.2% in GPDS
dataset, and 95.9% in the IITD database. These accuracy values demonstrate how well the system can
recognize palmprint images, demonstrating its excellent efficacy in handling a wide range of data.
Turning to the loss, the results remained extremely low, suggesting that the model learns effectively
and minimizes errors during the training process.

Receiver Operating Characteristic (ROC) Curve Tongji Dataset Receiver Operating Characteristic (ROC) Curve GPDS Dataset
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(a)ROC curve for the Tongji dataset (b) ROC curve for the GPDS dataset
Figure 14. Receiver operating characteristic (ROC) curves.
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Figure 15. Test-accuracy and loss curves for Tongji dataset.

Analyzing Table 5, the Tongji dataset exhibits the highest performance among the datasets, with the
lowest EER of 0.002, indicating the most precise and well-balanced trade-off. While the GPDS dataset
offers a slightly better EER than the IITD dataset, it nevertheless offers insightful performance.
Overall, these findings demonstrate the high level of recognition accuracy of our system-based
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palmprints over several datasets. The plots of ROC curves for the three available databases are
displayed in Figure 14 for Tongji and GPDS datasets, and in Figure 17 for the 1ITD data, for a more
thorough explanation and confirmation of our system’s performance. These curves plot the True
Positive Rate against the False Positive Rate. Completing our model execution, the AUC values were
converging to 1 for both Tongji and GPDS, and to 0.97 for the IITD dataset. Regarding distinguishing
between positive and negative classes, the Tongji dataset demonstrates the highest AUC, indicating
nearly perfect performance. The high AUC values for the other datasets also indicate strong model
performance. This generalization demonstrates the stability and high recognition accuracy of the
Modified LOOCV-based Siamese network across a variety of datasets. Our approach proved its
efficacy compared to recent related works, as illustrated in Table 6.

GPDS Accuracy Curve for leave-one-out class GPDS Loss Curve for leave-one-out class
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(a) Accuracy on GPDS dataset (b) Loss on GPDS dataset
Figure 16. Test accuracy and loss curves for GPDS dataset.
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Figure 17. Test-accuracy and loss curves for 1ITD dataset.

Table 6. Comparative accuracy performance of the proposed method relative to similar works.
Accuracy (%) and EER (decimal).

Ref./Method IHTD Tongji GPDS

[46] HOG-SGF-AE - 98.85% -

[471 MTCC EER=3.94 EER=0.0043 -

[48] MTPSR - - 96.83%

[49] DeepNet/ResNet 95.5% 99.5% -

[50] SMHNet - 97.36% -

[51] Meta Metric Learning |94.02% 93.39% -

[23] Transformer-GLGAnet | — 98.5% -

[52] CCNet EER=0.0018 EER=0.00004 -

[53] CO3Net EER=0.0047 EER=0.0050 -

[21] FedML (Triplet) 89.13% 93.51% -
EER=0.0569 EER=0.0296

[54] Siamese Net 94.3% 97.7% -

Ours 95.9% 99.75% -199.2%
EER=0.04 EER=0.002 EER=0.01
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In order to reinforce the previous findings and demonstrate the efficacy of our proposed Modified-
LOOCYV with the Siamese network, we trained the Siamese model with a random split of the database
without applying the proposed LOOCV. The results confirmed the effectiveness of the Modified
LOOCYV in increasing the accuracy rate, where the accuracy was higher than that of the normal data
splitting technique by 2.5%. The comparative analysis is shown in Figure 18; we adopted the 1ITD
database results, since it demonstrated a significant transition, particularly in the ROC curve.

ROC Curve Comparison IITD Dataset
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Figure 18. ROC-curve comparison: Modified-LOOCYV vs. standard dataset split.

Table 7. Comparison of matching times for Tongji dataset.

Method Matching time (ms)
VGG-16 26.8
PalmNet 22.8

Ours 20

In the prediction phase, we evaluated the precision and speed of the proposed Siamese network based
on Modified LOOCV, by measuring the time needed to test and predict new images. It is important to
note that the model was not trained on these test images previously. When compared to previous
works’ matching times, we obtain a matching time of 0.02 seconds (20 ms), where our model achieves
a prediction speed that is competitive with widely adopted CNN-based palmprint recognition systems
based on CNNs. Table 7 displays a brief comparison result with certain methods described in [49] on
Tongji dataset.

The model compares two images and computes a similarity score to determine whether they belong to
the same person. To interpret these scores, we applied Gradient-based SHapley Additive exPlanations
(GradientSHAP) and Saliency Maps. GradientSHAP combines gradients with SHAP values to
estimate feature contributions, while Saliency Maps identify the regions with the greatest influence on
the output. As shown in Figures 19 and 20, both methods reveal that the network focuses on palmprint
line structures. The Saliency Maps emphasize the most discriminative patterns, whereas
GradientSHAP assigns importance across ridges and creases. These visual explanations demonstrate
that the network depends on significant palmprint traits rather than on irrelevant background.

A further test was performed using various palmprint images from available databases, two types of
test were performed. The first used images from the trained datasets, where a few images were
excluded before training and placed in a separate folder for prediction. This ensured that these samples
were never seen by the network during the training process. The obtained results on the GPDS dataset
in Figure 19 show that the model accurately recognized these unseen samples with high similarity
scores. The second test was conducted using images from the PolyU dataset, as shown in Figure 20,
which were entirely unseen by the network. The model also achieved very good similarity results on
this external dataset, confirming its strong generalization ability.
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Original Test Image GradientSHAP Saliency Maps

Palmprint 2: palmal_6.jpg

Similarity Score: 1.0000 Similarity Score: 0.0000 Similarity Score: 0.0249

Reference
Image
(b) Similarity-score prediction.

Figure 19. GPDS palmprint verification.

Original Test Image GradientSHAP Saliency Maps

(a) Interpretability of palmprint similarity predictions.
Reference Image

Palmprint 1: hand_0_0.bmp
Palmprint 2: hand_0_3.bmp

Palmprint 1: hand_0_0.bmp
Palmprint 2: hand_0_2.bmp

Similarity Score: 0.9091 Similarity Score: 0.9998 Similarity Score: 0.0044
(b) Similarity score prediction.

Palmprint 1: hand_0_0.bmp
Palmprint 2: hand_1_4.bmp

Figure 20. PolyU palmprint verification.

The system verifies that the two images are not of the same person when the score is less than the
threshold value and vice versa. We chose a threshold of 0.5, which is adjustable based on the needs of
the security system. We compared a reference image with three other images of three different random
individuals. As illustrated in Figures 19 and 20, the model assigns a score close to 1.0 for palmprints
belonging to the same individual, while the score approaches 0.0 for palmprints from different
individuals. The attribution results highlight the palmprint regions that most influenced the
predictions, with both methods consistently focusing on principal palm lines, ridge intersections and
local ridge textures. Such interpretability increases security when using the model for real-world
applications and makes the model’s decisions more transparent.
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5. CONCLUSION

A palmprint-recognition system based on deep learning has been developed, providing a highly
efficient technique to predict palmprints by integrating a Modified-LOOCV strategy with a flexible
Siamese architecture. To ensure a thorough assessment and model optimization, we initially provide
an ROI-extraction technique based on active-contour segmentation. This approach can extract the ROI
with variable contrasts and with excellent precision. The proposed Modified-LOOCYV is an innovative
strategy designed for datasets with significant sample similarity. We effectively capture the wide
variety of the dataset while reducing computational time and enhancing the standard Siamese network
efficacy. This enhancement enables the fast evaluation of the model’s performance, providing an
indication of its power and supporting its quick integration into real-world applications, such as access
control and forensic identification, with high accuracy and low computational cost. The proposed
model reaches an accuracy of up to 99.75%; it is competitive with many existing systems due to its
accuracy and execution speed, even on small databases. The findings demonstrate that the suggested
model has the potential to be widely used in real-world biometric identification systems, as it can
efficiently learn discriminative palmprint characteristics and retain strong recognition performance
even when evaluated on unseen data. In future work, we intend to extend and apply the proposed
scheme to the Multi-Spectral Palmprint dataset and further generalize the methodology for diverse
pattern-recognition systems to provide a deeper validation of its adaptability, robustness and
applicability.
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ABSTRACT

This paper studies the symbol error rate (SER) performance of a wireless-powered device-to-device (D2D)
communication system operating under a time-switching (TS) protocol in the presence of multiple co-channel
interferers (CCI). The considered model involves a battery-less source harvesting energy from multiple dedicated
power beacons and transmitting to a multi-antenna destination over quasi-static Rayleigh fading channels. Both
selection combining ( SC ) and maximal ratio combining ( MRC ) schemes are examined at the destination. In
addition to the SER analysis, the outage probability (OP) performance is also investigated based on the derived
cumulative distribution functions (CDFs), providing a complementary perspective on system reliability. The
analysis focuses on the impact of key system parameters, including the interference power level, interferer-to-
destination distance, energy harvesting efficiency, and modulation type, on the overall performance.
Comprehensive simulation results are presented to validate the analytical derivations and to demonstrate the
effects of these parameters on both SER and OP. The obtained results offer valuable insights into the design of
energy-constrained D2D systems operating in spectrum-sharing environments, serving as a reference for future
enhancements and practical deployments.

KEYWORDS

Co-channel interference, Energy harvesting, Device-to-device, Symbol error rate.

1. INTRODUCTION

The Internet of Things (loT) has emerged as a groundbreaking paradigm, enabling seamless
interconnection between physical objects, sensors, and digital systems, allowing them to collect,
process, and exchange data with minimal human intervention [1,2,3]. With the rapid development of
smart cities, intelligent transportation, environmental monitoring, and industrial automation, loT
networks have become an indispensable part of modern life. The evolution toward fifth-generation (5G)
and upcoming sixth-generation (6G) wireless networks promises ultra-reliable communications, low
latency, massive device connectivity, and ubiquitous coverage, further accelerating loT adoption [4, 5,
6]. However, the large number of 10T devices poses a significant challenge - most of these devices are
powered by batteries with limited energy-storage capacity [7]-[8]. In many applications, such as remote
sensing, underground monitoring, or post-disaster recovery scenarios, replacing or recharging batteries
is impractical, costly, or even impossible. Therefore, ensuring long-term network operation without
manual intervention has become a key research direction.

In this context, Wireless Power Transfer (WPT) has emerged as a promising technology to address the
challenge of limited battery life in future wireless networks, especially for the large-scale deployment
of low-power 10T devices. By leveraging Energy Harvesting (EH) techniques, wireless network nodes
can capture energy from ambient radio frequency (RF) signals or dedicated power sources, thereby
enabling sustainable operation without frequent battery replacement [9], [10]. This has motivated a large
body of research focused on analyzing, evaluating, and optimizing the performance of EH-enabled
systems in various communication scenarios. Several works have examined specific network models
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supported by dedicated power beacons. For instance, [9] analyzes the outage performance of a symbiotic
radio network assisted by a power beacon, thereby clarifying the impact of energy harvesting on data-
transmission capability. Similarly, [10] investigates physical layer security in 10T networks with
multiple power beacons, evaluating the secrecy outage probability (SOP) under different energy
configurations. For large-scale 10T networks, [11] employs stochastic geometry to analyze the coverage
probability of EH-enabled LoRa networks, shedding light on the effects of node density, spatial
distribution, and signal strength on connectivity. Beyond terrestrial networks, EH has also been
integrated into unmanned aerial vehicle (UAV) communications, where energy supply is a severe
limiting factor. [12] reveals the inherent trade-off between reliability and security in UAV systems
supported by EH relays, providing design guidelines to balance these two objectives. In the field of non-
orthogonal multiple access (NOMA), [13] analyzes the uplink and downlink performance of EH-enabled
NOMA systems, providing exact expressions for throughput and outage probability (OP). Extending
further, [14] proposes a statistical model for the sum of double random variables and applies it to
optimize the performance of NOMA systems assisted by simultaneous transmitting and reflecting
reconfigurable intelligent surfaces (STAR-RIS), demonstrating their capability to enhance EH system
efficiency and flexibility. Furthermore, physical layer security has also been a central focus in EH
research. The work in [15] introduces a friendly jammer to improve security in wireless sensor networks
while analyzing the SOP. Similarly, [16] investigates a self-energy recycling model in full-duplex
decode-and-forward (DF) relay networks, jointly evaluating security and reliability. In another direction,
[17] investigates the performance of an EH full-duplex relay system employing multi-antenna
techniques and cooperative diversity. It analyzes key metrics, such as outage probability and bit error
rate under various fading conditions using transmit-antenna selection, maximal-ratio combining, and
power splitting schemes. Moreover, [18] provides exact and upper-bound capacity analysis for full-
duplex DF EH networks with a hybrid time power switching relaying (TPSR) protocol, establishing the
theoretical foundation for protocol optimization. In addition to long-packet systems, [19] focuses on
short-packet communication (SPC) in EH-enabled I0oT networks, where latency and reliability become
critical determinants of system performance. With its outstanding benefits in energy sustainability,
performance enhancement, and security support, EH is becoming an indispensable component in the
design and optimization of modern wireless networks.

In addition to sustaining long-term operation, 10T and 5G/6G networks also demand communication
mechanisms that offer flexibility, spectral efficiency, and high reliability. Among these, Device-to-
Device (D2D) communication is a key enabling technology, allowing nearby user pairs to connect
directly without routing through a base station (BS). This mechanism reduces latency, improves spectral
efficiency, alleviates cellular network load, and enhances both energy efficiency and system throughput
[20], [21]. Depending on spectrum usage, D2D can operate in in-band mode - sharing licensed spectrum
with cellular users - or out-band mode - utilizing unlicensed spectrum [20], [21]. Among these, in-band
underlay D2D has been extensively studied due to its efficient spectrum reuse, although it requires strict
control over interference caused to cellular networks. For example, [22] analyzes the OP, average rate,
and amount of fading (AoF) of underlay D2D networks under three different power-allocation strategies,
showing that path-loss-based allocation outperforms equal or random allocation. For energy-constrained
devices, EH has been integrated into D2D as a promising solution. [23] proposes a D2D model supported
by a power beacon and cooperative jamming from multiple nodes to enhance physical layer security,
providing closed-form expressions for OP, intercept probability (IP), and SOP. Moreover, [24]
combines partial NOMA with backscatter communication (BackCom) to improve both energy and
spectral efficiency in D2D, deriving closed-form OP expressions over Rayleigh fading channels. Relay-
aided D2D has also received strong attention for its ability to extend coverage and improve reliability
in both one-way relaying (OWR) and two-way relaying (TWR) modes [25]. Research shows that
resource allocation, relay selection, and power optimization should be integrated with EH and machine-
learning (ML) algorithms to achieve superior performance [25], [26]. In resource optimization, methods
such as bee-colony optimization [27] or distributed resource allocation based on reinforcement learning
(RL) [26] have proven effective in improving throughput, spectral efficiency, and fairness. Meanwhile,
security remains a major challenge due to the direct connectivity of D2D. [28] provides a comprehensive
analysis of security threats, such as eavesdropping, spoofing, and jamming attacks, while proposing a
security architecture for next-generation D2D systems. In the 10T context, [29] presents a multi-criteria
learning algorithm using security sensors to maintain data reliability and integrity in smart environments
with D2D support. The potential of D2D is further enhanced when combined with emerging
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technologies, such as reconfigurable intelligent surfaces (RIS) and NOMA [30], which enable
optimization of the propagation environment and improvement of link quality, while analyzing OP
under imperfect interference-cancellation conditions.

However, both D2D and EH systems deployed in high-spectrum reuse environments must contend with
co-channel interference (CCI), one of the main sources of interference in wireless communication
systems.

CCI arises when multiple links share the same frequency channel, which can significantly degrade
received-signal quality, leading to higher error rates, reduced throughput and compromised system
reliability. With the increasing network density and aggressive frequency reuse in technologies, such as
5G, 10T, and satellite networks, analyzing and mitigating the impact of CCI has become an important
research direction to ensure optimal system performance. Recent works have investigated the presence
of CCl in various wireless communication scenarios. In [31], CCI at the relay node is considered in a
cooperative SPC system with transmit-antenna selection and beamforming, analyzing the block error
rate (BLER) and proposing an optimal power allocation strategy. [32] extends the SPC analysis to
single-hop systems with CClI at the destination, providing exact and asymptotic closed-form expressions
for BLER. In the loT domain, [35] investigates a two-way relaying NOMA (TWR-NOMA) system with
a power beacon, analyzing the effects of CCI on OP, throughput, and ergodic capacity and incorporating
optimization and deep-learning techniques to improve performance. In addition, [33] analyzed the
performance of EH-enabled D2D systems under co-channel interference, while [34] investigated the
outage probability and error rate of wireless-powered communication networks operating in
interference-limited environments, emphasizing the impact of energy-harvesting efficiency and
interference power on system reliability.

In summary, with the rapid development of advanced wireless communication techniques, such as EH,
diversity combining, and interference management, the performance of many current systems has been
significantly improved in terms of reliability, energy efficiency, and interference resilience. Numerous
recent studies have contributed to this progress by investigating various network architectures and
operating conditions. For instance, several recent works have provided new insights into energy-
harvesting (EH) and interference-limited systems under different scenarios. Specifically, [45]
investigated the physical layer security of EH-enabled IoT networks with hardware impairments, while
[46] analyzed outage and throughput performance in backscatter-assisted SWIPT systems. [47]
presented a secure and covert communication framework for energy-harvesting relay 10T networks,
while [48] examined the joint optimization of resource allocation and energy efficiency in STAR-RIS-
assisted networks. In addition, [49] explored the outage behavior of NOMA-enabled UAV systems
under imperfect channel conditions, whereas [50] analyzed short-packet transmissions for EH-based loT
systems considering reliability-latency trade-offs. Meanwhile, [35] proposed and evaluated a PB- and
NOMA-assisted cooperative 10T network under CCI, while [36] analyzed the outage performance of
satellite-terrestrial full-duplex relaying networks with CCl and further applied deep learning for
performance prediction. [37] examined the outage probability of an EH-based cooperative NOMA
network with a direct link, whereas [38] presented performance analysis and optimal design of a time-
switching EH protocol for MIMO full-duplex DF relay networks employing different diversity
techniques. Similarly, [39] exploited the direct link in two-way half-duplex sensor networks over block
Rayleigh fading to derive an upper bound of the ergodic capacity and provide an exact SER analysis.
The impact of CCI has also been investigated in other contexts, such as IRS-assisted communications
[40], multisource cooperative networks assisted by UAV relays [41] and dual-hop mixed RF/FSO
relaying systems with both CCI and pointing errors [42]. Moreover, [43] addressed short-packet
communications for relay systems with CCI at the relay, offering performance analysis and power-
control strategies, while [44] explored the second-order statistics for IRS-assisted multi-user vehicular
networks with CCI. However, despite these advancements, our literature survey reveals a lack of
comprehensive studies that evaluate the performance of systems simultaneously integrating PB-assisted
EH, multi-antenna diversity reception and the effects of CCl-particularly when combining both selection
combining (SC) and maximal ratio combining (MRC) techniques. Motivated by this research gap, we
propose a unified system model in which an energy-constrained source node harvests energy from a PB
to transmit information to a multi-antenna destination in the presence of multiple CCI sources.
Furthermore, to provide a more comprehensive evaluation, the study focuses on analyzing and
computing the symbol error rate (SER) under both SC and MRC techniques, thereby offering deeper
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insights into the impact of interference and the effectiveness of each diversity-reception method. In the
context of increasingly scarce spectrum resources and the inevitable interference from existing wireless
systems, analyzing and optimizing system performance under such conditions holds both scientific
significance and practical value.

The main contributions of this paper can be summarized as follows:

This work investigates the impact of co-channel interference (CCI) on the performance of
wireless-powered D2D systems, where a batteryless source harvests energy from dedicated
power beacons (PBs) and utilizes this harvested energy to communicate with a multi-antenna
destination in the presence of multiple interferers.

The analysis includes both the symbol error rate (SER) and the outage probability (OP)
performance under two receive combining techniques at the destination; namely, selection
combining (SC) and maximal ratio combining (MRC). New closed-form expressions for both
SER and OP are derived, capturing the effects of multiple interference sources and various key
system parameters.

A\A L

Co-channel interference PB: Power Beacon
[ i 4 > I: Interference sources
Information T Channel SHCLENGRAQUICES I

wenesssennnnnned POWer Transfer Channel

D: Destination
S: Source

Figure 1. System model.

Extensive numerical and Monte Carlo simulation results are provided to validate the analytical
derivations. The results offer valuable design insights into the trade-offs between reliability and
energy efficiency, revealing, for instance, the performance advantage of MRC over SC, the
influence of energy-harvesting efficiency on both SER and OP and the sensitivity of system
performance to interference power levels.

Table 1. Comparison of the uniqueness of our research to related articles.

Context EH | SC | MRC | Multi-antenna | CCI | SER
Paper [17] v v v v v
Paper [35] v v

Paper [37] v v v

Paper [38] v v v

Paper [39] v v
Paper [40] v v

Paper [41] v v v

Paper [42] v v v v
Paper [43] v v v

Paper [44] v v

This paper v v v v v v
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The remainder of the paper is organized as follows. Section 2 gives an overview of the system model.
Section 3 presents the information-theoretic mathematical framework, guiding on how to achieve the
SER. Section 4 presents numerical results and discussions to validate the developed framework as well
as deeply explore the impacts of system key parameters, while Section 5 provides concluding remarks.

2. SYSTEM MODEL

We consider a wireless-powered D2D communication system, as illustrated in Fig. 1, where a batteryless
source node S communicates with a multi-antenna destination node D in the presence of multiple co-
channel interferers. The source harvests energy from a dedicated power beacon (P) during the EH phase
and then reuses this harvested energy to transmit information to the destination in the information-
transmission phase, following the time-switching (TS) protocol depicted in Fig. 2. The system operates
over a quasi-static flat Rayleigh fading environment, where channel coefficients remain constant during
each transmission block, but vary independently between blocks. In addition to the intended signal, the
destination also receives undesired signals from M interfering transmitters operating on the same
frequency band, which cause CCI. Such a setting captures a realistic scenario in spectrum-constrained
environments, where D2D communications coexist with other wireless systems and must operate under
both energy limitations and interference conditions.

Let us denote hpg, hsp_, by, p as channel coefficients of the direct link from source node P to destination
node D, and P - S,S - D,,I,, = D, links, respectively. Assume that hy,X € {PS,SD,,1,,D} are
Rayleigh fading channels, channel gains yx = |hx|? are exponential random variables (RVs) whose
probability density function (PDF) and cumulative distribution function (CDF) are given as,
respectively.

T

A

»
>

Information transmission

S ——> D
EH at S
Co-channel Interference
I ——> D
aT (1-a)T

Figure 2. Time switching.

fyg (%) = Axexp(—Axx) 1
B, (x) =1 —exp(—Axx) (1)

where Ay is the mean of yx. To consider a simple-path loss model, Ax can be modeled by 1x = (dx)?*,
where dy is the distance between two correspondence nodes and y is the path-loss exponent. In the
energy-harvesting phase, firstly S will harvest the energy from P and then, energy at S can be expressed
as:

Es = naTPpyps (2)
Then, the transmit power of S can be formulated as:
Eg naPpyps
P = = = kP, 3
S 1-aT (1-a) KEpYps ()
__nx
where, Kk = i

In the data-transmission phase, S transmits unit power signals xg to the nth D; i.e., n‘", where E{|xs|?} =
1 is the expectation operator.

The received signal at n'" D is given as follows:
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\/Fshsn xs+ P z hy,, px1,, +"Dn €))

51gna1 n01se
mterference

where np_ is the AWGN with zero mean and variance N,. The received signal-to- noise ratio (SNR) at
the n'" D in this phase can be thus calculated by:

E{| signal|?} Psysp,,
Yp, = =

- - = 5
E{| interference|?} + E{| noise|?} Pyyip + N, ®)
2
where yjp = Z%ﬂ |hImD| .
Using the fact that N, <« Py, then by doing some algebra, by substituting (3) into (5), we have:
KPpypsyYsp, K¥pYpsYsp,
Yp, = ~ (6)

Pryip + N - Y1vip

where Wp = %; Y, = %. In order to make the paper highly applicable, we examine two situations using
0 0
various diversity technique:

1. Scenario 1: In the first considered scenario, the destination node D employs the SC technique
to process the received signals from its multiple antennas[51]. Specifically, D selects the antenna
branch with the highest instantaneous signal-to-interference-plus-noise ratio (SINR) for
detection, while discarding the other branches. Therefore, the resulting SINR at D can be

expressed as:

sc _ KqJPyPSySSS

Yp = T W 7
171D

2
where y35 = max, [|hSDn| ]

2. Scenario 2: In the second scenario, the destination node D adopts the MRC technique to exploit
all available antenna branches [52]. In this method, the received signals at different antennas are
coherently combined after being weighted according to their respective channel gains, thereby
maximizing the overall SINR at D. Therefore, the resulting SINR at D can be expressed as:

MRC
MRC _ KIPPVPSVSD

8
Yp Yo 3
where yRC = $N_ |hSDn|2
3. PERFORMANCE ANALYSIS
3.1 CDF and PDF Derivation
3.1.1 CDF and PDF of ySS, yMRC
Based on [53], the CDF and PDF can be found as, respectively:
N
Frpe@ =1= ) () (~1)"exp(~nispx)
vt 9
freg@) =" (@) xnisp(~1)" Lexp(-nispa),
n=1
Fe (x) F(N)V(N Ajx) 10
A
fr) = BN texp(~ )

where T'(-) is the Gamma function, as defined in section (8.31) of reference [54], € € {yshC, y1p}, and
k € {SD, ID}.
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3.1.2 CDF of y5€¢
Fygc %) = Pr(ygc < x) (11)
By substituting (7) into (11), we obtain:

F,sc(x) = Pr (Feresysh

¥1v1ip

x‘P z (12)
f YPS KLIJIy C(y)fyID (Z)dydz
By substituting (9) into (12), we obtaln:
oo 00 Y
Frc0) =" 177 Fas G f 50 fyp (D dydz
+00 +00
exp fj;"‘j‘z)i (M) X ngp(—1)"Lexp(~ndspy) (13)
=1- (A ) dydz
1D
. . X ——— r(M) “lexp(—Ap2z)

Based on [54] [EQ: 3.324 and 6.643-3], (13) can be figured out as:

—lpsx‘PIZ u N _
v v exp ()N () ndsp (— 1) exp(-ndspy)
Fosc(x) =1 —f J pY = dydz
? o -0 y (Ap)"
r'(M)

N
N nﬂ.psﬂ.Squ}I nAPS}.Squ’[
=1—Z( )FM NI ik (—)XW <—) 14
n ( + )( ) exp ZKlPPAID _M% K'lpp}.ID ( )

zMexp(—ipz) )

n=1
where W () is the Whittaker function, as defined in section. (9.22) of reference [54].

3.1.3 CDF of yMRC
Fy]g/[Rc (x) = Pr(yB’IRC < x) (15)
By substituting (8) into (15), we obtain:

F,rc(x) = Pr (—"‘*’PV*’”SD <x)

¥1v1p
+oo +00 Wiz (16)
=57 | B G e 0 Dy
By substituting (1) and (10) into (16), we claim:
+o0 +oo Y
Fpure () = [0 77 Brpg G f pure 0y (2)dydz
+00
ApsxWiz, (A
o exp(AZNE) AD Nt (—75p) (17)
=1-{ dydz
° X (AIL)Z “lexp(—Apz)
. (M) P(—4ip
Based on [54] Eq: 3.471-9 and Eq: 6.643-3, (17) can be figured out as:
_ 1 _ T(M+N) AgpApsx¥i ¥ AspApsx¥1
FYB/[RC (x) - 1 F(N) ( K:LPPAID ) : X eXp( ZKLPp)l.ID ) (18)
< W AspApsx'¥1

N 1N )
—M—;+E,; KWPAID
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3.2 Outage-probability (OP) Analysis
The OP of the system can be thus defined by:

SC —
0P® — Pr(yD < Yth ),w = SC (19)
Pr(ypR¢ < yw ), @ = MRC
where y;, = 2Rt — 1 is the threshold of the system and Ry, is the target rate.
3.2.1 Scenario 1: SC Technique Is Employed at the Destination
The OP for Scenario 1 is given as follows:
0PS¢ = Pr(y5¢ < yem) (20)
Based on (11) and (14) and by substituting x = y, into (20), we have:
N
N nApsAsp¥in ‘¥ nApsAsp¥n'¥1
OPSC=1—Z ( )FM (=1t (—) (—) 21
~ n ( + )( ) exp ZKqJPAID _M% KlPPAID ( )
3.2.2 Scenario 2: MRC Technique Is Employed at the Destination
The OP for Scenario 2 is given as follows:
OPMRC = pr(yMRC < 1) (22)
Based on (15) and (18) and by substituting x = y, into (22), we have:
MRC _ 1 _ T(M+N) AspApsyn ¥y AspApsyinPi
OP =1 T'(N) ( K¥pAip ) 2 Xexp( 2kWpAip ) (23)
< W ASDlPthh‘*’I)

N, 1N(
—M—J+35"  k¥pdp

3.3 Symbol Error Ratio (SER) Analysis
Based on [39], SER can be defined as:

SER=E {aQ < /Zby]g)} (24)

where { € (SC,MRC),Q(t) = \/%f;w e **/2dx is the Gaussian Q-function [55], while a and b are

constants, which are specific for each modulation; (a, b) = (1,1) for binary phase-shift keying (BPSK)
and (a, b) = (1,2) for Quadrature Phase Shift Keying (QPSK). As a result, before obtaining the SER

performance, the CDF of yg is adopted. Then, Equation (24) can be reformulated as follows:
avb T e—bx

SER = ﬁ . W X Fyg (x)dx (25)

3.3.1 Scenario 1: SC Technique Is Employed at the Destination
In this scenario, by substituting (14) into (25), the SER can be analyzed as:

N
- _ N _1\yn—1
SERSC — @b e X ! Zn=1(") P+ D= dx
- 2\/7? nﬁ.psﬂ.SDXq”] anSlSqu’I
0 X ikt A1 DA ¥
eXp( ZKWPA]D ) X W_M%( K,'Lppl][) ) (26)
+00
+oo N Loxp(sAspx¥r
_ a\/E e_bx _ a\/z N _1\yn-1 \/}exp( 2kWpA[p bx)
= ﬁf 7x dx ﬁ n_l(n) F(M + 1)( 1) ( W l(nzpslsnx‘{ll) )dx
— 0 o B 0 Mz k¥pAp
| _

@,
From (26), and after applying [54][Eq: 3.361.2], @ can be calculated as:


http://et.al/

525

Jordanian Journal of Computers and Information Technology (JJCIT), Vol. 11, No. 04, December 2025.
avb [+t ebx a

¢1=ﬁ0 \/}dx=§ (27)

Next, @, is expressed by:

+o00
nApSASDx\PI
_ a\/B N N n—1 EeXp( 2Kk¥pAIp x)
®:=52 ) (ITM+ D)D) 0 (7 e, ) dx

—M.%( k¥pAID

e / Apsisp¥i (28)
\/E N : x—1 zexp[ x(b—n L ]
=Zﬁ nZI(Z) M+ 11" 1] ( w I(MS]:{];?;I)D ) dx
0 K¥pAID
With the help of Equation [54][Eq: 7.621.3], we have:
1 nApsAsp ¥,

Z( >( = 1F(M+1)F() G F 3M+1-M+3-b_ Wy 29
P2 = Zb\/_ 3 S Y ; E'f'()

r(m+3)
where ,F;(a, B;v; z) is the Gauss hyper-geometric function, as defined in section (9.18) of reference
[54]. Finally, by alternating (27) and (29) into (26), SER3C can be obtained as:

(=)™ IT(M + DT (%) r (%) nApsisp ¥y

()

N r (M + %) Klppﬂ.l[)
SER}C = 30
= 3 3 b- Ml:}sllliDlpl >
- 3 . S, KYpAD
\szl 5 M+ 1M +5; 5 /
3.3.2 Scenario 2: MRC Technique Will Be Applied.
By replacing (18) into (25), we get:
T(M+N) AspApsx Wi\~ AspApsx¥y
MRC _ avb 0 g-bx 1- T'(N) ( Kk¥pAip ) 2 X exp( 2k%pAip )
SERMRC = 22 x dx
2w 0 Vx < W N (ASDAPSprI)
—M—7+35" k¥pip
+oo (31)
N
_a_ Vb T01N) Aspipstty 2 X2l expl-x(p- SRS
2 2vm r'(N) K¥pAp XW_M_g+%l¥(As’?\::§:cDW1)dx
0
By the same approach to claim &,, Equation (31) can be derived by:
SERMRC _ & _ _ @ (ASDAPSLPI N T(M+N) F(N"'%)F(%)
D 2bN\m k¥pAp r'(N) F(M+N+%) 32
_Aspdps¥i (32)
Xy Fy(N +5,M + N; M + N +2; —=EA0),

4. NUMERICAL RESULTS

In this section, we employ the Monte Carlo simulation method to provide numerical results that both
validate the accuracy of the proposed analytical frameworks and offer deeper insights into the SER
behavior under various key system parameters. The simulation settings and corresponding values are
summarized in Table 2.

Figures 3 and 4 illustrate the outage-probability (OP) performance of the proposed system under
different values of the transmit SNR Wp and the interference power W, respectively, for both SC and
MRC combining schemes and two target rates Ry,. In Figure 3, the OP is observed to decrease
monotonically as Wp increases.
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Table 2. Simulation parameters.

Symbol Parameter name Value
R Target rate 0.5, 1 ( bit/s/Hz)
n EH efficiency 0.05 to 0.95
a Time-switching ratio 0.05 to 0.95
dps Distance between P and S 1.5m
dsp Distance between S and D 2m
dip Distance between | and D 0.5t05m
X Path-loss exponent 2.2
Yp Transmit power-to-noise ratio at P 0to 50( dB)
v, Transmit power-to-noise ratio at | 0to 35(dB)
Number of antennas at | 1,10
Number of antennas at D 1,10

This is because a higher transmit SNR improves the received-signal strength, thereby enhancing the
achievable data rate and reducing the probability that the instantaneous rate falls below the target
threshold Ryy,. Moreover, for the same Wp, the system with a larger Ry, exhibits a higher OP. This is
attributed to the fact that the threshold SNR required for successful decoding, denoted by y,;, = 2Rn —
1, increases exponentially with Ry, . Consequently, the condition log, (1 + y) < Ry, (or equivalently
¥y < ¥ ) becomes more likely to occur, leading to a higher outage probability. In Figure 4, the OP
behavior is examined with respect to the interference power W;. As expected, the OP increases as ¥,
grows, because stronger interference deteriorates the signal-to-interference-plus-noise ratio (SINR),
thereby reducing the achievable rate. Similarly, a higher Ry, results in a larger OP under the same
interference level due to stricter SINR requirements. In all cases, the MRC scheme consistently
outperforms the SC scheme, owing to its ability to combine multiple received signals and achieve higher
diversity gain, thus improving system robustness against fading and interference. Furthermore, the
analytical curves closely match the Monte Carlo simulation results, confirming the accuracy and
reliability of the derived theoretical expressions.
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Figure 3. The OP of the proposed system versus W, [dB] with different Ry, .
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Figure 4. The OP of the proposed system versus W;[dB] with different Ry,.

Figure 5 illustrates the simulated SER versus the Power Beacon transmit power Wp for different
modulation schemes (BPSK, QPSK), combining techniques (SC, MRC), and numbers of receive
antennas N at the destination D. The close match between Monte Carlo simulations and analytical results
validates the accuracy of the proposed model. As Wp increases, the SER decreases, because the source
S harvests more wireless energy from the PB, leading to higher transmit power and improved SNR at
D. In the low-to-medium Wp region, the SER reduction is relatively slow, since the system performance
is still dominated by CCI. When Wy, is sufficiently large, the SER continues to decline, but the marginal
improvement becomes smaller if CClI is not mitigated. Comparing SC and MRC, the results show that
MRC consistently outperforms SC by achieving better array gain through coherent SNR combining,
resulting in downward/leftward-shifted SER curves for the same Wp. Increasing the number of receive
antennas from N = 2 to N = 10 further shifts the curves downward and leftward due to higher diversity
gain, with the performance improvement being more significant for MRC. Interestingly, under the given
system configuration and normalization, QPSK achieves lower SER than BPSK over the entire Wp
range. Therefore, for applications requiring both high reliability and high throughput, QPSK combined
with MRC and a large N is a promising option. On the other hand, when Wp is limited or CCI is severe,
increasing N, employing MRC and/or applying interference-mitigation strategies are effective to avoid
the SER floor.
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Figure 5. The SER of the proposed system versus Wp[dB] with different N.
Figure 6 illustrates the simulated SER versus the interference power ¥; at the interfering nodes I for

different modulation schemes and combining techniques. As ¥; increases, the SER of all configurations
rises significantly, because stronger interference reduces the effective SNR at the destination D. In the
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low W; region, the SER increases relatively slowly, since the signal power from S is still sufficient to
suppress interference; however, when W; exceeds a medium threshold (around 15 — 20 dB), the curves
start to converge and approach a high SER level, indicating an interference-limited regime where further
increasing the transmit power of S or improving energy-harvesting efficiency yields little improvement.
The relative performance trends between SC and MRC, as well as between QPSK and BPSK, follow
the same pattern observed in Figure 5: MRC outperforms SC due to better array gain and QPSK achieves
lower SER than BPSK across the entire ¥, range.
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Figure 6. The SER of the proposed system versus ¥;[dB].

Figure 7 illustrates the simulated SER versus the distance d;p from the interferers I to the destination D
for different modulation schemes, combining techniques and numbers of interferers M. Based on a
simple-path loss model, the mean channel gain can be expressed as Ay = (dx)*, where dy denotes the
distance between two corresponding nodes and y is the path loss exponent. Accordingly, as dip
increases, the path-loss term A;p = (dip )¥ grows, which causes the interference power received at D
to decrease sharply. This reduction in interference directly improves the effective signal-to-interference-
plus-noise ratio (SINR) in (30) and (32), resulting in a smaller SER. When d,, is small, the interferers
are located close to D and the strong CCI dominates the received signal, leading to a high SER. As dp
increases, the SER decreases rapidly before gradually flattening out when interference becomes
negligible. The impact of the number of interferers M is also evident: when M = 1, the SER is
significantly lower compared to M = 10 for the same d,p, since fewer interferers contribute less
aggregate interference power.
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Figure 7. The SER of the proposed system versus d;p with different M.
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The relative performance trends between SC and MRC, as well as between QPSK and BPSK, remain
consistent with previous figures-MRC consistently outperforms SC due to its array gain, while QPSK
achieves better SER performance than BPSK, offering improved reliability and spectral efficiency even
under interference-limited conditions. These findings highlight the importance of interference
management and diversity-reception technigues in maintaining link quality for wireless-powered D2D
networks.

Figure 8 presents the simulated SER versus the energy harvesting efficiency n for different modulation
schemes and diversity combining techniques. As n increases, the SER decreases for all scenarios,
because a higher harvesting efficiency allows the relay to collect more energy from the received signals,
leading to higher transmit power in the information transmission phase and thus improving the end-to-
end SNR. Specifically, increasing n directly enhances the parameter k in the SINR expressions at the
destination, which strengthens the received signal component and consequently reduces the overall SER.
The performance gap between SC and MRC remains consistent with previous figures-MRC outperforms
SC due to its ability to coherently combine signals from multiple antennas, providing a higher array
gain. Similarly, QPSK achieves lower SER compared to BPSK in all cases, as already discussed in
earlier results.
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Figure 8. The SER of the proposed system versus 7.

5. CONCLUSIONS

This work analyzed the SER performance of a wireless-powered D2D communication system with
multiple co-channel interferers under a time-switching protocol. Simulation results revealed several key
findings. First, MRC consistently outperforms SC due to its coherent combining capability, offering a
notable SER reduction across all scenarios. Second, QPSK modulation achieves lower SER compared
to BPSK, indicating its advantage in spectral efficiency while maintaining robustness. Third, increasing
the energy-harvesting efficiency significantly improves SER, especially at low-to-moderate n values,
while greater distances between interferers and the destination lead to substantial interference
mitigation. Finally, the system demonstrates high sensitivity to the interference power level,
emphasizing the importance of interference-management strategies in energy-constrained D2D
networks. Future work could extend the current framework to scenarios with non-identical (i.n.i.d.)
power levels and spatial distributions of interferers, providing a more realistic characterization of
interference patterns. Moreover, future directions include investigating multiple power beacons with
optimized beamforming, integrating ambient backscatter communication to further reduce energy
demands, and considering hybrid relay-assisted D2D architectures. In addition, exploring adaptive
modulation, interference alignment and machine learning-based resource allocation could enhance
system resilience under dynamic spectrum-sharing environments.
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ABSTRACT

Vehicular Ad Hoc Networks (VANETS) are a cornerstone of modern Intelligent Transportation Systems (ITSs),
enabling real-time communication among vehicles and infrastructure. However, the open and dynamic nature of
VANETS exposes them to a wide range of cybersecurity threats, such as spoofing, Sybil attacks and denial-of-
service (DoS). This paper introduces a novel Federated Learning (FL) framework designed to enhance VANET
security by enabling distributed and privacy-preserving intrusion detection across the network. By leveraging
local model updates instead of centralized data aggregation, our proposed FL approach mitigates privacy risks,
reduces communication overhead and offers robust detection of cyber-threats. The paper presents a
comprehensive analysis including system architecture, threat modeling, security properties, performance
evaluation and real-world applicability. Extensive simulations show that our model achieves a detection accuracy
of up to 96.2%, with minimal latency and low model convergence time, outperforming existing centralized and
traditional machine-learning models.

KEYWORDS

Federated learning, VANET, Intrusion-detection system, Cybersecurity, Distributed Al, Privacy preservation,
Edge computing.

1. INTRODUCTION

The automotive industry is undergoing a transformative evolution with the integration of Vehicle-to-
Everything (V2X) communication into smart transportation systems. Vehicular Ad Hoc Networks
(VANETS), a sub-class of Mobile Ad Hoc Networks (MANETS), allow vehicles to communicate with
each other (V2V) and with roadside infrastructure (V2I). These networks facilitate various applications,
such as traffic safety, infotainment, autonomous driving and environmental monitoring. However,
VANETS' inherent characteristics-high mobility, dynamic topology and real-time constraints-introduce
significant security challenges [1]-[2].

Traditional centralized Intrusion-detection Systems (IDS) struggle to meet the privacy and scalability
demands of VANETSs [3]. Moreover, transmitting raw vehicular data to centralized servers introduces
latency and violates data privacy, especially when vehicles are equipped with sensitive sensors, such as
GPS, cameras and biometric modules [4]. As a result, there is a growing need for decentralized, privacy-
preserving security mechanisms that can operate at the network edge [5]-[9].

Federated Learning (FL), a decentralized machine-learning paradigm, offers a promising solution by
allowing vehicles to collaboratively train a shared model while keeping local data on-device [3]-[4].
Each vehicle computes local gradients, which are then aggregated by a central coordinator or distributed
through peer-to-peer aggregation strategies. FL ensures data privacy, minimizes communication
overhead and can adapt to the heterogeneous nature of VANET environments [10]-[15].

This paper proposes a Federated Learning-based security framework for VANETS that supports real-
time threat detection, lightweight model updates and robust resistance to poisoning and adversarial
attacks. Our key contributions include:

e A novel federated intrusion-detection architecture tailored for distributed VANET
environments.

o Integration of lightweight deep-learning models with differential privacy and secure aggregation
techniques.

o Comprehensive mathematical modeling and performance analysis under various attack
scenarios.

M. El-Dalahmeh and A. El-Dalahmeh are with Department of Cybersecurity, Al-Zaytoonah University of Jordan, Amman, Jordan. Email:
M.eldalahmeh@zuj.edu.jo and A.eldalahmeh@zuj.edu.jo
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e Evaluation using real-world VANET datasets (e.g. NSL-KDD, VeReMi) with metrics, such as
accuracy, latency and communication overhead.

e Comparison with centralized and traditional IDS approaches demonstrating the superiority of
FL in distributed environments.

The remainder of this paper is organized as follows. Section 2 reviews related work on federated learning
and VANET security. Section 3 describes the system model and methodology. Section 4 presents the
proposed FL-based intrusion-detection framework. Section 5 provides the security and privacy analysis,
while Section 6 reports the experimental results and performance evaluation. Section 7 discusses
reproduction with real-world VANET data. Section 8 presents technical justification and comparative
evaluation, while Section 9 presents potential use cases and Section 10 concludes the paper and
highlights future-research directions.

2. RELATED WORKS
2.1 VANET Security Challenges

VANETS are inherently vulnerable to various cyber-attacks due to their decentralized nature, real-time
communication constraints and wireless broadcast medium [15]. Common threats include Sybil attacks,
message tampering, spoofing, blackhole attacks and denial-of-service (DoS). Traditional cryptographic
mechanisms are often insufficient due to computational constraints on On-Board Units (OBUs) and the
need for rapid authentication and verification [12]. Therefore, lightweight, adaptive and scalable security
models are essential.

2.2 Intrusion-detection Systems (IDSs) in VANETS

Machine-learning (ML) and deep-learning (DL) techniques have been widely employed in VANET
intrusion detection. Conventional centralized IDSs require vehicular data to be transmitted to remote
servers for training, which raises concerns about latency, bandwidth usage and privacy leakage [13].
DL-based IDSs such as CNNs, LSTMs and Auto-encoders, have demonstrated significant success in
detecting anomalous traffic patterns. However, these solutions often ignore the privacy constraints of
vehicular data and are difficult to scale to large, distributed environments.

2.3 Federated Learning in Intelligent Networks

Federated Learning (FL) was first introduced by Google to address privacy concerns in mobile-device
learning [5]. Since then, FL has gained attention in smart healthcare, finance and 10T systems. In the
context of Intelligent Transportation Systems (ITSs), FL has been proposed for traffic prediction, driver-
behavior modeling and collaborative perception [16]-[33]. However, its application in VANET security
is still in its nascent stage.

Several studies have explored FL in vehicular environments. For instance, [6] introduced FL-VANET,
an architecture leveraging FL for anomaly detection using LSTM-based encoders. [7] developed a
federated transfer-learning model for intrusion detection in edge-VANETS. Despite promising results,
these works often ignore adversarial model poisoning and secure aggregation. Moreover, the dynamic
and heterogeneous nature of VANET nodes requires models that can handle non-1ID data and
intermittent participation [34]-[42].

2.4 Secure Federated Learning in VANETS

Privacy and security in FL are emerging concerns. Techniques, such as differential privacy (DP), secure
multi-party computation (SMC) and homomorphic encryption (HE), are being integrated to preserve
model confidentiality [14]. In VANETS, preserving privacy while ensuring resilience to poisoning
attacks is challenging due to node mobility and limited bandwidth. Recent studies, like [10], have
proposed trust-aware aggregation mechanisms, while [11] introduced blockchain-based verifiable FL to
detect malicious contributions.

Yet, few approaches offer an integrated solution combining secure model aggregation, dynamic
participation and lightweight intrusion detection tailored to VANET characteristics. This paper aims to
bridge that gap by proposing a federated IDS with secure gradient aggregation, resilient to adversarial
contributions and efficient under network constraints.
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2.5 Comparison Summary

Table 1 summarizes key related works in terms of learning paradigm, privacy technique, attack model
and deployment scalability.

Table 1. Comparison of related works in FL-based VANET security.

Learning

Approach Model Privacy Mechanism Limitations
Wang et al. (2024) LSTM + FL None Lacks defense against poisoning
[6] attacks

Differential Privacy

Zhou et al. (2023) [7] Transfer + FL High communication overhead

(DP)
I[?la(quman etal. (2023) CNN + FL Trust Aggregation No protection against Sybil attacks
Ahmed et al. (2023) FL + - . . .
[11] Blockchain Verifiable Updates High computational complexity
This Work CNN + EL DP + Sec_ure VANET optimized integrated
Aggregation framework

3. METHODOLOGY

This section outlines the foundational elements of our proposed federated-learning (FL) framework for
VANET security. It includes the system architecture, the federated-learning model, the threat model and
the mathematical formulation of training and aggregation.

3.1 System Model
Our system consists of three main components:

e Vehicles (Clients): Each vehicle is equipped with an On-Board Unit (OBU) and local storage to
collect and process traffic data.

o Roadside Units (RSUs): Serve as edge aggregators coordinating FL updates in a localized
geographic region.

e Central Coordinator (Optional): In hybrid deployments, a cloud server may be used for global
model synchronization.

Each vehicle trains a local model using its own traffic dataset. After a number of local epochs, the model
weights are sent to the RSU, which performs secure aggregation.
3.2 Data Distribution and Learning Assumptions

The vehicular data is non-1ID and unbalanced due to differences in driving environments, attack
exposure and data availability. Each vehicle v; has a local dataset D; comprising labeled communication
packets, logs and message attributes.

Let w} represent the local model parameters at round ¢ and f (wf,Dl-) be the local loss function.

3.3 Federated-learning Framework
The goal of FL is to minimize the global loss function over all distributed clients:
N
. 1D
min — - f(w,D;) (D
w L D
=
where:

e w is the shared global model,
e |D;| is the size of local data on client i,
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o |D| =2, |D;| is the total data across all clients.
Clients update their model weights locally using stochastic gradient descent (SGD):
witt = wf —n-Vf(wf,D;) (2)

3.4 Secure Aggregation Mechanism

After local training, the RSU performs secure model aggregation using Federated Averaging:
N

1D
witl = z lDll : Wit+1 (3)

i=1

To protect model confidentiality, we employ a secure aggregation protocol, where each wf** is masked

using additive-noise and differential-privacy (DP) techniques.

3.5 Threat Model

The proposed system operates in a dynamic and decentralized VANET environment, where nodes
frequently join and leave the network. Given this open topology, both external and internal adversaries
can attempt to compromise the confidentiality, integrity or availability of communication and model
updates. The threat model considers an array of realistic and mobility-driven attack vectors, described
as follows:

o External Adversaries: Entities that eavesdrop, inject falsified messages or disrupt
communication channels. Typical attacks include jamming, eavesdropping and replay of
Cooperative Awareness Messages (CAMSs) or Decentralized Environmental Notification
Messages (DENMs).

o Internal Adversaries: Compromised vehicles that participate in federated learning with
malicious intent. They may alter model updates, send poisoned gradients or collude with other
compromised vehicles to skew the global model.

¢ Mobility-based Attacks: Attackers exploit mobility patterns, such as location spoofing,
pseudonym hopping and path replication, to evade detection or fabricate false traffic-density
information.

o Collusive Attacks: A group of malicious clients cooperatively inject correlated gradient updates
to mislead the aggregation process and amplify the impact of poisoning or backdoor attacks.

We assume that all communications between vehicles and Roadside Units (RSUs) are authenticated
using standard V2X certificates, but that no trusted third-party global coordinator is fully immune to
compromise. Hence, the defense design emphasizes local resilience and Byzantine robustness during
aggregation.

To counter these threats, the proposed system integrates Byzantine-resilient aggregation and differential
privacy techniques. Specifically, the defense layer replaces purely accuracy-based trust scoring with
robust aggregation algorithms, such as Krum and Multi-Krum, which tolerate a bounded number of
malicious or colluding clients without degrading global model convergence. These methods are
combined with differential privacy (DP) noise addition and gradient clipping to further limit information
leakage and ensure fairness across heterogeneous nodes.

3.6 Byzantine-Robust Aggregation Strategy

To enhance resilience against poisoning, collusion and mobility-based attacks, the original trust-aware
mechanism is extended into a Byzantine-robust aggregation framework. Let g; denote the local gradient
of client i at round t. The aggregation process proceeds as follows:

1. Each RSU collects gradients {g4, g2, ..., gn} from participating vehicles.

2. For robustness, the RSU computes the pairwise Euclidean distance between gradients and
selects a sub-set S of size N — f (where f is the maximum tolerated number of Byzantine
clients).

3. The Krum algorithm [34] selects the client the gradient of which has the smallest total distance
to other gradients in S
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. . T
g = argmin ||gl- gj||
JES j#i

4. For improved robustness, Multi-Krum aggregates the top- m most consistent gradients:

*_12
g_m i

iEM
where M is the set of m selected gradients with minimum pairwise distances.

This approach ensures that the influence of outlier or collusive clients is minimized. Compared to the
earlier accuracy-based trust metric, Byzantine-robust aggregation eliminates dependency on local
accuracy feedback, which can be easily manipulated in adversarial environments. The final aggregated
gradient g* is then sanitized with differential privacy noise N (0, 5?) before being distributed back to
participating clients:
g =g +N(©,0%

This combination of Multi-Krum selection and DP masking ensures that the global model remains robust
to both independent and collusive poisoning attacks while preserving communication efficiency.

3.7 Dataset and Feature Engineering

We use the following datasets for experiments:

o NSL-KDD: Pre-processed to match vehicular features (e.g. packet size, flags, duration).
o VeReMi: Real VANET attack dataset focused on misbehavior detection in cooperative
awareness messages (CAMS).

Each data sample is transformed into a fixed-length feature vector including time-series, protocol
types and attack labels. Data-normalization and class-balancing techniques are applied to reduce
model bias.

3.8 Model Architecture

The base model is a Convolutional Neural Network (CNN) optimized for edge devices. It includes:
e Input layer: 30 features (normalized)
e ConvlD layers (2x): Filters=64, Kernel size=3
e MaxPoolinglD: Pool size=2

e Dense layer: 128 units, ReLU
e Output layer: Softmax (for 5 -class classification)

Figure 1 illustrates the model structure.

FL
Server

i

{ Global Model |

A

[ Local Model }——[ Local Model ’

(?5‘@@

VANET
Figure 1. Lightweight CNN architecture used for local FL model.
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4. PROPOSED SYSTEM / APPROACH

This section presents the architecture and operational workflow of our proposed Federated Learning-
based Intrusion Detection System (FL-IDS) for VANETSs. The system is designed to meet the dynamic,
privacy-sensitive and distributed nature of vehicular networks.

4.1 System Architecture Overview

Figure 2 illustrates the high-level architecture of our proposed FL-based security framework.

Global
Orchestration
Layer

- N
7 N
-

(('!')) Edge Aggregafor (('!’))
Layer (RSUs)
4 \ v \

/ \ / \
/ % / \

Ll Dy Dy Dy

S S oy o

Vehicle Layer

Proposed Federated Learning architecture for VANET
intrusion detection

Figure 2. Proposed federated-learning architecture for VANET intrusion detection.

The architecture comprises three layers:

e Vehicle Layer: Each vehicle collects traffic data and executes local training on its OBU using
the CNN-based model. Sensitive data never leaves the vehicle.

o Edge Aggregator Layer (RSUs): RSUs collect model updates from vehicles, perform secure
aggregation and transmit the result to neighboring RSUs or a central server.

o Global Orchestration Layer: Optionally, a central server integrates regional model updates and
disseminates a refined global model. This enables inter-region learning transfer.

4.2 Workflow of FL-IDS in VANET
The system operation follows a cyclical five-phase process, as illustrated in Figure 3.

GLOBAL MODEL

SERVER

LOCAL MODEL LOCAL MODEL
A
1 i 1 1
LOCAL LOCAL LOCAL LOCAL
MODEL MODEL MODEL MODEL
FL WORKFLOW

Figure 3. Workflow of FL-IDS across vehicle and edge layers.

Step 1: Data Collection - Each vehicle gathers network traffic, logs and context data.
Step 2: Local Model Training - A CNN model is trained using Equation (2). Training runs for E epochs
locally.
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Step 3: Gradient Protection - Local gradients are perturbed using differential privacy:
V~Vit+1 — Wit+1 + N(O,O’Z) (4)

where N(0,02) is Gaussian noise and o is a tunable privacy budget parameter.
Step 4: Secure Aggregation - The RSU securely aggregates gradients using Equation (3) and broadcasts
the global model.

Step 5: Update Dissemination - VVehicles receive the new global model and replace their local model.

4.3 Trust-aware Aggregation Strategy
To mitigate poisoning attacks, we define a trust score T} for each client i at round:

t
¢ Accuracy ; — u

T = 5)

g

where p and o are the mean and standard deviation of accuracy across all clients. Only clients with T} >
0 contribute to the aggregation, ensuring robustness against adversarial models.

4.4 Communication Optimization

We reduce communication overhead via:

e Model Compression: Quantizing model weights to 8-bit floating point.

e Client Selection: At each round, only K of N clients participate, selected based on bandwidth
and availability.

This reduces update latency while maintaining model convergence.

4.5 Deployment Strategy in Urban VANETS

In urban scenarios with dense vehicular traffic, the system operates in a hierarchical mode. Each city
block has an RSU that aggregates models locally. RSUs synchronize every M rounds to maintain
consistency across geographic partitions.

4.6 Security Extensions

Beyond intrusion detection, our FL framework supports:

e Anomaly Scoring: Each sample is assigned a threat score using Softmax confidence.

¢ Incident Broadcast: Vehicles detecting anomalies broadcast CAMSs tagged with encrypted threat
scores.

e Privacy-preserving Logs: Local logs are retained using hash chains for forensic analysis.

4.7 Advantages of the Proposed FL Approach

e Privacy: Raw data remains local, satisfying data-protection regulations.
o Scalability: Works in both sparse and dense network conditions.

¢ Robustness: Resistant to gradient poisoning and adversarial model drift.
o Efficiency: Reduced latency and bandwidth consumption.

5. SECURITY ANALYSIS

This section provides an in-depth analysis of the security properties of the proposed Federated Learning-
based Intrusion Detection System (FL-IDS) in VANETSs. We focus on the system's ability to withstand
internal and external threats, protect data privacy and ensure trust in collaborative learning.

5.1 Threat-mitigation Capabilities

Table 2 summarizes how the proposed system counters key VANET security threats.
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Table 2. Threat-mitigation capabilities of FL-IDS.

Threat Type Mitigation Mechanism

Sybil Attack Model update consistency checking and vehicle 1D verification
Eavesdropping No raw data transmission; updates masked with DP noise
Gradient Poisoning Trust-aware score filtering (Eq. (5))

Model Drift Periodic synchronization with RSU consensus

Data Privacy Leakage Differential privacy via Gaussian noise (Eq. (4))

DoS on Aggregators Decentralized RSU fallback and redundancy

5.2 Adversarial Robustness
We simulate several adversarial settings to evaluate model robustness:

e Backdoor Insertion: Malicious clients inject poisoned data with specific patterns. The model
maintains > 90% accuracy post-filtering.

o Model Tampering: Clients transmit incorrect gradients. Aggregation weights based on trust
score significantly reduce impact.

o Data-injection Attacks: External adversaries attempt to overwhelm OBUs with malicious traffic.
Local IDS detects anomalies before model training.

5.3 Security Metrics

To quantify the security effectiveness, we define the following metrics:

False Positive Rate (FPR): Fraction of benign activities classified as malicious.

e Poisoning Tolerance (PT): The maximum proportion of malicious clients tolerated without
significant degradation ( < 5% drop in accuracy).

e Privacy Loss (¢) : Measured under (g,6) — DP, with target ¢ < 2.

Table 3 presents these metrics under different configurations.

Table 3. Security-evaluation metrics of FL-IDS.

Scenario FPR (%) Poisoning Tolerance
Standard FL 52 15%
FL + DP 4.1 20%
FL + Trust Filtering 3.8 28%
FL-IDS (Full) 3.2 32%

5.4 Formal Privacy and Confidentiality Analysis

To quantify the overall privacy and confidentiality of the proposed FL-IDS, we formalize both the
differential privacy (DP) component and the secure aggregation (SecAgg) protocol used during model
updates.

5.4.1 Differential Privacy Formulation
Each vehicle perturbs its local gradient before transmission using Gaussian noise as:
gi=9gi +N(0,0?)
where ¢ is the noise scale derived from the sensitivity A of the gradient and the privacy budget (¢, §).

According to the Gaussian Mechanism [35], a single local update satisfies (e, §)-DP if:
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- A,/2In(1.25/6)
- €
For our implementation, the sensitivity A was clipped to 1.0 and the per-round noise variance was set to

a2 = 0.4. Using the Rényi DP accountant across R = 50 global rounds, the total cumulative privacy
loss was computed as:

Etotal = +/ 2RIn(1/6) -

Substituting § = 10~° and the above parameters, we obtain:
€total = 1.64

which corresponds to a tight privacy bound ensuring that no adversary can infer individual client data
with a probability greater than e'®* ~ 5.16 times that of random guessing. This aggregated value
captures the end-to-end differential-privacy guarantee over the entire federated process, not merely per-
round protection.

SHN>2

5.4.2 Secure Aggregation Protocol

To strengthen confidentiality beyond statistical privacy, the FL-IDS employs a cryptographic Secure
Aggregation (SecAgg) protocol inspired by [36], integrated with the Paillier additive homomorphic
encryption scheme.

Each vehicle v; encrypts its local model update w; as:
E(w;) = g%ir"modn?
where (n, g ) is the public key, r is a random nonce and Paillier's homomorphic property ensures that:
E(wy) - E(wp) = E(wy +wy)

Without decrypting individual contributions, the RSU (aggregator) computes the aggregated encrypted
update:

N
E (Wagg) = 1_[ E(w;)
i=1

and sends E (wagg ) to the decryption authority (trusted module or TEE) for global model reconstruction.
This mechanism guarantees that:

1. No RSU or adversary can access individual model parameters during aggregation.
2. The aggregation remains verifiable, yet privacy-preserving, under a semi-honest threat model.
3. Communication cost overhead is bounded by O (Nlogn) per aggregation round, which remains

efficient for up to 100 vehicular clients.
5.4.3 Overall Privacy and Confidentiality Guarantee

Combining the differential privacy and cryptographic aggregation mechanisms, the overall system
satisfies:

FL-IDS € (€ioral, 8)-DP and SecAgg-Paillier confidentiality.

The differential privacy term bounds information leakage statistically, while Paillier-based SecAgg
ensures that no entity, including RSUs or the central coordinator, can observe individual gradient values.
The integration of these two orthogonal layers formalizes the degree of privacy and confidentiality
throughout the entire federated-learning pipeline.

5.5 Attack Detection Latency

Our architecture maintains a detection latency below 100 ms under typical VANET throughput. Table
4 illustrates performance in both edge and centralized variants.
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Table 4. Attack-detection latency (in milliseconds).

Deployment Mode Latency (ms)
Centralized IDS 230 ms

Edge IDS 98 ms
FL-IDS (Ours) 86 ms

5.6 Security Summary

The proposed FL-IDS demonstrates high resilience against insider and outsider threats while ensuring
compliance with privacy guarantees. Its layered defense - including differential privacy, trust scoring
and edge-based detection-renders it suitable for real-world VANET deployments.

6. PERFORMANCE EVALUATION

To validate the effectiveness of our FL-IDS framework, we conducted extensive simulations using real-
world VANET datasets. We evaluated the framework across multiple metrics: accuracy, precision,
recall, communication overhead, model convergence time and system latency.

6.1 Experimental Setup

Simulation Environment: Experiments were conducted using Python 3.10 and TensorFlow 2.14 in a
federated environment built on the Flower framework. Vehicular mobility and communication were
emulated using SUMO and Veins simulators integrated through OMNeT++ [42]-[53].

Network Scale:

e Vehicles (Clients): 1,000-1,200 simulated vehicles with non-11D data splits per region.

e RSUs: 20 edge servers acting as regional aggregators, each supporting 50-60 clients.

e Global Coordinator: One optional cloud server for cross-region synchronization every 25
rounds.

Datasets: Combined NSL-KDD, VeReMi and Zhou-Jiang [54] datasets were used to emulate mixed
synthetic and real-world vehicular traffic patterns.

Training Configuration:

Local epochs E = 3, global rounds R = 100.
Optimizer: Adam with learning rate n = 0.001.

DP noise variance o2 = 0.5, privacy budget £ = 1.5.
Byzantine tolerance parameter f = 10 (Multi-Krum).

6.2 Baseline Comparison and SOTA Reference
For comprehensive benchmarking, we compared FL-1DS with recent VANET-FL architectures:

e FL-VANET [6]: LSTM-based distributed IDS.
e TrustFL [10]: Trust-aware aggregation for adversarial VANETS.
e VeriFL [11]: Blockchain-enabled verifiable aggregation.

All baselines were re-implemented under identical data partitions and computational limits for fairness.

6.3 Evaluation Metrics
Performance was measured using both classical and advanced metrics:

e Accuracy, Precision, Recall (baseline metrics).
e F1-Score (harmonic mean of Precision and Recall):

Precision - Recall
F1=2

" Precision + Recall
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e AUC-ROC (Area under the Receiver Operating Characteristic curve), providing a threshold
independent measure of classification quality.

o Statistical Significance: Independent-sample t-tests ( p < 0.05 ) between FL-IDS and baselines
across 10 training repetitions.

6.4 Results on Large-scale VANET
Table 5 summarizes key results for 1,000-vehicle deployment.

Table 5. Large-scale VANET evaluation results (1,000 vehicles).

Approach Accuracy (%)  Precision (%) Recall (%) F1(%) AUC  p-value
FL-VANET [6] 94.3 93.8 93.5 93.6 0.963 0.018
TrustFL [10] 95.1 94.7 94.1 94.4 0.971 0.011
VeriFL [11] 95.5 95.2 94.8 95.0 0.975 0.007
FL-IDS (Ours) 96.4 95.9 95.5 95.7 0.982 < 0.005

The proposed FL-IDS consistently outperformed baseline frameworks with statistically significant
improvements (p < 0.01) inall metrics. The AUC-ROC curve (Fig. 4) demonstrates a high separability
between benign and malicious classes, indicating excellent detection consistency across diverse mobility
conditions.

6.5 Scalability and RSU Bottleneck Analysis

Communication Latency: Average round latency increased sub-linearly with client count (86 ms to 172
ms for 1,000 clients). Hierarchical aggregation at RSUs reduced uplink traffic by 63 percent.

RSU Bottlenecks:

e Processing Overhead: Each RSU handled up to 80 parallel gradient updates per round. Beyond
60 clients, aggregation time increased exponentially.

e Bandwidth Load: Transmission peaks at 2.3MBs~! under full participation. RSUs with limited
backhaul links experienced temporary queuing delays.

e Operational Concerns: Faulty or compromised RSUs can propagate corrupted aggregates.
Byzantine robust methods (Multi-Krum) mitigated this risk with less than 2 percent accuracy
drop even under 10 percent malicious clients.

Scalability Outcome: Simulation of 1,200 vehicles confirmed stable convergence within 29 rounds, with
less than 0.8 percent accuracy degradation and AUC greater than 0.97 , proving practical viability for
large-scale deployments.

6.6 Statistical Significance and Model Robustness

We performed two-tailed t-tests on model F1-scores between FL-IDS and each baseline over 10
independent runs. All results were significant ( p < 0.01 ), confirming that the observed performance
gains are unlikely due to random variation. Standard deviation of metrics remained below 0.4 percent,
demonstrating robustness and repeatability.

6.7 AUC-ROC and F1 Visualization

Figure 4 presents the AUC-ROC curves of all models. The proposed FL-IDS achieves the steepest rise
with AUC = 0.982, outperforming TrustFL ( 0.971 ) and VeriFL ( 0.975 ). Figure 5 shows F1-score
trends across rounds, illustrating faster stabilization and higher final values compared to baseline
systems.

6.8 Discussion on Scalability Risks

Scaling FL-IDS beyond 1,000 vehicles introduces operational concerns:
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e RSU Synchronization Delays: Decentralized aggregation across overlapping coverage zones
may cause stale updates if synchronization exceeds 100 ms.

o Gradient Staleness: Non-1ID data and intermittent clients can induce gradient divergence;
adaptive local learning rates can mitigate this.

o Security Amplification: Larger networks amplify the impact of collusive attacks. Byzantine-
robust aggregation mitigates up to 20 percent adversarial clients, but may reduce convergence
speed by 7-9 percent.

Future work will explore dynamic RSU load-balancing and mobility-aware asynchronous aggregation
for next-generation FL-enabled VANETS.
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Figure 5. F1-score convergence across FL rounds (1,000 vehicles).

7. REPRODUCTION WITH REAL-WORD VANET DATA

To further validate the generalizability of the proposed FL-IDS framework, the experiments were
reproduced using real-world VANET datasets, specifically the VeReMi dataset and the benchmark
vehicular traces introduced by Zhou and Jiang [54]. These datasets include authentic vehicular
communication logs and misbehavior events captured from live vehicular testbeds, offering realistic
spatio-temporal dynamics and protocol-level message interactions consistent with Cooperative
Intelligent Transportation Systems (C-ITSs).

7.1 Dataset Description

o VeReMi: A comprehensive misbehavior-detection dataset containing Cooperative Awareness
Messages (CAMs) exchanged among vehicles. It includes attack classes, such as position
falsification, message suppression and timing manipulation, collected from urban and highway
driving scenarios.

e Zhou and Jiang (2024) [54]: A real-world vehicular dataset with traces from 200 vehicles
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equipped with IEEE 802.11p OBUs. The dataset records message dissemination rates,
transmission power and positional accuracy under benign and adversarial conditions.

7.2 Feature Engineering for VANET Protocols

Feature extraction focused on protocol-specific attributes according to ETSI EN 302 637-2/3
standards. The selected features were grouped as follows:

e CAM Features: StationID, Latitude, Longitude, Speed, Heading, Acceleration, Timestamp Drift
(At between consecutive CAMSs), Beacon Frequency Deviation and Position Error Rate.
o DENM Features: Cause Code, SubCause Code, Detection Time, Event Position, Repetition
Interval, Alert Propagation Distance and Event Rebroadcast Count.
o Derived Features: Message Interval Variance, Relative Speed Deviation, Signal-to-Noise Ratio
(SNR) and Neighbor Density.
All features were normalized to the range [0,1] and converted into fixed-length vectors of 40
dimensions. A sliding window of 5 consecutive message samples was used to preserve temporal
correlations across CAM/DENM transmissions.

7.3 Experimental Configuration

Retraining was performed using 100 vehicular clients, each holding non-11D splits of the VeReMi and
Zhou-Jiang [54] datasets. Each On-Board Unit (OBU) executed three local epochs per FL round and
RSUs aggregated updates every 25 rounds. The privacy budget was fixed at € = 1.5 with Gaussian noise
variance o2 = 0.4. The same CNN architecture and FL environment previously described were adopted
to ensure comparability.

7.4 Results and Analysis

Table 6 summarizes the comparative performance of the baseline (NSL-KDD + VeReMi) and the
reproduced real-world VANET setup.

The reproduced results show a minor accuracy reduction ( < 0.5% ), primarily due to increased channel
noise and inconsistent beacon intervals inherent to real-world data. However, latency and convergence
behavior remained stable. The system maintained a poisoning-tolerance above 30% and a false positive
rate (FPR) of approximately 3.4%, confirming the resilience of FL-IDS under practical vehicular
conditions.

Table 6. Performance of FL-IDS on real-world VANET data.

Dataset Accuracy (%) Precision (%) Recall (%0) Latency (ms)
VeReMi + NSL-KDD (Baseline) 96.2 95.6 95.1 86
VeReMi + Zhou-Jiang (Real) 95.7 95.1 94.8 89

7.5 Discussion

The reproduced experiments demonstrate that the proposed FL-IDS effectively generalizes to real-world
VANET environments when trained with raw VeReMi data and live vehicular traces. Incorporating
CAM/DENM protocol-level features improved the temporal and contextual understanding of vehicular
interactions, enabling more precise anomaly detection. Future work will extend this approach to include
Cooperative Perception Messages (CPMs) and sensor-fusion attributes to enhance situational awareness
in 5G-enabled vehicular networks.

8. TECHNICAL JUSTIFICATION AND COMPARATIVE EVALUATION

To strengthen the rationale for our architectural design, an extended evaluation was performed
comparing the adopted Convolutional Neural Network (CNN) with alternative frameworks, including
Graph Neural Networks (GNNs) and Support Vector Machines (SVMs). The goal was to determine the
optimal balance between detection performance, computational efficiency and energy sustainability
under VANET constraints.
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8.1 Comparative Evaluation of Learning Architectures

The CNN-based FL-IDS was benchmarked against GNN and SVM models using the same federated
setup and VeReMi dataset. The results are summarized in Table 7.

Table 7. Comparison of CNN, GNN and SVM models under FL-VANET setup.

Model Accuracy (%) | F1(%) | Latency (ms) | Energy (J)
SVM (RBF) 91.8 91.2 142 0.93
GNN (GraphConv) 95.2 94.8 117 1.18
CNN (Proposed) 96.4 95.7 86 0.61

The results show that GNNs provide improved spatial reasoning and awareness of vehicular topology,
but this comes at the cost of higher computational and communication overhead due to graph
construction and message passing. SVMs, while lightweight and energy-efficient, failed to generalize
effectively across non-11D vehicular data distributions. The CNN model achieved the best overall trade-
off, offering superior detection accuracy, reduced inference latency and lower energy consumption,
which makes it suitable for deployment on On-Board Units (OBUSs) with limited power budgets.

8.2 Energy and Computational Trade-offs

To assess energy sustainability, average energy consumption was measured per local training round
across 1,000 vehicular clients. The CNN model consumed about 35 percent less energy than the GNN
model due to its lower parameter count and computational simplicity. The SVM model demonstrated
slightly lower energy use, but with a substantial reduction in classification accuracy.

The CNN use of one-dimensional convolutional filters reduced redundant computations while retaining
temporal and spatial message correlations. Model quantization (8-bit) and partial client participation
further reduced energy usage to approximately 0.61 joule per inference cycle. This value fits within the
operational limits of an average OBU, where communication and learning tasks should not exceed 5
percent of the vehicle's daily energy capacity.

8.3 Balancing Accuracy, Latency and Energy Impact

The comparison highlights that CNNs represent the most practical compromise between model
complexity and energy feasibility in large-scale vehicular environments. While GNNs offer richer
relational insights, their energy demands and communication overhead make them less suitable for
resource-constrained OBUs. CNN-based federated learning maintains competitive accuracy and latency
while minimizing computational cost, providing a sustainable solution for real-world VANET
deployments. Future work will explore hybrid CNN-GNN architectures to combine spatial awareness
with the lightweight nature of CNNs.

9. DISCUSSION

In this section, we analyze the implications of our results, highlight the advantages and limitations of
our approach and discuss potential deployment challenges in real-world VANET environments.

9.1 Comparative Analysis

The experimental results show that FL-IDS outperforms centralized and traditional FL-based IDSs in
multiple aspects. Key improvements include:

o Higher Detection Accuracy: FL-IDS achieves 96.2% accuracy, primarily due to trust-aware
filtering and robust aggregation mechanisms.

e Reduced Latency: By offloading detection tasks to RSUs and minimizing cloud interaction,
detection latency was reduced to 86 ms on average.

e Scalability: The framework successfully scaled from 25 to 100 clients with minimal increase in
convergence time and overhead.
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These improvements demonstrate that federated intrusion detection is feasible for latency-sensitive and
privacy-aware vehicular networks.

9.2 Real-world Deployment Considerations
Deploying FL-IDS in live VANET environments introduces several challenges:

e Client Participation Variability: Vehicles may drop out of training due to movement, network
instability or energy constraints. Future designs may incorporate asynchronous FL mechanisms
to mitigate this problem.

e Hardware Heterogeneity: OBUs differ in computational capabilities, which could impact
training consistency. Model compression and adaptive training schedules can address this issue.

e RSU Trust and Security: While RSUs serve as aggregators, ensuring their integrity is vital.
Integration with blockchain or trusted execution environments (TEESs) could strengthen their
role.

e Legal and Ethical Compliance: Adhering to regional data-privacy laws (e.g. GDPR, CCPA) is
essential even if raw data is not shared. The use of differential privacy enhances compliance.

9.3 Trade-offs in System Design
While our FL-based approach offers privacy and scalability, it comes with trade-offs:

e Model Accuracy vs. Privacy: Increasing the level of differential privacy (smaller ) improves
data protection, but can reduce model accuracy.

e Security vs. Communication Overhead: Adding secure aggregation and trust validation
increases communication payloads and processing time, although our results show that this is
still below practical thresholds.

e Centralization vs. Distribution: A fully decentralized system maximizes resilience, but may lead
to model fragmentation. Our hybrid architecture balances local autonomy with periodic global
synchronization.

9.4 Potential Use Cases
Our proposed framework is applicable to several real-world scenarios:

1. Autonomous Vehicle Swarms: Where real-time anomaly detection is critical for platooning
safety.

2. Military Convoy Security: Distributed intrusion detection without reliance on cloud
infrastructure.

3. Smart-city Integration: Where RSUs coordinate with urban control centers for threat prediction
and traffic regulation.

9.5 Lessons Learned

Through the design and evaluation of FL-IDS, we derived several insights:

e Trust-aware filtering significantly improves robustness against poisoning attacks.

e Lightweight CNNs are sufficient for detecting common VANET threats without requiring deep
architectures.

¢ Non-1ID data handling and adaptive aggregation are crucial for consistent model convergence.

e Energy-efficient FL training is achievable using optimized training schedules and client
selection.

9.6 Ethical Considerations
While FL promotes user privacy, ethical concerns may arise if:

o Clients are misclassified and unfairly penalized (false positives).
e Models are biased due to data imbalance (e.g. rural vs. urban driving).

Mitigation requires inclusive datasets, fairness-aware loss functions and transparent model explain
ability (e.g. SHAP, LIME).
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10. CONCLUSION

This study demonstrates that federated learning provides a viable and efficient foundation for
decentralized security in vehicular ad hoc networks. The proposed framework successfully integrated
privacy-preserving aggregation with distributed model training, allowing vehicles to collaboratively
detect and mitigate network threats without compromising sensitive local data. The evaluation under
realistic VANET conditions confirmed that the system maintains high detection accuracy, rapid
convergence and stable performance even in large-scale deployments exceeding one thousand vehicles.
The results further indicated strong resilience against various attack scenarios, including mobility-based
and collusive adversaries, while preserving communication efficiency and energy sustainability. A
comparative investigation between CNN, GNN and SVM architectures showed that the CNN-based
model achieves an optimal balance between computational complexity and accuracy, offering low
latency and minimal energy impact suitable for resource-constrained on-board units. These outcomes
collectively reinforce the suitability of CNN-driven federated learning as a practical mechanism for real-
time intrusion detection in dynamic vehicular environments.

Beyond its immediate application to vehicular-intrusion detection, the findings highlight broader
implications for the future of intelligent transportation systems. The proposed framework establishes a
foundation for scalable, privacy-aware cooperation among autonomous and connected vehicles, which
could extend to applications, such as cooperative perception, adaptive routing and decentralized traffic
optimization. Nonetheless, several open challenges remain, including synchronization delays among
roadside units and potential communication bottlenecks during large-scale aggregation. Addressing
these limitations will require the development of adaptive and asynchronous-aggregation strategies
capable of balancing model accuracy with communication constraints. Future research should explore
hybrid CNN-GNN architectures to enhance spatial awareness while maintaining energy efficiency, as
well as real-world testing across heterogeneous vehicular networks to validate long-term stability and
robustness. The continued advancement of such approaches will contribute to building secure, energy-
conscious and intelligent vehicular ecosystems capable of supporting next-generation transportation
technologies.
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