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ABSTRACT

Early warning of fast-spreading malware is still a critical challenge in enterprise networks, where traditional
signature-based and post-infection behavioral methods provide limited preventive capability. This paper proposes
the Dynamic Network Metric Early Warning System (DNM-EWS), which can detect pre-propagation indicators of
compromise through continuous analysis of time-evolving communication topologies. DNM-EWS integrates
temporal complex-network metrics with adaptive statistical baselines to generate an interpretable composite risk
score for real-time anomaly detection. Experimental evaluation on enterprise NetFlow data, heterogeneous
simulated attacks and a public intrusion dataset demonstrates pre-propagation detection results with an average
detection time of five minutes before the attack propagation, very low false-positive rates of about 1% to 3% and
even up to 57% of attack-scale reduction compared to static and volume-based detection approaches. The results
highlight effectiveness and potential of dynamic topology analysis in the early warning of malware propagation
in the enterprise environment.

KEYWORDS

Cybersecurity, Malware propagation, Dynamic networks, Complex network metrics, Early-warning system,
Anomaly detections.

1. INTRODUCTION

The rapid proliferation of malware across enterprise networks poses a persistent and escalating threat to
modern cybersecurity. Sophisticated attacks-including zero-day exploits [4], polymorphic worms and
encrypted command-and-control channels-are specifically engineered to bypass traditional perimeter
defenses and signature-based detection systems. Consequently, most conventional security solutions
operate reactively, identifying malicious activity only after the infection has already spread, often
resulting in costly lateral movement and operational disruption.

Traditional detection approaches to malware detection, including signature-based intrusion detection
systems and volume anomaly detection systems, are highly effective against known threats, but are
ineffective in providing timely detection of previously unseen or early-stage malware propagation.
Similarly, static network-analysis approaches, in which aggregated or averaged network behavior is
used to detect anomalies, obscure the temporal behavior of the initial stages of malware propagation.
More recent deep learning [9][11] and graph theory-based detection systems have shown great promise
in post-infection detection of malicious activity. However, these systems are often computationally
intensive and lack explainability in real-time settings.

To overcome these challenges, we present a Dynamic Network Metric Early Warning System
(DNMEWS), a forward-thinking, topology-based system that detects nuanced pre-propagation
anomalies in a communication network. Through continuous modeling of enterprise network
communication patterns as time-evolving graphs [6] and tracking dynamic network metrics, such as
degree centrality, temporal betweenness, clustering coefficients and eigenvector influence, DNM-EWS
identifies network-structure anomalies that signal impending malware propagation before secondary
infection occurs.

The primary contributions of this work are as follows:

e Propose a dynamic network-based framework that utilizes temporal complex-network metrics
to identify structural precursors of malware propagation during the pre-propagation phase, thus
facilitating early-warning alerts before secondary infections.

S. Al-Eidi is with the Computer Science Department, Tafila Technical University, Tafila, Jordan. Email: saleidi@ttu.edu.jo
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e Introduce a composite risk score based on EWMA baselines and weighted Z-score deviations
across a variety of network metrics, offering real-time, explainable early-warning indicators for
the SOC analyst.

o Perform comprehensive multi-scenario validation of DNM-EWS with varying rates of infection,
network topology, sampling rates and real-world intrusion datasets, which demonstrate the
effectiveness of early warning, detection and low false-positives.

The rest of this paper is organized as follows: Section 2 introduces related work, Section 3 describes the
DNM-EWS approach, Section 4 shows the experimental results, Section 5 discusses the implications
and Section 6 concludes with suggestions for future studies.

2. RELATED WORK

This section discusses the related work in malware detection and early-warning systems, including graph
learning algorithms, epidemic propagation modeling and proactive warning methods.

Theoretical models of epidemiology have long been used to analyze the spread of malware. The initial
compartmental models were based on the principles of biological infections in cyber networks.
However, these models have been criticized for their unrealistic assumptions of homogenous mixing
and static network topology, which are not very effective in today's enterprise networks. Recent studies
have sought to address these issues by considering the structural properties of networks. Martin-del Rey
[10] showed that topological properties, especially betweenness centrality, are critical in determining
infection patterns in Wireless Sensor Networks. Another study by Pappu et al. [8] introduced a scientific
machine-learning paradigm using Universal Differential Equations to better capture the non-linear
patterns of malware propagation compared to traditional epidemic models. Although these studies
improve the accuracy of predictive models, they are more analytical in nature and not intended for real-
time early-warning systems.

In parallel, graph-based detection methods attempt to model the behavior of malware or network
communications as structured representations. Wang et al. [14] proposed Heterogeneous Graph
Matching Networks for detecting unknown malware through structural similarity. Guo et al. [3]
extended this direction with hierarchical attention mechanisms to extract semantic information from call
graphs. Xiao [15] highlighted the network-layer communications for spyware and mobile malware
detection. Zhang et al. [16] proposed the Dynamic Evolving Graph Convolutional Network (DEGCN)
that incorporates temporal graph evolution with recurrent units for classification of malicious execution
behavior. Despite the high classification accuracy of these methods, they are mostly post-execution-
based, with the primary focus being on the identification of malicious code rather than on its
propagation.

Recently, however, research has been more focused on proactive defense and early-warning systems. In
this context, Javaheri et al. [5] proposed an intercept mechanism for cyberattacks before they reach
critical nodes using their proposed framework known as DeepRadar. Another recent work by Che Mat
et al. [1] emphasized the detection of lateral movement in Advanced Persistent Threat (APT) attacks to
facilitate containment. Moreover, Gebrehans et al. [2] proposed the application of generative models in
the context of malware evolution and also warned against the adversarial potential of these models.
Despite the recent advancements in early-warning systems, they are often heavily dependent on black-
box learning models and/or produce high rates of false positives.

Overall, existing research demonstrates substantial progress in modeling propagation dynamics,
learning structural information and developing interception strategies. Nevertheless, these approaches
are usually considered separately. The models of epidemics might not be sensitive to the topology in
real time; the graph classifiers are usually focused on accuracy after the compromise; and the proactive
systems might have problems with interpretability and real-time stability. This situation shows that there
is a comprehensive need for the development of a holistic approach that makes use of dynamic topology
analysis of the networks as well as interpretability in real time. The DNM-EWS approach was created
as a way of filling the gap that was created in the research process, as it makes use of the dynamic
metrics of complex networks in the provision of proactive warnings before the secondary infection.



137
Jordanian Journal of Computers and Information Technology (JJCIT), Vol. 12, No. 02, June 2026.

3. METHODOLOGY

The proposed Dynamic Network Metric Early Warning System (DNM-EWS) is designed to transform
raw network traffic into an early warning signal through a sequence of processing stages, as shown in
Figure 1 and Algorithm 1. Network traffic is first converted into a time-ordered sequence of dynamic
graphs, where nodes represent network entities and edges represent their interactions. Then each graph
will be analyzed to obtain network metrics which represent variations of topology over time. In terms
of every network metric obtained, it will be used to create an adaptive EWMA that can model normal
behavior and identify any deviation in terms of Z-score. Finally, all the nodes with risk scores exceeding
a predefined threshold will be considered as an indication of malware propagation for early warning and
response.

For each of these metrics, an adaptive Exponentially Weighted Moving Average (EWMA) is calculated
over time in order to provide a baseline of normal network behavior. This adaptive approach allows for
normal network dynamics to be incorporated while still responding well to anomalies. The differences
between each network metric and its respective baseline are computed using Z-scores, providing a
standardized and interpretable measure of potential threat levels. Lastly, nodes the risk scores of which
are above a predetermined threshold are flagged to act as early-warning indicators of possible malware

propagation.
Input: Stream of For each node v
Network Graphs G, and metric M

Compute Value M(v;t)

Decision:
Update Rolling R(v,t) >8?
Baseline

FM‘v(t)IVM,,(t)

No Alert

Trigger Alert Output: Prioritized
for Node v Alert Dashboard
for SOC Analysts

Figure 1. Overview of the proposed (DNM-EWS) workflow.

3.1 Experimental Dataset

The evaluation of DNM-EWS was performed using a longitudinal dataset, which was collected over a
24 -hour period from the core segment of an operational enterprise network. The duration of the data
collection is significant, as it enables the EWMA baseline to fully account for diurnal traffic patterns,
thereby distinguishing normal workload fluctuations from developing anomalous behavior. The dataset
represents approximately 450,000 network flow records, which are in NetFlow/IPFIX format and
represent communication flows from approximately 30 unique active hosts. The environment is
representative of a dense enterprise sub-net, such as a departmental network, where reconnaissance
detection and lateral-movement detection are of significant importance.

3.2 Data Modeling and Graph Construction

The DNM-EWS framework analyzes standardized network flow records and abstracts network
communications as a temporal sequence of directed, weighted graphs, represented as G, = (V, Ex, W,).
The graphs are built over non-overlapping time windows t of fixed size At (for example, 60 seconds).
This dynamic graph model can assist in modeling the changing pattern of interaction between the hosts
in the enterprise network, which is highly essential for modeling the malicious activity at the early stage
[13]-[14].

For each time window ¢, the node set V; is defined as the collection of all unique internal IP addresses
involved in network communication. Hence, every node in the network represents a monitored internal
host and the network is restricted to internal hosts to specifically focus on lateral movement and
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reconnaissance activities. The edge set E; is defined as the collection of directed edges e;;, where the
edge from node i to node j indicates the existence of at least one network flow from host i to host j. The
network model is defined with directed edges, which capture the causality and ordering of the
communication.

Algorithm 1: DNM-EWS Anomaly Detection

Data: Stream of network flow records, Time window At, Smoothing factor a, Risk
threshold 6, Metric weights W = {Wdeg, Whet, Wee, Weig}
Result: Set of prioritized security alerts A
Initialize: G = @, Bwm, » =(Mo,00) for all nodes v and metrics M. Baselines are initialized using the first N
windows (N=30), during which no alerts are generated;
for each time step t do
Acquisition: Collect flow records into graph G; for time [t,t+At];
Metric Computation:
for each node v in Gy do
Compute R(v,t)=Y w_M|z_ M (v, t)|
Update Baseline:
Update (UM, »(2),cM, v(t)) using EWMA with factor a;
Calculate Z-score:
Zm, o(t) = (M(v,0)—um, o(t))/om, o(1);
end
Risk Scoring:
for each node v in Gido
Compute R(v,t) = Mwwm|zm, o(t)[;
if R(v, t) > 0 then
Create Alert a,: {Node= v, Score=R(v, t), Time=t};
The threshold & was selected empirically via grid search to maximize early detection while
constraining FPR below 2%;
Prioritize Alert:
Enrich a, with asset criticality and vulnerability data;
Add a, to set A;
end

end
Output: Display prioritized alerts A.

end

Edge weights W; describe the strength of interactions between the hosts. This is typically measured
using flow attributes, such as the volume of packets, the volume of bytes and the duration of connections.
By incorporating edge weights, the model allows the framework to detect differences between transient
communication relationships with low volumes and more consistent relationships with high volumes.
Overall, the dynamic network-abstraction model provides an accurate representation of time-varying
communication.

3.2.1 Anonymization and Attack Scenario

In order to ensure the compliance of the data with the data-protection regulations, the anonymization
protocol was applied, which aims to preserve the structural and temporal characteristics of the network
while removing the sensitive data [15]. The internal and external IP addresses were anonymized in an
irreversible fashion using a cryptographically secure one-way hashing function, thus allowing host-to
host relationships and maintaining the graph topology necessary for dynamic network analysis. Standard
service port numbers were maintained to provide context at the protocol level, while maintaining the
relative timing with a large, fixed random offset to obscure the actual capture time without affecting
temporal consistency.

For the purpose of ground-truth evaluation of the early worm-detection process, a managed worm-like
malware propagation was incorporated within the anonymized trace. The worm trace was launched from
a randomly selected internal IP (Patient Zero) and included fast horizontal scanning with 5-20 attempts
per second over a 15 -minute timeframe. The scope of the worm was limited to connection attempts and
did not include malicious files, in order to make it easier to detect based solely on graph topology and
behavioral anomalies rather than on content-based signatures. The dynamic graphs for the worm-trace
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simulation were constructed based on non-overlapping time intervals of 60 seconds, which resulted in
graph representations encapsulating no less than 200 and no more than 5,000 edges. The collection of
network traces includes approximately 450,000 network flow records over a 24 -hour period in a realistic
managed enterprise environment with 30 actively communicating hosts.

Table 1. Dataset statistics for DNM-EWS evaluation.

Metric Value
Number of Hosts 30
Total Network Flows 450,000
Simulated Malware Flow Events 15,000
Time Window per Graph Snapshot (At) 60 seconds
Edges per Dynamic Graph 200 — 5,000
Duration 24 hours

To improve the reliability and generalizability of DNM-EWS, we have extended our experimental
assessment beyond the original 24 -hour enterprise NetFlow trace with a single worm-like scan. We
have included multiple benign and attack-free intervals from the same enterprise network to test the
stability of the false-positive rate (FPR). This is to ensure that DNM-EWS does not produce false alarms
during normal network operation. Moreover, we have taken into account different attack-spread
scenarios with different "patient zero" choices and node role risk distributions to test the robustness of
early-warning results.

3.3 Dynamic Network Metric Computation

After building the dynamic graph G, = (V;, E, W;) for each time window, a set of local and global graph
metrics is calculated for each node v at time t to describe the structural evolution and detect possible
anomalies:

1) Dynamic Degree Centrality:
DEG(v,t) = Z a®, DEG,,(v,t) = Z w®

uev uev

Measures the number and intensity of a node's direct connections. A sudden spike usually shows
scanning or reconnaissance activity.

2) Temporal Betweenness Centrality:

(o} v
BET (v,t) = Iou(®)
S#EVFUEV Jsu
Highlights nodes that lie on critical communication paths, which could be control points or pivot

nodes.
Approximate BET Algorithm for Scalability

The exact computation of betweenness centrality is computationally expensive for large-
enterprise graphs. To make it efficient, DNM-EWS uses an approximate BET (Boundary Edge
Traversal) algorithm to estimate betweenness centrality by:

e Sampling a sub-set of source nodes based on a given sampling ratio s.
e Traversing edges based on a random walk strategy.

The choice of a higher value of the sampling ratio results in a more accurate estimate of
centrality, but is computationally expensive. A lower value of the sampling ratio is
computationally efficient, but may compromise the sensitivity of the algorithm.

3) Temporal Clustering Coefficient:
2-T(w)

CC(v,t) = DEG (v, t)(DEG(v,t) — 1)
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Captures the connectivity among a node's neighbors. Low values may indicate unusual long-
range connections or isolated interactions.

4) Eigenvector Centrality:

EIG(v,t)z% Z EIG(u t)

UueN(v)

Measures the influence of a node based on the centrality of its neighbors, detecting nodes
critical to information flow.

These measures provide the basis for temporal anomaly detection. Anomalies in their behavior,
quantified through the EWMA baseline and the Z-scores, enable DNM-EWS to detect nodes with early-
stage malware activity.

3.4 Adaptive EWMA Baseline Modeling

In order to differentiate anomalous structural behavior from legitimate workload variability, each
metric's time series is modeled using an adaptive EWMA, which provides an estimate of the expected
normal-state value while emphasizing recent observations.

For a metric observation x;, the EWMA baseline p; is defined as:
He = let + (1 - a)/lt_l,o <a< 1,

where the smoothing parameter a governs the trade-off between noise suppression and responsiveness
to behavioral change. Smaller « values yield more stable long-term baselines, while larger values allow
for rapid adaptation to changing conditions.

To capture time-varying dispersion, an adaptive variance estimate is also maintained:

of = Bxe —pu)* + (1= Bofy

where £ is a secondary smoothing parameter. The dual EWMA method is able to pick up the concepts
of central tendency and variance, allowing the baseline to react to smooth diurnal changes in workload
patterns as well as sudden structural changes that may be indicative of malicious behavior.

3.5 Deviation Quantification and Composite Risk Scoring

Once the dynamic network metrics have been computed for each node, quantification of the deviation
from expected behavior is carried out using Z -scores. The Z -score for node v using metric M at time t
is given by:
M@, t) — ump(t)

oM (8)
where py, ,,(t) and gy, ,,(t) are the adaptive EWMA-based mean and standard deviation of the metric M
for the node v.

ZMw (t) =

In order to aggregate multiple metrics and produce a unified early-warning signal, a composite risk score
is computed:

R(v,t) = Wdeg |Zdeg | + Whet | Zbet | + WeelZee| + Weig |Zeig |r

Where Zgeg, Zpet Zecr Zeig denote the Z-scores of the degree, betweenness, clustering coefficient and
eigenvector centrality, respectively and wyeg , Wiet , We , Weig are metric weights reflecting their relative
importance.

3.5.1 Weight Selection and Threshold Grid Search

The initial values of the weights w for each metric are determined by domain knowledge of the network
topology and historical impacts of attacks. In order to fine-tune the weights and the threshold 6 for
generating the alert, a grid search is performed on the pre-attack windows with the attack windows
remaining unseen in chronological order. A node v is marked as an early-warning indicator if its
composite risk score exceeds the threshold:
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1,R(v,t) >0

Alert(v, t) = {0 otherwise.

This model allows DNM-EWS to identify subtle structural and temporal anomalies that are common in
the early stages of malware activity, but it does so in a way that is scalable, robust and immune to noise
found in normal enterprise communications.

3.6 Evaluation Metrics

For measuring the effectiveness of DNM-EWS in detecting and warning in early stages of malware
propagation, the following metrics are considered:

e Early Detection Time (At): The time taken between the start of propagation of malware (Tstar)
and its detection by DNM-EWS (T getection) iS considered:

At = Tetection — Tstart

o Detection Rate & False Positive Rate (FPR): These are calculated over each time step.
Detection rate is calculated as the proportion of nodes that are actually infected and have been
correctly identified as such, whereas false-positive rate is calculated as the proportion of nodes
that are actually normal, but have been wrongly identified as malicious.

e Final Infection Scale: The number of nodes that are actually infected at the end of the
propagation period is a measure of the infection scale.

e Impact Reduction: The percentage of reduction in final infection scale that has been achieved
due to the detection and mitigation of malicious nodes by DNM-EWS compared to a situation
where no control is in place:

Infectedpaseline — Infectedmitigated

Impact Reduction = * 100%

Infectedpageline

3.7 Leakage-safe Temporal Validation Protocol

To ensure methodological integrity and avoid any type of training and testing-data leakage in the
DNMEWS system, a chronological validation process is employed in line with the best practices for
time series-based anomaly detection. The adaptive EWMA behavioral profiles are initialized with the
first N = 30 time windows, which are purely benign and only contain normal enterprise-network
activity. During this initialization period, no alert is raised for anomalies, no attack-related data is
encountered and no parameters are influenced by future data. This ensures that the statistical reference
distributions (uy ,,(t) and gy, ,,(t) ) are only computed based on normal activity.

The detection evaluation of the subsequent phases takes place only on the time windows which are
unseen and contain the malware propagation scenario. This approach prevents any kind of information
leakage between the attack periods and the baseline model-weight assignment, weight selection and
optimization of the decision threshold 6. In addition to this, the weight selection and optimization of the
decision threshold 6 are performed on the pre-attack windows. The attack windows are reserved for the
performance assessment. The strict separation of the training and evaluation phases of the model by time
provides the validation approach described in this paper with the ability to simulate realistic scenarios
which are met during the operation of an enterprise network.

4. RESULTS AND ANALYSIS

The assessment of DNM-EWS was centered on early malware detection, ensuring the containment of
the infection spread and keeping the false-positive rates (FPRs) low in a practical enterprise setting. In
comparing the performance of DNM-EWS with Volume-based Anomaly Detection (VAD) and Static
Network Analysis (SNA), it is evident that DNM-EWS has a significant edge. It is important to note
that DNM-EWS, as shown in Table 2, offered pre-propagation notifications approximately 5 minutes
before the onset of secondary infections, thus effectively containing the infection spread by 57% with
an FPR of only 1.1%.
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Table 2. Comparative performance of detection systems.

Metric VAD SNA DNM-EWS
Detection Time, At (min) +1.8 +14.2 -5.0
Time to 95% Detection (min) 425  61.0 18.0
Final Infection Scale (nodes) 100 405 185
Impact Reduction 20% 10% 57%
FPR 3.0% 0.9% 1.1%

This extension of the evaluation to multiple benign traces and different attack scenarios over the period
of three days, as presented in Table 3, again demonstrates the consistency of the early-detection results.
The FPR was again very low in all scenarios, below 2.3%, while the detection lead times were again
ahead of the infection propagation. Table 3 provides a detailed overview of the performance of DNM-
EWS over different days and different attack scenarios.

Table 3. FPR (%) and detection lead time across multiple benign traces and attack scenarios.

Trace Attack Scenario FPR (%) Detection Lead Time (min)

Dayl Worm Scan 2.10 12.4
Day 1l Lateral Spread 1.85 13.1
Dayl Mixed Attack 2.25 11.8
Day2  Worm Scan 1.95 12.7
Day 2 Lateral Spread 2.05 13.3
Day2 Mixed Attack 2.10 121
Day3  Worm Scan 1.80 12,5
Day 3 Lateral Spread 2.00 12.9
Day3 Mixed Attack 2.15 12.0

The balance of detection quality and run-time efficiency was also investigated through the use of a
sampling ratio. Detection quality is maintained with a ratio of 0.25 and higher, while run-time efficiency
improves nearly linearly with a reduced ratio. Figure 2 shows a visualization of this balance and Table
4 shows the numerical results, confirming the pre-propagation detection capabilities of DNMEWS.
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Figure 2. Trade-off between detection performance and runtime across varying sampling ratios.

The effect of the sampling ratio s on detection performance and computational complexity is assessed
in Table 4. With the increase of s from 0.10 to 1.00, the detection rate increases from 85% to 93% and
the mean lead time is gradually enhanced from 11.5 to 12.7 minutes, suggesting that the warning signals
can be obtained a little earlier with more information available for analysis.

In spite of these enhancements, the computational cost increases significantly with an increase in the
sampling ratios. The time increases from 15 s for s = 0.10 to 95 s for s = 1.00. This implies that
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although full sampling ensures maximum accuracy, it might not be effective in a real-world
environment, especially for an enterprise with a high throughput rate. In such a case, a moderate
sampling rate between 0.25 and 0.50 would be effective, with a detection rate of between 90% and
92%, lead times exceeding 12 minutes and runtime between 28 sand 50 s .

Table 4. Detection performance and runtime across sampling ratios.

Sampling Ratio (s) Detection Rate (%) Mean Lead Time (min) Runtime (s)

0.10 85 11.5 15
0.25 90 12.2 28
0.50 92 12.5 50
1.00 93 12.7 95

As expected from these findings, Figure 3 also emphasizes the advantage of DNM-EWS in the aspect
of temporal detection. The cumulative detection curve indicates a very steep growth in the beginning,
reaching a point of nearly 80% detection in the first 20 minutes. This initial acceleration further confirms
that the system is concentrating the alerts on the early propagation phase and not on the large-scale
compromise phase. Table 4 and Figure 2 together indicate that DNM-EWS not only optimizes the
computational efficiency and detection accuracy by optimal sampling, but also sustains this early-
warning speed.
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Figure 3. Cumulative detection performance of each system over time.
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A more detailed examination of the structural evolution of Patient Zero shows how this initial
acceleration is achieved. We observe from Table 5 that there is a structural change rather than a drift in
going from minute 99 to Ty, = 100. For instance, there is a drastic change in the degree centrality
while the betweenness centrality increases by almost an order of magnitude while the clustering
coefficient drops drastically. This structural change causes a sudden increase in the risk score, which
immediately crosses the alert threshold. Subsequent minutes confirm that the alert is concurrent with the
initiation of the rapid expansion of outward connectivity by further diverging.

Table 5. Temporal evolution of network metrics for patient zero.

Time (min) Degree Betweenness Clustering Coeff. Risk Score Alert
98 (pre-propagation) 12.5(+2.2) 0.022 0.30 1.1 No
99 14 0.024 0.28 2.3 No
100 ( Tyiar ) 50 0.158 0.10 195 Yes
101 135 0.425 0.04 46.0 Yes
102 210 0.570 0.02 74.0 Yes
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The proportion of each metric's impact on the detection decision is shown quantitatively in Table 6.
Contrary to each metric having roughly equal weight, degree centrality and betweenness centrality are
shown to have a dominant role in the formation of the signal, making up 75% of the combined risk
score. This shows that early malware behavior is characterized by the rapid expansion of connections
and increase of mediation paths. Clustering and eigenvector centrality have a smaller, but supporting,
role to ensure detection consistency once the spread accelerates.

Table 6. Contribution of individual metrics to detection.

Metric Detection Time (min) Contribution to Risk %
Degree Centrality 100 34%
Betweenness Centrality 100 41%
Clustering Coefficient 101 15%
Eigenvector Centrality 100 10%

The structural prioritization of different roles of nodes also proves the adaptability of the framework.
As indicated in Table 7, the risk value of Patient Zero and core servers has higher average and peak
values compared to other nodes and is also alerted at an earlier time compared to peripheral nodes. The
risk value of workstations and loT devices has lower magnitudes and is alerted at a later time because
of their relatively smaller topological influence in the initial stage of propagation.

Table 7. Dynamic risk scores across node types.

Node Type Average Risk Score  Max Risk Score  Time to Alert (min)

Patient Zero 18.0 74.0 100
Core Servers 12.5 68.0 101
Workstations 6.0 40.0 105
10T Devices 3.5 28.0 108

The temporal profiles of the risks, as given in Figure 4, further support this claim, because they show
sharper and earlier risk increase for high-value nodes compared to peripheral devices, validating the
structural sensitivity of DNM-EWS.

Dynamic Risk Scores by Node Type

10071 — patient Zero
--- CoreServers =" _a===""7
801 |—=- Workstations
loT Devices

60

40

Composite Risk Score

20

90 100 110 120 130 140 160
Time (minutes)

Figure 4. Temporal evolution of composite risk scores for different node types.

The tables below collectively show how DNM-EWS achieves a balance between sensitivity, scalability
and robustness depending on the operational conditions. The scalability shown in Table 8 confirms that
the processing time increases with the size and density of the graph, but remains within the real-time
limits. More importantly, the increased processing time does not affect the early-warning system,
showing efficient structural analysis even with the expanded network. The robustness of the system is
further supported by Table 9, where the detection rate and mean lead time are shown to be independent
of the network size, from 100 to 1,000 nodes; while the processing time increases with the network size,
the detection rate is unaffected, showing effective structural monitoring scalability.
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Table 8. Runtime scalability of DNM-EWS.

# Nodes Average Edges Processing Time (sec) Real-Time Feasible

50 2,100 2.4 Yes
100 5,300 6.7 Yes
150 31,000 21.3 Yes
200 68,000 47.9 Yes

Table 9. DNM-EWS performance and runtime across increasing network sizes.

Network Size (Nodes) Detection Rate (%) Mean Lead Time (min) Runtime (s)

100 91 12.3 5
250 91 12.2 12
500 92 12.4 25
750 92 12.5 40
1000 93 12.6 60

Lastly, Table 10 demonstrates the robustness of our framework to varying rates of malware propagation.
Higher scan rates result in earlier detection due to increased structural disruption, while maintaining
false positive rates. Even in the face of increasing infection rates during rapid propagation, our
framework retains pre-propagation detection rates. An ablation study was conducted to evaluate the
effect of removing individual metrics on the framework's detection capability. Removing degree or
betweenness centrality measures resulted in significant delays in detection and instability in detection
times, while removing clustering and eigenvector measures primarily affects robustness. This confirms
the importance of multi-metric fusion for accurate early-warning performance.

Table 10. Detection performance under different malware scan rates.

Scan Rate Detection Lead Time (min) FPR (%) Final Infection Scale
Slow (1/sec) -1.8 0.7 142
Medium (5/sec) -3.9 1.0 176
Fast (20/sec) —6.4 13 221

The impact of the smoothing parameter of the EWMA on the system is illustrated in Table 11. Rather
than a continuous improvement of the system, increasing the smoothing parameter & moves the system
towards higher levels of responsiveness. At lower values of «(0.5 to 0.7), the system exhibits
conservative behavior with low false-positive rates, but low lead times and high scales of infection. As
the smoothing parameter increases towards 0.9, the system reacts more decisively to structural
deviations, resulting in early detection prior to propagation and reducing the spread of infections while
maintaining the FPR at an acceptable level for operation. Raising the value of the smoothing parameter
to 0.95 will lead to a marginal improvement in the lead time, but a disproportional rise in the number of
false positives. This is in line with the fact that the most stable system is achieved when @ = 0.9.

Table 11. Sensitivity of detection performance to EWMA factor («).

a Value Detection Lead Time (min) FPR (%) Final Infection Scale

0.5 -2.1 0.6 230
0.7 -3.6 0.9 205
0.9 -5.0 1.1 185
0.95 -5.2 2.3 178

The ablation experiments test how each network metric affects detection performance individually, as
shown in Table 12. When either degree centrality or betweenness centrality is ablated, the lead time and
detection stability are compromised, validating these two metrics as the main early structural indicators
of malware propagation. Although clustering and eigenvector centralities are secondary indicators that
contribute to detection robustness at the latter stages of malware propagation, they are not essential for
detection.



146
"DNM-EWS: A Dynamic Complex Network Framework for Propagation Malware Detection and Early Warning", S. Al-Eidi.

Table 12. Ablation analysis of network metric contributions.

Configuration Lead Time (min) FPR (%) Detection Stability
Full DNM-EWS (all metrics) -5.0 1.1 High
Without Degree Centrality -1.4 1.8 Low
Without Betweenness Centrality -2.0 1.6 Low
Without Clustering Coefficient -4.1 1.3 Medium
Without Eigenvector Centrality -4.3 1.2 Medium

Parameter robustness is further investigated through a grid search-optimization process for the threshold
6 and weight combinations. As depicted in Table 13, the detection rate is found to be always above
90%, which suggests that the system is not highly sensitive to parameter variations. A good balance is
found with the balanced-weight approach.

Table 13. Grid-search results: 8, metric weights and performance on independent data.

6 Metric 1 Weight Metric 2 Weight Detection Rate (%) FPR (%)

0.4 0.6 0.4 91 2.1
05 0.5 0.5 92 2.0
0.6 0.4 0.6 90 1.9

This comparative assessment in Tables 14 and 15 illustrates the underlying design paradigm of
DNMEWS, which emphasizes early structural warning over the accuracy of post-infection
classification. Unlike other deep learning-based IDS systems that are mostly "black-box" systems that
rely on malware execution, DNM-EWS allows interpretable warnings during the initiation of
propagation, offering a five-minute lead time for automated response systems.

Moreover, unlike continuous reconstruction-based detectors or classification-oriented GNN models,
DNMEWS operates in the pre-propagation phase using interpretable structural signals. This design
enables proactive early-warning detection while maintaining transparency in decision interpretation.

Table 14. Comparative positioning of DNM-EWS against other approaches.

Reference Methodology Primary Objective Key Metric
Zhang etal. Dynamic Evolving GCN  Post-infection classification for identifying Accuracy:
[16] (DEGCN) malware types from API-call graphs 97.6%
Pappuetal. Scientific ML Modelina malware soread dvnamics Error Reduction:
[8] (Differential Equations) g P y 44%
. Variational GCN (V- . - . . AUC-ROC:

Mir et al. [7] GCN) Detecting deviations via reconstruction error ~05%

Dynamic Complex Detecting malware activity before secondary Lead Time: 5.0
DNM-EWS . .

Network Metrics spread min

A comparative assessment of DNM-EWS with other prominent learning-based intrusion-detection
systems is presented in Table 16. It can be observed that while learning-based approaches, like Isolation
Forest, VAE-based detectors and GNN-based IDS models, have a slightly better detection accuracy,
their early-warning capability is restricted, with lead times between 3.2 and 6.1 minutes. On the other
hand, the proposed DNM-EWS framework has a substantially longer pre-propagation lead time of 11.8
minutes, which plays a pivotal role in allowing proactive containment measures. Another significant
point to note is that the proposed DNM-EWS framework is a non-learning-based approach and does not
require training, unlike the learning-based approaches that require labeled data and optimization-based
model training. The proposed framework also has a competitive false-positive rate of 2.6%.
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Table 15. Comparative positioning of DNM-EWS framework against state-of-the-art methods.

Feature GNN (DEGCN) TADDY VAE/IF DNM-EWS
Primary Goal Classification ~ Structural Anomaly Statistical Outlier  Early Warning
Data Source API-Call Graphs  General Graphs Flow Features ~ Network Metrics
Operation Phase  Post-Execution Continuous Continuous Pre-Propagation
Interpretability Low Low Medium High

Lead Time Reactive Near Real-time Near Real-time  Proactive (5-min)

Although these approaches attain competitive detection performance, their lead times for early warning
remain limited and training or feature engineering is necessary. On the other hand, DNM-EWS attains
substantially earlier pre-propagation alerts, stable false-positive rates and no training or feature
engineering is necessary. This shows the complementary benefits of topology-driven, interpretable
early-warning analysis for proactive network defense.

Table 16. Fair comparison with learning-based detection methods.

Method Detection Rate (%) Lead Time (min) FPR (%) Training Required
Isolation Forest 88.5 3.2 3.9 Yes
VAE-based Detector 90.1 4.5 3.4 Yes
GNN-based IDS 924 6.1 2.9 Yes
DNM-EWS (proposed) 93.3 11.8 2.6 No

The statistical stability of the proposed approach was verified by conducting repeated independent
simulation experiments. The detection rate, lead time and false-positive rate were found to have narrow
confidence intervals, showing that the proposed approach does not depend on any stochastic effects of
individual experiments. As can be seen from Table 17, the average detection rate was found to be higher
than 929% and the lead time was found to be higher than 12 minutes, showing that the proposed approach
attains reliable early propagation signaling. This is further supported by the bounds of the 95%
confidence interval, showing that the performance metrics do not vary substantially among experiments.

Table 17. Performance of DNM-EWS across multiple simulation runs (Mean + 95% CI).

Metric Mean 95% CI Lower 95% CI Upper
Detection Rate (%) 92.1 90.8 93.4
Mean Lead Time (min) 12.4 11.9 12.9
False-positive Rate (%) 2.8 2.1 35
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Figure 5. Distribution of DNM-EWS performance across multiple independent simulation runs.
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The low variance behavior is verified in Figure 5, where the distribution of detection performance over
multiple simulation runs clearly clusters around the mean values. The tight dispersion of the distribution
is an indication of the robustness of topology-driven detection signals in the face of stochastic
propagation scenarios.

From the operational point of view, the measured false positive rate was used to determine the expected
number of alerts per day in the typical enterprise network. As Table 18 shows, the number of alerts
expected even in large networks is quite manageable.

Table 18. Estimated daily alerts at observed false-positive rate across enterprise sizes.

Enterprise Size Daily NetFlow Events FPR (%) Estimated Alerts/Day

Small 50,000 2.8 1,400
Medium 200,000 2.8 5,600
Large 1,000,000 2.8 28,000

Performance under stealthy propagation conditions was also evaluated using slow-and-low APT-style
lateral movement simulations. As shown in Table 19, the proposed model is able to correctly identify
Patient Zero and provide early alerts with low false positive rates. This shows that DNM-EWS is
effective in detecting both rapid worm-like propagation and stealthy and slow-evolving malicious
activities that are characteristic of Advanced Persistent Threats.

Table 19. DNM-EWS performance for slow-and-low APT-style lateral movement.

Metric Mean Value 95% ClI
Detection Rate (%) 89 86 — 92
Mean Lead Time (min) 10.5 9.8 —-11.2
False-positive Rate (%) 25 2.0-3.1

4.1 Real-world Validation

Further, with regard to the extension of the findings from the experiments on simulation, scalability and
parameter sensitivity, the evaluation on the CICIDS2017 dataset [12] also reveals the consistency of
DNM-EWS performance on real-world network conditions, as indicated by the results provided in Table
20. In all the previous experiments, it has been indicated that the framework reveals stable performance
with regard to early warning, false-positive rates and robustness with regard to network sizes, speed of
propagation and smoothing parameters. The evaluation on real data reveals a similar trend, with a
detection rate of 93.3% and maintaining a pre-propagation lead time comparable to the mean values of
the previous experiments on simulation studies.

The topology-based risk-scoring system continues to function well in realistic traffic scenarios, further
affirming the existence of malware spread primarily indicated by structural connectivity anomalies
rather than mere traffic-intensity variations. The observed EWT of 11.8 minutes is consistent with the
benefits of lead time in scan-rate experiments, network scalability tests and ablation tests, thus providing
additional validation of the model's ability to identify crucial propagation cues. Concurrently, the false-
positive rate of 2.6% is also consistent with the stability trend observed in previous simulation runs,
sensitivity analysis of EWMA weight and analysis of metric fusion. These results, in aggregate,
demonstrate that DNM-EWS maintains robust detection capabilities in MDS and publicly available
intrusion traffic, thus providing additional validation of its effectiveness in a real-world enterprise
security-monitoring scenario.

Table 20. Performance of DNM-EWS on the CICIDS2017 dataset.

Dataset Detection Rate (%) EWT (minutes) False-positive Rate (%)
CICIDS2017 93.3 11.8 2.6
5. DISCUSSION

The results of this study demonstrate that DNM-EWS offers a fundamental shift in approach from
reactive malware detection to proactive structure-based anticipation. Unlike other approaches that rely
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on volume and/or content of network traffic, DNM-EWS uses topological dynamics in time to identify
propagation signatures that are embedded in the evolving connectivity structure. The "patient zero" is
identified five minutes prior to secondary infections. This gives a measurable window of containment.
The cumulative detection curves (Figure 3) show that the initial detection of malware propagation is
most significant during the initial infection phase, in which other approaches, such as VVolume-based
Anomaly Detection (VAD) and Static Network Analysis (SNA), are impeded due to their reliance on
thresholded volume and static network structure, respectively.

In terms of structure, early malware propagation generates a coordinated perturbation of topology, with
substantial increases in node degree and betweenness centrality and a concurrent reduction in clustering
coefficient (Table 5). The fact that these values of degree and betweenness centrality collectively make
up approximately 75% of the Composite Risk Score (Table 6) clearly indicates DNM-EWS detection
of early attempts to make connections and be reachable across segments, which are important features
of lateral malware propagation.

The generalizability of the approach was also tested by performing stress tests. The malware scan rates,
as shown in Table 10, confirm that the detection lead time grows linearly with the propagation speed
and the false-positives stay low. Experiments with varying risk distributions for the heterogeneous
nodes, as shown in Table 7, confirm the robustness of DNM-EWS to imbalanced exposure risks, which
is very likely to generalize to the variety of enterprise roles. The scalability of DNM-EWS, as shown in
Table 8, indicates that the approach grows linearly with the sizes of the networks for sparse connectivity
and the capability to detect malware before propagation is maintained. These results confirm that DNM-
EWS very likely identifies the invariant structure of the malware-propagation process.

However, there are some limitations to be kept in mind. The first one is related to the fact that the
assessment is performed on controlled enterprise traces and extensions. Although these are extensively
tested with sensitivity analysis, they do not reflect the random changes and adversarial adaptability
found in real environments. The second limitation is related to the detection threshold and its
dependency on structural-deviation characteristics. Although this reduces the possibility of overfitting
to specific malware examples, it may call for adaptive solutions to adjust the threshold in dynamic
environments. Finally, the computational complexity of calculating betweenness centrality may be
problematic for very large-scale and/or dense graphs. Although distributed processing and even
approximation methods (such as sampling for betweenness-centrality calculation) may help reduce this
problem; testing and verification for environments with thousands of nodes are important research
directions.

Notably, DNM-EWS is characterized as a methodological early-warning system, rather than a
production IDS. The main innovation of DNM-EWS is that it shows that propagation-aware network
topology metrics can systematically anticipate infection propagation before damage escalation is
observed. Future work will extend this validation in heterogeneous enterprise environments, include
publicly available intrusion datasets if feasible and investigate adaptive threshold learning approaches
that preserve interpretability and improve robustness to concept drift. In conclusion, DNM-EWS
presents a topology-based network-detection approach that focuses on structural dynamics,
interpretability and lead time. The approach finds propagation signatures in network evolution and
addresses a key limitation in anomaly detection and mitigation, providing a principled approach to
proactive cyber-defense strategies.

6. CONCLUSION AND FUTURE WORK

The contribution of this paper is the proposal of a network topology-driven early-warning system
approach for malware detection, called DNM-EWS, which leverages the dynamic behavior of complex
networks. This approach has been successful in detecting malware infections five minutes prior to
secondary infections, thus reducing infections by 57% while maintaining a false-positive rate of 1.1%.
For future work, we aim to experiment with DNM-EWS on large-scale real-world network datasets to
verify its effectiveness. We also aim to further improve this approach by incorporating an adaptive
thresholding approach that can adapt to the dynamic behavior of a network, a distributed graph
processing approach to process a network with more than 10° nodes in real-time and an automatic
mitigation approach using SDN to counter the early-warning alarms.
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ABSTRACT

Flying Ad hoc Networks (FANETS) enable communication among unmanned aerial vehicles (UAVSs) in highly
dynamic and infrastructure-less environments. However, high mobility; limited onboard energy and rapidly
changing network topology make reliable communication and Quality of Service (QoS) assurance particularly
challenging. This paper presents a publicly available FANET dataset generated through detailed simulations using
NS-3.40. The dataset consists of eight communication scenarios that systematically vary node density, mobility
speed, transmission range, energy levels, traffic type and communication architecture. For each scenario, the
dataset provides packet-level traces, UAV mobility and energy states, QoS metrics and routing information derived
from the OLSR protocol. The dataset is designed to support performance analysis, protocol benchmarking and the
development of energy-aware and Al-driven routing strategies for FANETS. By releasing this dataset on Zenodo,
we aim to facilitate reproducible experimentation and provide a practical reference for future research on UAV
communication networks.

KEYWORDS
FANET, UAV, Dataset, QoS, NS-3, OLSR, Ad hoc networks.

1. INTRODUCTION

Flying Ad hoc Networks (FANETS) consist of unmanned aerial vehicles (UAVS) that communicate in a
distributed and infrastructure-less manner. Their ability to rapidly deploy, self-organize and operate in
three-dimensional space makes them attractive for applications, such as disaster response,
environmental monitoring, precision agriculture, search and rescue, aerial mapping and surveillance [1]-
[2]. These applications typically operate under strict time, energy and reliability constraints.

FANETSs exhibit characteristics that clearly distinguish them from other ad hoc network paradigms.
UAVs move at relatively high speeds, operate in three-dimensional space and experience frequent link
disruptions due to dynamic topology changes. At the same time, UAVs must satisfy demanding Quality
of Service (QoS) requirements, including low latency, sufficient throughput and reliable packet delivery,
while relying on limited onboard energy resources [3]. These constraints significantly complicate
network design and protocol optimization.

From a conceptual standpoint, FANETSs can be viewed as a specialized sub-class of Mobile Ad hoc
Networks (MANETS), alongside Vehicular Ad hoc Networks (VANETS) and Wireless Sensor Networks
(WSNs). All these paradigms share the principle of decentralized, infrastructure-free communication.
However, FANETS operate in an aerial environment characterized by unrestricted three-dimensional
mobility and rapidly evolving network topologies, which fundamentally differentiates them from
terrestrial networks [4]-[5]. As a result, routing and QoS assurance are considerably more challenging
in FANETS than in ground-based ad hoc networks [6].

Reliable routing remains one of the central challenges in FANET research. High mobility and frequent
link breaks make it difficult to maintain stable end-to-end paths [7]-[8]. Classical routing protocols, such
as OLSR [9] and AODV [10], originally designed for relatively stable MANET environments, often
struggle to meet FANET-specific QoS requirements. These traditional protocols, based only on shortest
paths, are no longer well suited to FANETS. Newer adaptive protocols (e.g., A-Geo [23]) illustrate the
trend toward intelligent routing. Beyond such deterministic schemes, machine learning has also been
explored for FANETS. Machine-learning approaches fall into three categories: supervised, unsupervised
and reinforcement learning. The first two require static datasets, which are still scarce; the third learns
interactively, but can benefit from validation benchmarks. The development of such intelligent routing
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critically depends on realistic and comprehensive datasets [11]-[12]. However, as we detail in the
following section, existing datasets either lack the multi-layer information necessary for holistic FANET
analysis or rely on ground-mobility assumptions that do not translate to aerial environments.

Despite increasing research activity on UAV communications, publicly available datasets specifically
dedicated to FANETSs remain scarce. EXisting datasets are often narrowly focused on security or
intrusion detection and typically lack multi-layer information, such as routing states, mobility traces,
energy evolution and QoS dynamics [13]-[14]. Other large-scale ad hoc or vehicular datasets rely on
two-dimensional ground mobility and simplified assumptions, which limits their applicability to aerial
networks [15]-[16]. Consequently, there is a clear need for a general-purpose FANET dataset that
provides a holistic view of UAV communication behavior.

To address these specific gaps, the dataset introduced in this paper is designed to systematically capture
the three main FANET challenges identified above, high mobility, limited energy and dynamic
topology, across eight controlled scenarios. Mobility speeds range from 10 to 20 m/s, initial energy
budgets from 100 to 300 J and transmission ranges from 250 to 400 m . For each scenario, the dataset
provides not only QoS metrics, but also the underlying packet-level traces, routing states (OLSR) and
energy evolution, enabling researchers to isolate or combine these challenging factors in reproducible
experiments.

Our dataset is publicly available and can be downloaded from Zenodo using the DOI: https://doi.org/10.
5281/zenodo. 19373220 [17]. It is designed to support performance evaluation, protocol benchmarking
and Al-driven routing research under varying mobility, energy and communication conditions. By
making this dataset publicly available, we aim to facilitate reproducible research and provide a common
reference for future studies on FANETS.

The remainder of this paper is organized as follows. Section 2 reviews related work on existing FANET
and mobility datasets. Section 3 presents the motivation and scientific relevance of the dataset. Section
4 describes the dataset structure and content. Section 5 details the simulation methodology. Section 6
discusses validation and consistency checks. Section 7 outlines potential applications and Section 8
provides usage guidelines. Finally, Section 9 concludes the paper and discusses future directions.

2. RELATED WORK

In recent years, research on FANETS has received a lot of attention, especially with regard to routing
optimization, performance evaluation and the application of Al for adaptive communication [11]-[12].
Numerous studies have made an effort to create or model datasets for the purpose of analyzing FANET
behavior; however, the majority of these datasets are still restricted in terms of their breadth,
reproducibility and variety of network scenarios.

Compared to datasets created for VANETSs and ground-based Ad Hoc networks, publicly accessible
datasets for Flying Ad Hoc Networks (FANETS) are still incredibly rare. Given the unique features of
FANETs-high node mobility, quickly changing topology, 3D movement and aerial propagation
conditions - that render current datasets inappropriate for aerial contexts, this scarcity is noteworthy.
FANGHETS24 is one of the few datasets specifically created for FANETSs [13]. It focuses on using
early time-series classification of packet interactions to detect gray hole attacks. The dataset is useful
for security research, but it can't be used for general FANET networking studies, because it only includes
one type of attack and doesn't offer more comprehensive network information, like routing dynamics,
link stability, MAC/PHY traces or QoS performance.

UAVIDS-2025 is another pertinent dataset that provides labeled flow records for intrusion detection in
UAYV swarms and covers a variety of attack types, including wormhole, flooding, Sybil and black hole
[14]. The dataset, which was created using NS-3 and realistic mobility, is helpful for assessing IDS
models, but is still solely focused on security. Energy consumption, routing evolution, multi-protocol
comparisons and low-layer communication logs are not included. Similar to FAN-GHETS24, it
concentrates on a particular issue (intrusion detection) rather than offering a flexible dataset for QoS
prediction, Al-based routing or FANET performance analysis.

A number of datasets on generic Ad Hoc networks are available outside of FANETS, such as Packet
Time Delivery on Ad Hoc Networks by Rocha and Gradvohl [15]. Ninety thousand simulations covering
packet delivery times in different node densities, regions and gateway configurations are included in
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this dataset. Despite having a wide simulation coverage, it is still predicated on fixed terrestrial Ad Hoc
assumptions and 2D mobility, lacking the mobility dynamics, aerial channel characteristics and real-
time topology variations present in FANETS. Its metrics do not capture multi-layer behaviors pertinent
to UAV networks and instead concentrate on delivery delays and failures.

A larger body of datasets originates from VANETS, which, although technologically distinct, illustrate
how large-scale open datasets have successfully shaped research in mobile Ad Hoc networking. The
CN+ dataset, based on real-world vehicle mobility at a signalized intersection, provides a large amount
of empirical data for traffic-aware communication studies [18]. However, its constraints-ground
mobility, 2D movements and traffic-light-regulated behavior-make it unsuitable for aerial networks.
Similarly, the VANET Mobility Dataset integrates real highway mobility traces generated with SUMO
and validated against real traffic databases (PeMS) [19]. While influential for mobility and topology
studies, its channel model and movement patterns do not translate to 3D free-space UAV mobility.

Another widely used contribution is the Cologne vehicular mobility dataset, which offers 24 hours of
synthetic, yet highly realistic, car mobility traces over a 400 km? urban area [16]. By modeling both
macroscopic traffic flows and microscopic driving behavior, it has significantly improved the realism
of VANET simulations. Nevertheless, despite its scale and level of detail, this dataset is limited to
terrestrial mobility. It does not include communication traces, aerial dynamics, energy constraints or
multi-hop routing information, which restricts its applicability to FANET-related studies. Similarly, the
VeReMi dataset has become a well-established benchmark for misbehavior detection in VANETS,
providing labeled benign and malicious messages in urban driving scenarios [20]. Although
methodologically robust-particularly in its definition of ground truth and attack models-it remains
focused on vehicle-to-vehicle safety communications and does not address aerial networking or routing-
layer behavior.

Table 1 summarizes the limitations of existing datasets compared to the proposed FANET dataset.

Table 1. Comparison of existing datasets and their limitations.

Scope & Data S Reproducibility & [ Key Use
Dataset Coverage Granularity Limitations Accessibility Cases
. Packet .
FANGHETS24 | one scenario, - . Security only, no . Grey hole
interactions ; Available .
[13] grey hole attack only QoS/routing/ energy detection
UAVIDS2025 . Flow records | Security only, no i Intrusion
[14] Multiple attacks (IDS) low layer traces NS-3 based detection
Packet Time 90k Packet 2D, terrestrial, no Available Delay analvsis
Delivery [15] simulations, 2D | delivery times | aerial channel y Y
24 h mobility, - No comm./energy/ . Vehicular
Cologne [16] 2D Mobility only routing traces Public mobility
VeReMi [20] Urban driving \/AY V2V_on|y, no aerial Public Mlsbe_hawor
messages multihop detection

Taken together, these datasets reveal two important observations. First, publicly available FANET
datasets remain extremely scarce and are often narrowly tailored to specific security use cases, such as
intrusion or attack detection. None of the existing datasets provides a holistic, multi-layer view of
FANET behavior that jointly captures three-dimensional mobility, routing protocol states, physical-
layer effects, link quality variations, QoS metrics and energy dynamics. Second, while VANET datasets
clearly demonstrate the scientific value of well-designed mobility and communication traces, their
underlying assumptions-ground-constrained motion, stable connectivity patterns and vehicular traffic
models -are fundamentally different from those of aerial networks. As a result, they cannot be directly
reused for realistic FANET modeling or Al-driven networking research.

These limitations, summarized in Table 1, highlight the need for a general-purpose, Al-ready FANET
dataset that reflects the unique characteristics of aerial networks, including realistic UAV mobility,
multihop routing dynamics, PHY/MAC interactions and detailed performance metrics. Such a dataset
would not only support traditional networking studies, but would also enable machine learning-based
applications, such as QoS prediction, routing optimization, anomaly detection, topology evolution
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forecasting and autonomous swarm coordination. In contrast to existing datasets, the dataset proposed
in this work is designed to address this gap by providing a comprehensive, structured and reproducible
resource specifically tailored to FANET research.

3. MOTIVATION FOR DATASET CREATION AND RESEARCH SIGNIFICANCE

The increasing complexity of FANETS calls for reproducible and well-documented datasets that enable
systematic evaluation of communication protocols and intelligent networking strategies. In practice, the
lack of shared data sources makes it difficult to compare results across studies or to assess the robustness
of proposed solutions under diverse operating conditions, leading many contributions to rely on custom
simulation setups that are hard to reproduce or extend [21]-[22].

In network and artificial-intelligence research, datasets may originate from real-world measurements,
such as UAV flight experiments and onboard network logs or from simulation-based environments using
tools like NS-3 or OMNeT++, which allow controlled, parameterizable and repeatable experimentation.
For FANETSs, where real-world testing remains costly and technically challenging, simulation-based
datasets represent an essential first step and can later be complemented by real-flight measurements to
improve model generalization. From an Al and machine-learning perspective, the availability and
quality of datasets directly affect model training, evaluation and generalization, as they provide the
ground truth required for intelligent routing, QoS prediction (e.g., delay, packet-delivery ratio and
energy consumption), failure detection and the design of mobility-aware and energy-efficient
communication strategies. Without shared datasets, researchers are forced to repeatedly recreate similar
experimental environments, resulting in poor reproducibility and inconsistent benchmarking, which
ultimately hinder progress in Aldriven FANET research. In this context, datasets play a central role in
the research cycle of intelligent FANET systems, serving as the foundation for data analysis, model
development, performance evaluation and the continuous improvement of routing and communication
protocols.

In summary, artificial-intelligence methods can be broadly divided into two categories: data-driven
approaches, such as supervised and unsupervised learning and interaction-based approaches, such as
reinforcement learning [24]. Data-driven approaches are the most widely used due to their strong
performance; however, their effectiveness depends on the availability of high-quality datasets. This is
precisely the gap that the present work addresses by providing a realistic, reproducible FANET
communication dataset.

4. THE PROPOSED FANET DATASET

After discussing the general motivation and scientific significance of datasets in Al and networking
research, this section focuses specifically on the proposed dataset entitled "FANET Dataset: UAV
Communication Scenarios in NS-3.40". This dataset has been designed to provide a reproducible,
structured and extensible resource for analyzing UAV communication behavior, energy evolution and
QoS under diverse operating conditions. The following sub-sections describe in detail its structure,
content and organization. The dataset is publicly available and can be accessed and downloaded from
Zenodo using the DOI: https://doi.org/10.5281/zenod0.19373220.

4.1 FANET Network Architecture

In all scenarios of the proposed dataset, the network follows a unified architecture composed of a fixed
base station and multiple UAV nodes operating within a bounded three-dimensional area (in our case,
1000 m x 1000 m x 200 m ). Thus, when a scenario specifies a total node count, for example 11
nodes, this corresponds to 10 UAVSs plus one base station. Figure 1 provides an illustrative overview of
the architecture used throughout the dataset generation. The communication model supports three
interaction types, each reflecting a distinct operational paradigm in FANET environments:

UAV-to-UAV (U2U): Communication occurs exclusively between UAVS. The base station plays a
negligible role in this mode. This configuration is relevant in applications where the base station is
distant or inaccessible, such as military operations or remote-area missions.

UAV-to-Base-Station (U2B): UAVs communicate directly with the base station whenever possible.
However, UAVs located too far from the base station may rely on multi-hop relaying through other



155

Jordanian Journal of Computers and Information Technology (JJCIT), Vol. 12, No. 02, June 2026.

UAVs to reach it. This mode represents centralized monitoring, control or data-collection scenarios.

Mixed Communication (Hybrid Mode): UAVs communicate both among themselves and with the
base station. This hybrid mode corresponds to collaborative missions where UAVs coordinate locally
while also transmitting situational data to a central controller.

This architectural framework ensures that the dataset captures realistic communication patterns
encountered in modern FANET deployments, supporting diverse routing behaviors, mobility constraints
and QoS conditions.

|
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Figure 1. FANET network architecture (Example of 11 nodes, one base station and 10 drones).

4.2 Overview of Dataset Design

The FANET Dataset: UAV Communication Scenarios in NS-3.40 has been designed to provide a
comprehensive, reproducible and structured source of data describing the behavior of UAV nodes
operating in FANETS. The dataset captures mobility dynamics, energy consumption, routing activity
and QoS metrics in various 3D network configurations. It serves as a benchmark for researchers working
on routing optimization, QoS-aware communication and Al-based approaches for FANETS.

The dataset includes eight distinct simulation scenarios, each representing a specific combination of
UAYV density, speed, communication type and energy level. By systematically varying these parameters,
the dataset provides a diverse and balanced representation of network behaviors under different
environmental and operational conditions.

4.3 Scenario Structure (S1-S8)

The eight scenarios (S1 to S8) cover a range of configurations that vary in node density, mobility speed,
initial energy, transmission range, traffic type and communication architecture. Table 2 provides the
parameter ranges used across scenarios, while Table 3 summarizes the specific configuration of each
scenario. The scenarios span from relatively stable conditions (S1: low density, low speed, high range)
to more challenging ones (S6, S7, S8: high density, high speed, low range), allowing researchers to
study network behavior across different regimes.

Table 2. Parameter levels for the FANET dataset scenarios.

Parameter Level Description / Interval
Low 11 nodes (1 base station + 10 UAVS)
Node Density Medium 31 nodes (1 base station +30 UAVS)
High 51 nodes (1 base station + 50 UAVS)
Speed Low; Medium; High | 10m/s; 15m/s; 20m/s
Initial Energy Low; Medium; High | 100-150 J; 150-200 J; 200-300 J
Transmission Range | Low; Medium; High [ 250 m; 350 m; 400 m
Traffic Type - CBR/ Video
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Table 3. Scenario configuration summary (S1-S8).

Sc. | Architecture Density |Speed |Energy |Range |Traffic
S1 |UAV «UAV Low Low Low High CBR
S2 [ Mixed (UAV < UAV + UAV — BS) | Low Medium [ Medium | High Video
S3 [UAV — BS Medium | Medium [ Medium | Medium | CBR
S4 |Mixed (UAV «-UAV + UAV —BS) | Medium | Low Low Low CBR
S5 |UAV «<UAV Medium | High High Medium | Video
S6 |UAV «UAV High Low Medium | Low CBR
S7 | Mixed (UAV « UAV + UAV - BS) | High Medium | High Low Video
S8 |UAV — BS High High Low Low CBR

4.4 Data Organization and File Descriptions

The FANET dataset is organized in a hierarchical structure to facilitate navigation, analysis and
reproducibility. Each scenario (S1-S8) is stored in a separate directory containing all CSV (Comma-
separated values) files documenting the simulation results. The root directory includes the main
documentation and metadata files. This organization ensures that each scenario is self-contained and
can be independently analyzed, reproduced or extended.

Table 4 summarizes the main dataset files and their contents.
Note on packet counters:

o packet_trace.csv: all packets (DATA + OLSR); multi-hop retransmissions appear as separate
reception events.
o olsr_links.csv: only OLSR HELLO messages (broadcasts).
e network gos_metrics.csv and node_qos_metrics.csv:
o sent_pkts, recv_pkts, throughput: all packets.
o goodput, avg_delay_ms, jitter_ms: only DATA packets at final destination.
o PDR, ETX: only DATA packets.
o "Sent" counter: original transmission only (intermediate hops not counted).
e node_state.csv, olsr_node_state.csv: not affected by packet counters.

In addition to the CSV files described above, the Zenodo repository contains the NS-3 simulation source
files that were modified or created for this work, specifically FANET _Dataset.cc, olsr-routing-proto
col.cc, olsr-routing-protocol.h, ipv4-13-protocol.cc and ipv4-13-protocol.h. These files, along with the
standard NS-3.40 source code, allow researchers to fully reproduce the simulations. Python
postprocessing scripts used to generate the final CSV outputs are also included. A README file
provides instructions for compiling and running the simulations.

Table 4. Dataset files and descriptions.

File name Description

Contains all transmission and reception events for each packet, including
timestamps, source and destination node IDs, RSSI, SNR and delay.

Aggregated QoS metrics at the network level, including throughput, jitter, delay,
packet delivery ratio, loss rate and ETX.

packet_trace.csv

network_qos_metrics.csv

Node-level QoS indicators showing per-node performance and communication

node_qos_metrics.csv -
= efficiency.

Describes each UAV's energy status, position, velocity and motion parameters
during the simulation.

olsr_links.csv Details of link distances and symmetry between neighboring UAVS.

node__state.csv

Routing information related to OLSR, including neighbor sets, MPR configurations

olsr_node_state.csv
- — and control message counts.

Metadata describing the simulation configuration, such as density level, speed,

simulation_scenario.csv L . o )
- energy, transmission range, traffic type and communication architecture.
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4.5 Metrics and Parameters Captured
The dataset records multiple key metrics and parameters for each UAV and the network as a whole.

Mobility parameters: 3D positions ( X,Y, Z ), velocities, yaw/pitch angles.

Energy metrics: Initial energy, remaining energy, energy consumption over time.

QoS metrics: Throughput, delay, jitter, packet delivery ratio, loss rate, ETX, goodput.

Routing parameters: OLSR neighbor sets, MPR sets, hello/TC message counts, link symmetry.
Traffic characteristics: Type (CBR/video), sent/received packets and bytes per node.

The following definitions clarify how the QoS metrics are computed.

Metric definitions:

e PDR (Packet Delivery Ratio) = DestinationRecvDataPkts / sent_data_pkts (DATA packets
received at final destination / DATA packets sent by the sources)

o ETX (Expected Transmission Count) = sent_data_pkts / DestinationRecvDataPkts

e Throughput (bps) = (recv_bytes_all x 8)/ duration (all received packets, including OLSR)

e Goodput (bps) = ( DestinationRecvDataBytes x 8)/ duration (only DATA bytes received at
final destination)

o Jitter (ms) = standard deviation of Link_Delay_ms for DATA packets

e LossRate=1-PDR

4.6 Dataset Statistics

We ran eight simulation scenarios, each lasting 200 seconds. Table 5 gives a quick overview of what
each scenario generated in terms of packet traffic and file sizes. For each scenario, we included the total
number of packets sent and received, the resulting packet delivery ratio (PDR), how many active flows
were present and how many rows you'll find in the main CSV files (packet traces, node states and OLSR
links).

Table 5. Dataset summary statistics per scenario.

Total Total Number of | Packet | Node | OLSR
Scenario | Packets | Packets | PDR (%) | Active Trace | State | Links

Sent Received Flows Rows [ Rows | Rows
S1 52478 | 42529 81.0 5 128266 | 3723 | 12339
S2 56546 | 32061 56.7 6 130628 | 4389 | 13875
S3 65233 | 24700 37.9 10 252455 | 12344 | 85961
S4 71559 | 35422 49.5 9 213739 | 10251 | 40042
S5 52038 | 28657 55.1 10 230119 | 12369 | 80120
S6 56258 | 17428 31.0 8 300184 | 19838 | 102302
S7 49867 | 19275 38.7 10 265616 | 20349 | 106344
S8 53849 | 24491 45.5 7 230545 | 14659 | 72593

Looking at the whole dataset, we end up with roughly 2.57 million rows spread across all CSV files.
That breaks down to about 1.75 million packet-related events, 0.10 million entries recording node states
and 0.51 million rows of OLSR link information. The total size of the dataset is around 250 MB.

4.7 Example of Recorded Variables

To illustrate the types of data captured in the FANET Dataset, we present excerpts from two
representative files: network_gos_metrics.csv and packet_trace.csv. Table 6 shows aggregated QoS
metrics over consecutive time windows, such as packet delivery ratio (PDR), expected transmission
count (ETX) and average link delay. Table 7 gives a closer look at individual packet events, timestamps,
source and destination nodes and signal-to-noise ratio (SNR), revealing the fine-grained behavior of
UAV communications.
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Table 6. Excerpt from network_qos_metrics.csv showing network-level QoS
metrics over time windows.
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Window Start (s) [ Window End (s) | Sent (DATA) | Recv (DATA) | Avg Link Delay (ms) | ETX | PDR
51.0 54.0 1438 795 0.922 1.809(0.553
54.0 57.0 1335 892 1.019 1.49710.668
57.0 60.0 1234 655 1.350 1.884]0.531
60.0 63.0 1420 1225 1.290 1.159]0.863
63.0 66.0 1260 1113 1.370 1.132(0.883
Table 7. Excerpt from packet_trace.csv showing per-packet transmission and reception events.

TxTime (s) | PacketUid | NodeldTx | NodeldDst | RxTime (s) [ NodeldRx | SNR (dB)

50.1216 8890 7 Broadcast |50.1219 9 17.70

50.1216 8890 7 Broadcast [50.1219 0 16.43

50.1511 8896 3 0 50.1517 0 13.68

50.1532 8896 0 8 50.1538 8 15.88

50.1500 8898 3 Broadcast |50.1502 1 28.60

5. METHODOLOGY AND SIMULATION ENVIRONMENT

5.1 NS-3.40 Setup and Simulation Configuration

All simulation scenarios were implemented using the NS-3.40 network simulator. The simulation
environment represents a three-dimensional space of 1000 x 1000 x 200 meters, in which UAVs
follow the Random Waypoint mobility model. Each scenario runs for 200 seconds, during which all
events-such as packet transmissions, receptions and node states-are recorded in CSV files to ensure
reproducibility.

Table 8 summarizes the fixed simulation parameters and protocol settings used across all scenarios.

Table 8. Fixed simulation parameters and protocol settings.

Category Parameter Value
Wi-Fi standard 802.11b
Carrier frequency 2.4 GHz (default for 802.11b)
Channel width 22 MHz (default for 802.11b)
Wireless / Propagatlon model FriisPropagationLossModel
PHY Fading model None
Transmission power Varies per scenario (12.6-16.7 dBm)
Receiver sensitivity -90 dBm (default)
MAC retry limit 7 (default)
Queue size (per interface) | 100 packets (default)
Traffic CBR traffic Packet size = 512 bytes, CBR rate = 2Mbps
Video traffic VBR (2 — 6Mbps ), packet size 1024 bytes, exponential on/off
Mobility model 3D Random Waypoint
Pause time 10s
Mobilit Waypoint generation Uniform random within simulation area ( 0 — 1000 m in X, 0 —
y 1000 m in Y, 0 — 200 m in 2)
Altitude range 0—200m
Speed min/max As per scenario (5 — 20 m/s)
Simulation duration 200 s
Simulation Random seeds Default ns-3 seeds (not explicitly set)
Number of repetitions 1 per scenario (no repeated runs)
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5.2 Routing Protocol

We chose OLSR as the routing protocol across all scenarios. Its proactive nature means it keeps routing
tables updated continuously rather than waiting for a route request-something we found useful in highly
dynamic environments, like FANETSs. The standard OLSR implementation in ns- 3 was used without
modifying its internal logic. We did, however, adjust two timing parameters to better suit UAV mobility:
the HELLO interval was lowered from 2s to 0.5 s and the TC interval from 5s to 1.5s. This allows
neighbor detection and topology updates to happen more frequently, which is helpful when nodes move
quickly in 3D space.

It's worth noting that the goal here isn't to evaluate OLSR itself or claim it's the best choice for FANETS.
Instead, we use it as a stable baseline to collect rich data-mobility traces, link changes, neighbor
relationships and routing events, like HELLO messages, MPR selections and TC updates-all saved in
CSV format. Our hope is that the community can use this dataset to experiment with their own routing
protocols, whether traditional, Al-based or QoS-aware, using realistic aerial mobility and
communication traces.

5.3 Mobility and Energy Models

We modeled UAV mobility in three dimensions using the random waypoint model, with minimum and
maximum speed variations (10, 15 and 20 m/s ) according to scenario settings. Each UAV node
includes an energy source (BasicEnergySource) and a radio energy model (WifiRadioEnergyModel) to
simulate energy consumption for transmissions and receptions. Node positions, velocities orientations
(yaw, pitch) and remaining energy are logged at each time step.

5.4 Parameter Space
The dataset explores a multi-dimensional parameter space to capture diverse network behaviors:

e Node density: Low ( 11 total nodes: 1 base station +10 UAVs), Medium ( 31 total nodes: 1
base station +30 UAVS), High ( 51 total nodes: 1 base station +50 UAVS)

Speed: 10, 15, 20 m/s

Transmission range: 250 m, 350 m,400 m

Traffic type: CBR and video streams

Communication types: UAV «—UAV, UAV — BS or Mixed

These parameters are systematically varied across the eight scenarios to ensure a comprehensive dataset
for Al-based routing studies, QoS evaluation and energy-aware network analysis.

5.5 Experimental Reproducibility

To ensure reproducibility, all scenarios use explicitly defined random seeds for mobility and traffic
generation. Simulation logs record every packet event, node state and QoS metric with time stamps.
Scenariospecific configuration files document the parameter values, allowing any researcher to exactly
reproduce a given simulation or extend it with additional UAVs or traffic conditions.

5.6 Dataset Construction Workflow

The proposed FANET dataset is generated through a multi-stage pipeline that combines physical-layer
traces, routing-layer logs, node mobility and energy states and Python-based post-processing for QoS
metric extraction. Each final CSV file included in the dataset corresponds to a specific layer or functional
aspect of the FANET communication process.

Physical Layer Packet Traces: At the PHY layer, NS-3.40 is instrumented to record all transmission and
reception events. Two raw data streams are produced:

e tx.csv: captures every transmission event (Phy/TxBegin), including transmission time, packet
UID, transmitting node 1D, power level, packet size and data rate.

e rx.csv: records each reception event (Phy/RxEnd), including reception time, receiving node 1D,
RSSI, noise, SNR and link delay.

These two sources are combined to create the final file:
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e packet_trace.csv: a unified table linking each transmitted packet to its corresponding receptions.
It includes PHY-layer metrics, such as RSSI, SNR, noise power, transmission power, link delay,
packet type classification and sender/receiver roles.

This file represents the complete physical communication behavior of the FANET.

Routing Layer Traces (OLSR): The OLSR routing protocol is instrumented to extract protocol-level
state evolution:

e olsr_links.csv: lists, for each node and each time step, its neighbor nodes, link symmetry status
and inter-node distance.

e olsr_node_state.csv: records OLSR internal dynamics including MPR selection, one-hop and
two-hop neighbor counts, HELLO and TC activity and MPR set evolution.

These files provide a protocol-centric perspective on network topology, stability and routing behavior.

Node Mobility, Energy and Traffic State: A separate trace provides detailed node-level evolution over
time:
e node_state.csv: includes mobility information (3D position, velocity, speed, yaw, pitch), energy
status (initial and remaining energy) and traffic parameters (data mode and data rate).

This file is essential for correlating communication performance with mobility patterns and energy
constraints of UAVs.

QoS Metrics Generation via Python Post-processing: Python scripts process the raw physical and routing
logs to compute network-wide and per-node performance metrics:

e network _gos_metrics.csv: aggregates global metrics over time windows, including sent and
received packets/bytes, average delay, jitter, throughput, goodput, ETX, Packet Delivery Ratio
(PDR) and packet loss rate.

o node_qgos_metrics.csv: provides per-UAV QoS indicators, such as per-node throughput, delay,
jitter, sent/received data, delivered data packets and goodput.

These tables enable fine-grained evaluation of performance at both local (nhode-level) and global
(networklevel) scales.

Scenario Description: Finally, a scenario descriptor summarizes all configuration parameters:

o simulation_scenario.csv: defines density levels, mobility categories, energy configurations,
communication range levels, traffic type, communication patterns (UAV-to-UAV, UAV-t0-BS
or mixed), number of source/destination UAVSs, protocol (OLSR), total duration and simulation
zone size.

Final Dataset Organization: All tables are generated with consistent timestamps, node identifiers and
unified variable naming. Together, the dataset provides:

physical-layer communication traces,
routing-layer protocol dynamics,

UAYV mobility and energy evolution,

QoS metrics at network and node levels,
full scenario descriptors for reproducibility.

This multi-layer architecture offers a comprehensive view of FANET behavior across diverse
configurations and enables cross-layer analysis for UAV communication research.

6. DATASET VALIDATION AND CONSISTENCY CHECKS

6.1 Data Verification

To ensure the reliability and scientific integrity of the FANET dataset, multiple validation and
consistency checks were performed. Each CSV file was examined for:

e Missing values: All fields are verified to contain valid entries. For instance, packets that were not
received are explicitly marked with NaN values in RxTime_s, NodeldRx or RSSI.
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e Consistency across runs: Metrics, such as total sent and received packets, node energy evolution
and connectivity patterns, are compared across multiple simulation repetitions using different
random seeds.

¢ Range validity: All parameters are checked against expected ranges (e.g., UAV speeds between 10-
20 m/s, energy levels within initial configuration bounds, transmission power within radio model
specifications).

e Protocol integrity: OLSR routing variables, such as neighbor sets, MPR selections and TC messages,
are verified to align with network topology changes over time.

In addition to these internal checks, we examined how key QoS metrics evolve across the eight scenarios
to verify that the dataset behaves consistently with expected network dynamics. Figure 3 shows the
average Packet Delivery Ratio (PDR) and Figure 2 shows the average Expected Transmission Count
(ETX) for each scenario, with error bars indicating the standard deviation over time. For these averages,
windows without any DATA traffic were excluded to avoid biasing the metrics.

As expected, Scenario 1 (low mobility, high transmission range) achieves the highest PDR ( 0.848 ) and
the lowest ETX (1.277), indicating very reliable communication. In contrast, Scenarios 6 and 7 (high
node density, low transmission range) exhibit the lowest PDR ( 0.375 and 0.305 ) and the highest ETX
(113.06 and 24.30), reflecting the increased link instability and congestion under challenging network
conditions. Video traffic (Scenarios 2, 5 and 7) results in higher throughput, but lower goodput, due to
the increased load, which is consistent with the behavior of real FANET deployments. These trends
confirm that the dataset captures realistic and coherent performance variations across different
operational conditions.

Together, these checks confirm that the dataset reflects physically plausible UAV behavior and network
dynamics, making it well-suited for research applications, such as Al-based routing, QoS evaluation and
energy-aware FANET protocol design.
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Figure 2. Average expected transmission count per scenario.
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Figure 3. Average packet delivery ratio per scenario
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6.2 Scientific Integrity
By systematically performing these checks, the dataset ensures:

¢ No internal contradictions between node-level and network-level metrics.
e Reproducibility across simulation runs.
e Accurate representation of UAV mobility, energy consumption and QoS performance.

These measures provide confidence that the dataset is suitable for research applications, including
Albased routing, QoS evaluation and energy-aware FANET protocol design.

7. POTENTIAL APPLICATIONS AND RESEARCH IMPACT

The FANET dataset offers a rich source of information that can support multiple research directions in
UAV communication and networking. Its detailed recordings of node mobility, energy consumption,
QoS metrics and protocol behavior enable the following applications:

7.1 Al-based Routing Model Training

The dataset provides labeled, time-stamped data suitable for training machine-learning and artificial-
intelligence models aimed at routing optimization. Researchers can use node-level and network-level
metrics to develop predictive or adaptive routing strategies that account for UAV mobility, link quality
and energy constraints.

7.2 Quality of Service Optimization

Aggregated network QoS metrics, such as throughput, goodput, delay, jitter, PDR and ETX, allow for
the evaluation and tuning of communication protocols. This facilitates the design of QoS-aware routing
and scheduling strategies that ensure reliable UAV network performance under diverse operational
conditions.

7.3 Energy-aware Communication Strategies

By capturing detailed energy consumption patterns of UAV nodes over time, the dataset enables the
development of energy-efficient routing and transmission schemes. This is critical for extending UAV
operational time and maintaining network connectivity in multi-UAV scenarios.

7.4 Topology Prediction and Link-stability Analysis

Recorded mobility and link-state information supports the study of dynamic-topology evolution.
Researchers can analyze neighbor sets, MPR selection and link symmetry to predict network
connectivity and link stability, which are essential for both protocol design and real-time network
management.

7.5 Relevance across UAV, FANET, MANET and loT Research

While focused on FANETS, the dataset provides insights applicable to broader networking contexts,
including MANETS, VANETS and loT-based UAV systems. Comparative studies across these domains
are facilitated by the structured and reproducible nature of the dataset.

7.6 Benchmarking and Reproducible Research

The eight scenario configurations, with diverse densities, speeds, traffic types and energy levels, enable
reproducible experiments and benchmarking of new algorithms. We didn't try to cover every possible
combination; instead, we picked operating points that reflect realistic trade-offs across the main factors
that affect network performance: density, mobility, transmission range, energy, traffic and architecture.
The scenarios go from relatively easy conditions (S1: low density, low speed, high range) to much harder
ones (S6, S7, S8: high density, high speed, low range). This lets researchers see how performance
changes across different regimes without drowning in too many scenarios. Having multiple parameters
vary at once is intentional, it pushes machine-learning models to learn how factors interact rather than
just memorize isolated cases. If someone needs a different setup or wants to isolate a specific parameter,
he/she can easily generate new scenarios using the simulation scripts we provide.
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Researchers can replicate or extend scenarios to evaluate novel-routing, energy-management or QoS-
optimization techniques in a controlled, realistic setting.

8. USAGE NOTES

The FANET dataset is designed to be easily accessible and reusable by the research community. The
following instructions and recommendations support effective utilization:

8.1 Accessing the Dataset

The dataset is organized into eight scenario directories, each containing CSV files that describe node
behavior, network QoS and simulation metadata. Users can download the dataset from the provided
repository or Zenodo DOI, https://doi.org/10.5281/zenod0.19373220. The hierarchical structure ensures
that each scenario can be independently analyzed or reproduced.

8.2 Recommended Pre-processing
Before using the dataset for analysis or modeling, we recommend the following pre-processing steps:

o Handle any missing or NaN values, especially in packet traces, using interpolation or filtering
if required.

o Normalize or scale numeric variables, such as energy levels, throughput and delays, for
machine-learning applications.

e Aggregate per-node or per-window metrics for comparative analysis across scenarios.

e Convert time units or synchronize timestamps if combining multiple scenario files for
simulation-wide studies.

e For machine-learning experiments, avoid data leakage by splitting data appropriately. We
recommend either using time-based splits (e.g., first 80% of timesteps for training, last 20%
for testing) or splitting by simulation runs (e.g., train on a sub-set of scenarios, test on unseen
ones).

8.3 Integration with Analysis Tools

The dataset is designed to be easily integrated into commonly used data analysis and simulation
environments. It is fully compatible with standard scientific workflows and can be processed using
widely adopted tools. In particular, Python-based environments allow efficient parsing, processing and
visualization of the CSV files through libraries, such as pandas, NumPy and Matplotlib.

The dataset can also be imported into MATLAB using functions, such as readtable or csvread, enabling
further modeling, statistical analysis and detailed evaluation of QoS metrics. In addition, the CSV output
files can be reused within the NS-3 framework to validate custom simulation runs, reproduce the original
scenarios or serve as input data for training and evaluating Al-based routing and optimization models.

8.4 Example Machine-learning Task

To illustrate how the dataset can be used for machine learning, consider predicting link delay
(Link_Delay_ms) from physical-layer features. The packet_trace.csv file provides RSSI, noise, SNR
and delay for each packet reception. A researcher could use these features to train a model that estimates
delay from signal quality, useful for applications sensitive to latency.

For more advanced tasks, the dataset allows combining information from multiple files. For example,
by joining packet_trace.csv (RSSI, noise, SNR, delay) with node_state.csv (remaining energy, velocity
components) on node 1D and timestamp, one can build a richer feature set that includes both link quality
and node state. This enables predicting delay under varying mobility and energy conditions.

To further facilitate machine-learning experiments, the Zenodo repository includes an
example_of_ml_ready folder containing pre-processed files for a sample task: link-stability prediction.
Each scenario (S1 to S8) has a corresponding Link_Stability For_ML_ScenarioX.csv file, built by
joining olsr_links.csv, node_state.csv and packet_trace.csv. These files contain features, such as
distance, signal quality (RSSI, SNR), node mobility (speed, velocity components), remaining energy
and the label link_lifetime_s, which represents the estimated link durability. Researchers may use this
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pre-processed dataset directly to train models that predict link stability or they may define their own
labels and feature sets from the raw CSV files.

These examples are just meant to show the dataset's flexibility, users can define their own prediction,
classification or clustering tasks depending on their research goals.

8.5 Citation and License
Users are reminded to appropriately cite the dataset in any derivative work:

Ali, MOUSSAOQOUI; Hicham, Lakhlef (2026). FANET Dataset: UAV Communication Scenarios in NS-
3.40. Zenodo. DOI: https://doi.org/10.5281/zenodo.19373220.

When the dataset or any derived version is used in a scientific work, this article should also be cited in
addition to the dataset itself.

This dataset is released under the reative Commons Attribution 4.0 International (CC BY 4.0) License,
allowing sharing and adaptation with proper credit to the original author.

9. CONCLUSION AND FUTURE PERSPECTIVES

In this paper, we introduced a comprehensive dataset of UAV communication scenarios for FANETS,
generated using the NS-3.40 simulator. Our dataset captures key aspects of FANET operation, including
UAV mobility dynamics, energy consumption, QoS metrics and OLSR routing behavior across eight
diverse simulation scenarios. By offering well-structured and fully reproducible data, the dataset
provides a practical reference for researchers studying FANET performance, exploring routing
optimization and developing Al-driven networking solutions. It also offers a solid data foundation for
training and validating Al-based routing algorithms in three-dimensional UAV networks, while
supporting reproducible experimentation and fair comparison across different FANET configurations.

A few clarifications are worth mentioning. The dataset relies on the 3D Random Waypoint mobility
model and uses OLSR as the routing protocol. Both are standard choices that provide a reproducible
baseline. The eight scenarios combine several parameters at once (density, speed, range, energy, traffic),
which reflects the kind of trade-offs you would face in real deployments. We see these not as limitations,
but as defining the scope of the current release. Since all simulation scripts are publicly available, other
researchers can easily adapt the framework to include other mobility models, routing protocols or
parameter setups if needed.

Looking ahead, we plan to extend the dataset in several directions. First, we will add more routing
protocols, including Al-assisted approaches, to support broader benchmarking. Second, we aim to
introduce more varied mobility patterns and eventually include data from real UAV flights. Third, we
want to explore environmental effects and larger network scales to bring the simulations closer to real-
world conditions.

Our goal is to keep enriching this resource so it can better support research on Al-driven, energy-aware
communication strategies and help bridge the gap between simulation and real UAV deployments.
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ABSTRACT

In this paper, we study outage performance of hybrid satellite-terrestrial relay multicast schemes employing
Fountain codes. In the considered schemes, a satellite attempts to transmit its data to a group of ground users with
the assistance of a terrestrial relay station. In the conventional scheme (referred to as ConV), the relay station
forwards each Fountain packet to the ground users using decode-and-forward (DF). In the proposed scheme
(referred to as ProP), the relay station stores Fountain packets received from the satellite and replaces the satellite
in transmitting new Fountain packets to the ground users once it has collected a sufficient number of Fountain
packets for data recovery. We derive exact closed-form expressions of outage probability (OP) at each user and
system outage probability (SOP) for the ConV and ProP schemes, considering the impact of co-channel
interference. Computer simulations are realized to validate the derived formulas. Moreover, a joint time and power
allocation problem is formulated and solved to optimize the SOP performance for the two considered schemes.

KEYWORDS

Hybrid satellite-terrestrial relay multicast networks, Fountain codes, Co-channel interference, Outage
probability, Joint time and power allocation.

1. INTRODUCTION

This work considers Hybrid Satellite-Terrestrial Relay (HSTR) schemes, in which terrestrial relays are
utilized to facilitate communication between satellites and end users on the ground [1]-[3]. By
integrating these relay stations, the HSTR schemes benefit from improved signal robustness, broader
service areas, and greater reliability under challenging channel conditions. Such schemes are envisioned
as a key enabler for next-generation infrastructures, offering high-speed access and minimal latency to
meet future connectivity requirements. In [2], high-altitude platforms (HAPS) were presented as a
complementary component to satellite networks within hybrid architectures, offering improved
efficiency and addressing performance gaps in satellite-driven services, such as data relaying and fleet
coordination. In [3], the authors proposed adaptive transmission schemes for HSTR networks to improve
spectral and power efficiency in practical applications. Reference [4] introduced unmanned aerial
vehicle (UAV)-aided maritime communication networks to enhance coverage and performance, acting
as a supplementary layer to marine satellites and shore-based terrestrial stations. In [5], a space-air-
ground free-space optical (FSO) network incorporating a high-altitude relay was proposed to enhance
the reliability of satellite communications. The works in [6]-[10] have focused on system-level
optimization and design for dynamic satellite-terrestrial integrated networks, including network function
placement, beam direction control, radio resource allocation, multicast transmission, and fog/edge
computing architectures, with the objective of enhancing communication performance and quality of
service. Recent studies, such as [11], have further explored advanced communication-computation co-
design frameworks for integrated satellite and aerial networks. However, these studies mainly address
system-level aspects rather than physical-layer performance analysis under practical impairments, such
as co-channel interference. In [12]-[13], the authors evaluated secrecy performance of the HSTR
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schemes in the presence of eavesdroppers. In addition, Reference [12] examined a scenario involving
multiple eavesdroppers, while Reference [13] proposed relay selection strategies. The authors of [14]
investigated the trade-off between intercept probability (IP) at the eavesdropper and outage probability
(OP) at legitimate receiver for the HSTR models. Furthermore, an effective relay selection mechanism
was proposed in [14] to improve the IP/OP trade-off under the impact of co-channel interference (CClI).
Researchers in [15]-[17] investigated the HSTR models operating in cognitive radio (CR) environments,
where the licensed spectrum owned by primary users can be shared with secondary users, as long as
operation of secondary users was not harmful to performance of primary users. Another research
direction involves the use of wirelessly energy harvesting in the HSTR schemes [18]-[19]. Indeed, the
wireless devices in [18]-[19] have to harvest energy from surrounding radio-frequency signals. In [20]-
[21], full-duplex relay techniques have been investigated in the context of the HSTR schemes, enabling
simultaneous data transmission and reception at relay nodes equipped with multiple antennas. Reference
[22] introduced an HSTR scenario supported by reconfigurable intelligent surfaces (RIS). Unlike the
conventional relaying approaches in which relay nodes actively process signals, RI1S-based relaying
models utilize intelligent reflective elements to direct incoming wireless signals toward intended
destinations in an optimized manner. In [23]-[24], the authors integrated Non-Orthogonal Multiple
Access (NOMA) into the HSTR systems, enabling the satellite to simultaneously transmit different data
to multiple ground users. In [23], the authors proposed and derived expressions of OP for the NOMA -
assisted HSTR systems. Reference [24] further considered the impact of direct communication links
between the satellite and the ground NOMA users. The OP performance of the NOMA -based HSTR
schemes operating in CR environments was evaluated in [25]. Reference [26] investigated both IP and
OP performance for cognitive users in the NOMA -aided HSTR models. In [27], OP of multi-relay
NOMA -based HSTR networks was also derived and validated. In contrast to the aforementioned
studies, this paper considers the HSTR scheme that incorporates Fountain codes (FCs).

Fountain codes (FCs) [28]-[29] have demonstrated effectiveness in wireless networks, thanks to their
ease of implementation and ability to adapt to changing environmental conditions. Recently, several
studies [30]-[34] have reported on the HSTR models employing FCs. In [30], the OP performance of
the HSTR model employing FCs under the CCI condition was evaluated. Reference [31] studied the
OP/IP trade-off of the FCs -based HSTR schemes employing the artificial jamming technique to reduce
quality of the eavesdropping links. In [32], both NOMA and RIS were integrated into the FC-aided
HSTR systems to improve secrecy rate throughput, with the presence of multiple eavesdroppers. The
authors of [33] investigated OP of joint NOMA and FC-based HSTR scenarios incorporating two groups
of ground users. Published works [34] studied the OP/IP trade-off for the NOMA -aided HSTR multicast
schemes using FCs and a partial terrestrial station selection algorithm.

To highlight the contribution of this work, Table 1 provides a comparative summary of representative
FC-aided HSTR studies in terms of transmission scenario, interference modeling, performance metrics,
and optimization capability.

Table 1. Summary and comparison of related works.

Ref. | Transmission Scenario FC |[CClat |[CClat Perfo_rmance Time - Power
Used | Relay Users Metrics Allocation
[30] HSTR relaying (broadcast) v X v OP, SOP X
[31] STN with friendly jamming v X X OP, IP X
[32] | Multi-user HSTRN (NOMA +IRS) | X X OP, IP X
[33] HSTR broadcast (NOMA-based) v X X OP, SOP X
[34] HSTR multicast (NOMA + PRS) v X X OP, IP, SOP, SIP X
our 1 HSTR multicast with CCI VY Y OP, SOP v

As observed from Table 1, none of the existing studies jointly considers multicast transmission, dual
CCI effects at both relay and users, and joint time-power allocation. More importantly, the interplay
among these factors introduces several fundamental challenges beyond a straightforward combination
of existing techniques.
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Specifically, multicast transmission inherently couples the decoding performance of all users, making
the system outage probability depending on the worst-channel condition, which significantly
complicates the analysis compared to conventional unicast or broadcast scenarios. In addition, the
presence of dual CCI at both the relay and user sides makes the end-to-end outage event jointly
dependent on multiple transmission phases, thereby preventing the direct use of simplified independent-
link analysis commonly adopted in prior studies. Furthermore, the joint optimization of time and power
allocation under multicast and interference-limited conditions results in a highly coupled and non-
convex problem, where the trade-off between reliability and interference mitigation becomes
significantly more intricate. Therefore, the proposed framework should be regarded as a fundamentally
new system model rather than a simple extension of existing works.

Motivated by these research gaps, this paper investigates FC-aided HSTR schemes, where a satellite
communicates with a group of ground users via a terrestrial relay station. Unlike [31]-[34], our proposed
schemes take into account the impact of CCI on the OP performance. In contrast to [30], this study
considers the effect of CCI on both the relay station and all ground users. Furthermore, two FC-aided
HSTR schemes are considered; namely, the conventional forwarding scheme (ConV) and the proposed
packet-accumulation-based scheme (ProP), to address the identified research gaps. Compared with the
ConV scheme, the proposed ProP scheme improves transmission reliability by exploiting the packet-
accumulation property of FC. This design is particularly suitable for interference-limited or poor channel
conditions, where packet-by-packet forwarding may become inefficient. For performance measurement,
exact closed-form expressions of OP at each ground user and system outage probability (SOP) are
derived for ConV and ProP. The accuracy of the analytical results is verified through computer
simulations. Finally, a joint optimization problem involving time and power allocation is formulated
and solved to enhance the SOP performance for the two considered schemes.

The main contributions of this paper can be summarized as follows:

o Development of an FC-aided HSTR multicast model under dual CCI affecting both relay and
user nodes.

e Design of a packet-accumulation-based ProP scheme, in which the relay collects sufficient
Fountain-coded packets before forwarding to improve transmission reliability.

e Derivation of exact closed-form expressions for the OP at each user and the SOP for both ConV
and ProP schemes.

e Joint optimization of time and power allocation to minimize SOP using an efficient GSS-based
approach.

The remainder of this article is organized as follows: Section 2 describes the system model of the
proposed schemes. Section 3 derives OP and SOP of ConV and ProP. Section 4 provides Monte-Carlo
simulations to validate the analytical formulae. Finally, Section 5 concludes the paper.

2. SYSTEM MODEL

Figure 1 presents the system model of the proposed FC-aided HSTRNS, with presence of K interference
sources. In particular, a satellite (S) tries to send the same data ws to M ground users. Let us denote the
ground users as U,,(m = 1,2, ..., M) and the interference sources as I (k = 1,2, ..., K). It is assumed
that there is no direct link between S and U,,,, as we consider a worstcase scenario in which ground users
experience blockage, severe shadowing, or significant path loss (e.g., urban canyon environments,
indoor users, or obstructed areas), which are commonly encountered in practice and render the satellite-
user link highly unreliable [13], [35]; therefore, the data transmission between S and U, is assisted by
a terrestrial relay station (R ).

In the considered model, co-channel interference affects both decoding stages; namely the satellite-to-
relay reception and the relay-to-user reception. Specifically, the relay is interfered by the links Iy — R,
while each user U,, is interfered by the links I, — U,,. We consider a normalized two-slot transmission
framework with fixed slot duration and assume perfect synchronization between the satellite and the
relay, which is consistently applied to both the ConV and ProP schemes.

Using FCs, S generates encoded packets (denoted as pg ) from the original data ( wg ), and these encoded
packets are then transmitted from S to U, via the help of R , using the DF approach. In order to
successfully recover the original data wg, U,,, needs to collect at least G,,;, encoded packets pg, where
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Gnin represents the minimum number of packets required for FC decoding and is typically given by
Gmin = P(1 + €). Here, P denotes the number of source packets and ¢ is the small FC overhead that
ensures reliable recovery (generally € [0.02,0.1] ) [29]-[31]. In addition, the satellite is allowed to
transmit at most N,,, encoded packets due to the delay constraints of the HSTR system. Since
successful decoding is impossible if fewer than G,,,;, packets are transmitted, the condition Ny,.x = Gpin
must always hold to guarantee recoverability at R and all ground users. These definitions help clarify
the FC parameter selection used in the proposed multicast schemes. All nodes S,R,U,, and I, are
assumed to be equipped with a single antenna. This simplified model facilitates tractable analysis while
still capturing the essential behavior of the considered system. Extensions to multiantenna scenarios will
be investigated in future work.
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Figure 1. The proposed FC-aided HSTRs.

Let gag denote channel gain of the A — B channels, where A and B are a transmitter and a receiver,
respectively, (A,B) € {S,R,U,,,, I}, m =1,2,..., M,k = 1,2, ..., K. Assume that all A — B channels are
block and flat fading, meaning that gag does not change during each transmission of pg, but varies
independently after each transmission of ps.

For the S — R link, the channel gain gsg which experiences a Shadowed-Rician distribution has the
following PDF (see [30]-[31]):

fan® = 55— (sl ) (~5=) oFi (aswi1 )
x) = exp|——— asp; 1; ,
VSR 2bgsg \2aspbsg + Qsg P 2bgg/ VT \TSR T 2bgr (2asrbsy + Qsp)

where 2bgg and Qgg indicate the mean values of the multi-path and Line of Sight (LOS) components,
respectively, agg is a fading parameter, and ,F;(.;.;.) is a confluent hypergeometric function of the
first kind [30]-[31].

Using [34], CDF of gsg can be expressed under the following form:

asr—1 nsr

|
FySR(x) =1- Olgls{R%DSR Z Z (ise) ESR(r)lfllzz—quﬂ xIsRexp(—(¥Ysr — Psr)X)

“ <+ (gsr)! (Wsr — Bsr
nsgr=0 qsr=0
asg—1 nsgr
=1- ) ) Woxtsrexp(—(hsg — Fse)), @)
nsr=0 gqsr=0

where ( ngt ) is Pochhammer function [34], and

" 1 ( 2aspbsg )aSR s ( Qsr )
— _’ a — ———————— ) — y
SR 2bsgr SR 2agpbsr + Qsr SR 2bsg (2asgbsg + Qsgr)

(—1)™R(1 — asp)BeR”
(nsg)!

_ (nsR)! agytPsrésrnsy)
o= (qsr)! (Ysg — Bsp)™sRAsR*1” (3)

$sr(ngr) =
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For the R -» U,,,,I;, » R and I, — U,, links, all these channels are assumed to be Rayleigh fading.
Hence, gry,,, g1,r and gy, u,, experience exponential distributions, and their PDFs can be written,
respectively, as [36]:

ngUm x) = ARUmexp(_ARUmx):fgtRR x) = AlkRexp(_Alka)rfg[kUm x) = AIkUmeXp(_AlkUmx)' 4)

where Ary, ,A,r and A; g~ are fading parameters of the R —» Uy, Iy = R and Iy — Uy, links,
respectively [1].

As explained in [37], for ease of presentation and analytical tractability, the channel coefficients
Jru,,» Ji,r and gy, y, can be assumed to be independent and identically distributed (i.i.d.). Similarly,
all interference sources are assumed to have identical transmit power and experience i.i.d. Rayleigh
fading, which enables the aggregate interference to be modelled in a tractable form [38]. Accordingly,
the large-scale fading parameters satisfy Agy, . = Agy(VYm), 41, g = Air(Vk) and 4y, y, = Ay (Vk,m).
This common assumption allows the decoding events to maintain a binomial structure and enables
closed-form derivations in the subsequent analysis. Therefore, we can rewrite (4) under the following
forms:

ngUm (x) = Agyexp(—Aryx), fg,RR x) = AIReXp(_/lle)rfgIkUm (x) = Ayexp(—Ayx) (5)
From (5), the corresponding CDFs can be obtained, respectively, as:

Next, the operational principles of the conventional FC-aided HSTRNs (ConV) and the proposed FC-
aided HSTRNs (ProP) are described in detail.

2.1 The ConV Scheme

In the ConV scheme, the relay station R forwards each encoded packet pg to the ground users, without
storing any pg in its buffer. In particular, at the first time slot, S transmits pg to R, and the instantaneous
SNR obtained at R can be given as [39]:

ConV _ Psgsr _ Asgsr
SR - - ]
k=1 Plgyr + 0§  Xko; Mgpr+1

where Pg and P; are transmit power of the satellite S and all interference sources, respectively, o¢ is
variance of Gaussian noises at all receivers B, Ag = Ps/aé and A; = P;/oé denotes transmit SNRs.

()

If R decodes pg successfully, it sends pg to all the ground users at the second time slot, using the DF
approach. The instantaneous SNR of the R — U,,, link can be given as:

plon = Prgru,, _ Argru,,
" k=1 P, t o5 Xik=1 Migyu, +1

where Py is transmit power of R , and Ag = Pg/0é.

(8)

We now consider the time allocation between the first and second time slots in the ConV scheme.
Assume that the total duration for the S - R — U transmission is 01-time unit. Let the time allocated to
the first and second time slots be Tcyy and 1 — Teg,y » respectively, where 0 < ¢,y < 1. Therefore,
we can formulate the instantaneous channel capacity of the S - R and R —» U, links, respectively, as:

CSCF({mV = Tconv logz(l + lpglgnv)'
Clgl(};v = (1 - TConV) 10g2(1 + lp}g?}zv (9)

2.2 The ProP Scheme

Similar to the ConV scheme, S sends pg to R at the first time slot, and the instantaneous SNR obtained
at R can be given, similarly, as (7):

ProP _ ASgSR
SR — ’
Ik(=1 AIgIkR + 1

(10)
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Let tp,,p and 1 — tp,,p denote the time allocated to the first and second time slots in the ProP scheme,
where 0 < tp,.,p < 1. Then, the instantaneous channel capacity of the S — R link can be given as:

= Tproplog, (1 + PEROP (11)

If the decoding at R is successful, R sends pg to all the ground users at the second time slot. Then, the
instantaneous SNR of the R — U,,, link can be given, similarly, as (8):

CPI‘O

Pr Argru
lpProP — m ] (12)
RUm Yi=1 Mgy, +1
Then, the instantaneous channel capacity of the R — U,,, link can be expressed as:
Cro Ot = (1 — Tpgop log, (1 + YRICP). (13)

As mentioned, the relay station in ProP stores in its buffers the encoded packets which are correctly
decoded. When the number of packets pg correctly obtained at R equals G,,;, , it can recover the original
data. Moreover, R will replace S to transmit encoded packets to the ground users. After this point, the
relay switches to the transmission phase and forwards encoded packets to the ground users. Due to the
half-duplex constraint, the relay no longer attempts to receive additional packets from the satellite once
it starts forwarding. Meanwhile, the satellite may continue transmitting up to N, , as limited by the
system delay constraint. In addition, the packets transmitted by the relay are generated based on the
recovered source data using Fountain coding, allowing the users to accumulate sufficient packets for
successful decoding. In this case, the instantaneous channel capacity of the R - U, link can be
calculated as:

Cﬁ{ﬁf 82 = log, (1 + YRI? (14)
Remark 1: The absence of a direct satellite-user link in the considered model represents a worst-case
scenario commonly adopted in hybrid satellite-terrestrial networks. If a weak direct link is present, its
contribution can be incorporated as an additional SINR component without altering the structure of the

proposed ProP scheme. In this case, both OP and SOP are expected to improve due to additional
diversity, while the relative performance gain of ProP over the conventional scheme remains intact.

3. PERFORMANCE ANALYSIS

This section derives exact closed-form expressions of OP and SOP for the ConV and ProP schemes. At
first, we evaluate the decoding probability of one encoded packet ps.

3.1 Decoding of the Packet pg

It is worth noting that one packet pg is successfully transmitted to U, if both S— R and R - U,,
transmissions are successful.

Indeed, considering the transmission of pg at the first time slot in the ConV scheme; from (7) and (9),
the probability of the correct decoding of pg at R can be formulated as:

ApERY o Yimn
C ,
Qs?émv = Pr(CgﬁmV = Cl,th) = Pr(¢§§nv = lpl,?l?v =Pr{ gsg 2 Z gy Rt

As k=1 As
= Pr(gsr = pLo Y Zg sum + P h (15
where C; 4, is a target rate of the first link between S and R, Zg sum = Xk=1 1,r. @nd
Cyth ConV ConV
Yith = 2rconv —1,prgY = IwAl s = wlAth (16)
S S

Since Zg sum IS @ summation of K exponential random variables, using [40, eq. (B.9)], we obtain PDF
of Zg sym aS:

yl K., K-1 -2
s () = ® _e’f)’,( ) a7
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Next, we can express 852"V in (15) under the following form:
+o00
0™ = [ (1= Fou (PS5 + PS)) Fgum (O (18)
0

From (2), we can express Fy (pfon"x + p5 oY) under the following form:

asgr—1 nggr

ConV ConVy _ ConV ConV\9sR ConV
F (i x + psn’) = 1 - Z wEonV(x + psh exp(—pgen X

ngr=0 gqsr=0
asg—1 nsr  qsr

=1— Z z Z qJCOIlV (qSR> ?():OHV xQSR_tSRexp(—pg’(t)ﬁlvx

nsr=0 qsr=0 tsr=0
asr—1 mnsr  qsr

-1— Z Z Z LpgoanQSR_tSR exp(—pggﬁvx , (19)

nsr=0 qsr=0 tsr=0

where
ConV
ConV _ pz th ConV _ (ll) ﬁ ) ConV qSR _ (qSR)!
Patm = o Pt SRTPSRIPL o) T tsn)! (gsk — tsw)!
t . .
q qsr t
ponV =y, (pfonV)  Fexp(—(Wsr — Bsr)ps o ), WSOV = ( tSR) (PSAY) " . (20)

Substituting (17) and (19) into (18), after some manipulations, we obtain an exact closed-form
expression of 852"V as:
asp—1 mnsr  qsr
(MR)* W, tene
psony = Z Z (K—1)lf xK+asr=tsr=Texp(—(pConY + Aip)x)dux

nsr=0 qsr=0 tsr=0

asr—1 n q
_ i f > (K + qsg — tsg — ! (R wsonY
- —1)! K+qsr—ts
nsr=0 qsr=0 tsr=0 (K =1 (A IRt pgg}rllv oR
Considering the transmission at the second time slot in the ConV scheme; the probability of the
successful decoding of one encoded packet pg at U,,, can be formulated by using (8) and (9) as:

(21)

Iwz‘zﬁv
Ot = Pr(Cln) = Con) = Pr(wiy)y = wigh") = Pr (gRUm Z ity )

— ConV ConV
= Pr(gRUm 2 W1th ZUm Sum T W3 th (22)

where Cyy, Is a target rate of the R — Uy, link, Zy, sum = K . Jnu,,» and

Coa DS oy _ VS
ConV _ 7= Conv _ ~172th  Conv _ t
Yt = 217Tconv — 1wy, = AR yWoth = Ar (23)

Similar to (17), PDF of Zy_ sum Can be expressed as:

_ ()™M exp(=Agyx)
fZUm,Sum (.X) - (M _ 1)|

Substituting (6) and (24) into (22), after some manipulations, we obtain an exact closed-form expression
of Ogg"Y as:

(24)

+00
ConV _ _ ConV ConV
ORUTTL - J;) [1 EgRU (wl th x+ 2 ,th ] fZUm,Sum (‘x)dx

(/1 ) +0o
(MIU )exp( ARUa)ZthV)f xM- exp( (AIU+/1RUa)f°nV)x)dx

Ay
= exp(—Apy w5V 25
</11U + /IRUwE,(t)}?V> P~y 2 (22)
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Then, the probability of the successful decoding of one packet pg at U,,, in the ConV scheme is computed
as:

9C0nV 9C0nV9ConV (26)

Considering the ProP scheme; the probability that one packet pg is decoded correctly by the user U,,
can be calculated in two cases as follows: Case 1: pg is sent to U,,, viathe S = R — U, link; Case 2: pg
is directly transmitted from R to U,,,

Case 1: ps is sent to U,,, viathe S - R - U,, link

Similar to (21) and (24), the probability that one packet ps is decoded correctly at the S - Rand R —
U,,, links can be given, respectively, as:

asg—1 nsrp  qsr

pEroP — Z (K +qsg — tsg — 1! (AR)¥WSreP 27)
—1)! K+qsr—tsr’
ngr=0 qsr=0 tsgr=0 (k=1 (AIR + p:{gp

M
A
ProP, Case 1 U ProP
7] exp(—Aryw , 28

RU </11U + ARU‘”E,E?) p( RUT2th (28)

where
Caith ProP ProP ProP
ProP _ o7p,0p — 1 PTOP — 11,[)1 th ProP _ lpl,th proP _ P2th ProP =( ) ProP
l:l’1th = yP1th = A —  P2th T A »P3th = “prop’P4th Ysr — Bsr P1th >
S S 1,th
ProP _ ProP)dsr ProP\ wProP _ (4SR) ( ProP\tsRy,Prop
wire lPo(P1m EXP(—(I/JSR ﬁSR)Per ) v ( 3ro wrren,
Czth l/JPmP lpProP
ProP _ 51—7e o ProP _ ZI'¥2th  prop _ ¥2th
Yon = 217 Fconv —Lwyyy, = A, ' Wath T (29)
R R

Case 2: pg is directly transmitted from R to U,,,

In this case, using (14) instead of (13) for Case 2, we can obtain the probability that pg is successfully
transmitted from R to U,,, as

M

ProP,Case2 AIU ProP

0 = ( ) exp(—Aryw (30)

RU ProP RUYW4,th )
m AIU + ARUa)&ﬁ’]

where
ProP ProP
ProP _ 11/)3 th PrOP __ ¢3,th

ProP _ »C
l’[) - 2 2,th — 1, w3,th - AR w4"th - AR

3,th

(31)

3.2 Outage Probability (OP) at Each User

Considering the ConV scheme; let denote LSV as the number of pg that is correctly received at U,,,. If
LSO < G,...., U,,, cannot reconstruct the original data of the satellite. Hence, OP at U,,, in ConV can be
expressed by an exact closed-form expression as:

Nl’l’laX
OpConV — 1 — Z Pr(LS™ = Guin, Ts)Pr(LS™ > Gpin | T5)
Ts=Gmin
Gmin—1
Lm Nmax_Lg‘r?nV
= O (i) s oz 2
LMV =0

where (1—65"V) is the probability that ps cannot be successfully reached to U,
For the ProP scheme; we consider the probability that the user U,,, can successfully recover the original
data of the satellite. Indeed, if we denote LP''F as the number of pg that is correctly received at U,,,, then
LEroP > G . . It is worth noting that if LE™F denotes the number of pg being correctly received at R,
then L2°F must be equal to G,.;, . It is because if LY°P < G, , then LProP < [PoP < ¢ . and U,, is
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then in outage. Then, let us denote Tg as the number of transmission times of the satellite until the station
R collects enough G,,;, encoded packets ps, where G, < Ts < Np,,. Therefore, the number of
transmission times of R in Case 2 is given as T = Ny, — Ts. We also denote LY©°¢.; as the number

of pg that is correctly received at U, in Case 1, where 0 < L‘,’,ﬂ?‘éasel < Ts. Finally, the successful

reconstruction of the original data at U,,, in ProP can be formulated as:

——ProP Nmax
OPp  =1—3pm%  Pr(LRF = Guin, Ts)Pr(Lictaser + L Case» = Gmin | Ts).  (33)

In (33), Pr(LRP = Guin, Ts) = (772, ) (0207 )™ (1 — 65" )™ is the probability that R
collects enough G,,;, encoded packets pg after T transmission times of S. It is worth noting that the

transmission between S and R at the Ts-th transmission must be successful, and R must correctly receive
Gmin — 1 packets pg previously.

_ LProP

m, Casel

( min )(GP“’PCasel i (1 - ggprce! Gmin is the probability that U, correctly

LProP RUm
roP

: _ o
receives L%, Ppackets ps in Case 1 , and OPFeP (Lg;g; S) (. L e (1-

'm, Casel
Prop

Nypax —Ts—L . . ) .
Opp ey ™2 s the probability that U,, correctly receives LYV, ., packets ps in Case

2. Then, OP at U,,, in ProP is obtained as:

——ProP
OPEr°P =1 0P, (34)

Remark 2: Since the R —» U and I — U links are independent and identical, it is straightforward that OP
at all the users in the considered schemes is the same, i.e., we can write OPS°"V = OP¢°nV and OPProP =
OPProP for vm.

3.3 System Outage Probability (SOP)

Firstly, SOPy is defined as the probability that one of the users in the X scheme experiences an outage,
where X € {ConV, ProP}. To obtain SOPx, we have to consider the probability that all the users can

successfully recover the original data of the satellite, i.e., SOPy = 1 — SOPx.

Considering the ConV scheme; let us denote L™V as the number of pg that is correctly received by the
station R after the transmission ends. In order that all the users can collect at least G,,;, packets pg, we

have G, < L%V < Ny - Then, SOP¢,,v can be computed as:

Nmax
SOPcony = 1 — Z PI‘(L%OHV = LR)Pr(L%’nV > Gpin, VM | L(l;\onV — LR)

ConV _
LROH =Gmin

( (soms) oy " (1 - oy ]
Nmax LRon

ConV
Z M g LConV LConV 1ConV_;ConV (35)
LConv_Gmln X 1_[ z <LConV> (ngnV) m (1 _ gggnV) R m

k m=1 L%‘?nv=Gmin J

N (35), Pr(LS™ 2 G, ¥m 1 L™ = L) = Sty (“800) (68m)™ " (1 - 655™)™"
R

LConV_G
LSV is the probability that U,,, can successfully receive at least G,,,;, encoded packets.

Considering the ProP scheme; using (33), we can obtain SOPp,p as:
Nmax

SOPprop =1 — Z Pr(LPrOP = Gmm'Ts) l_[ Pr(l‘lir{ogasel 11’1{0(1?&562 = Gin, Vm | TS) (36)
Ts=Gmin

Finally, SOP of the ConV and ProP schemes can be obtained, respectively, as:

SOPcony = 1 — SOP¢ony, SOPprop = 1 — SOPpp. 37)
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Remark 3: It is worth emphasizing that the proposed FC-assisted HSTR framework fundamentally
differs from non-FC schemes. While non-FC approaches typically define OP/SOP based on
instantaneous SINR constraints at the symbol level, the FC-assisted scheme evaluates OP/SOP through
packet-level decoding conditions governed by G,;, and N, . This packet accumulation mechanism
allows successful decoding as long as a sufficient number of packets is collected, thereby offering
improved robustness against channel fading and co-channel interference.

3.4 Joint Time and Power Allocation Problem

Assume that the total transmit power of the S and R nodes is fixed such that Ps + Py = P, . Specifically,
we examine the following power-allocation scheme: Pg = uy P, Pr = (1 — uy)Pyi, Where X €
{ConV, ProP} and 0 < ux < 1. Now, we consider the joint time and power allocation problem as

Ming<z, <1,0<p,<1S0Px. (38)

Regarding the convergence of the adopted Golden-Section Search (GSS) algorithm, it is well known
that GSS is guaranteed to converge for any continuous unimodal (or quasi-unimodal) function over a
compact interval. In our optimization problem, the SOP-based objective function in (38) is continuous
with respect to ux and tx on the bounded domain ( 0,1 ), which satisfies the classical convergence
conditions of GSS [41]. In addition, we have numerically verified in all simulation settings that the
iterative values u¥ and 7§ converge monotonically toward their optimal solutions within a small number
of iterations (typically fewer than 20). This numerical behavior is fully consistent with the theoretical
contraction factor ¢~ ~ 0.618 of GSS.

Moreover, the number of iterations is mainly determined by the stopping tolerance § (commonly, § =
10~*:1073 is selected), and the GSS procedure is not sensitive to the choice of initial values, since the
search is performed over predefined feasible intervals. Therefore, a convergence figure is not required,
and the algorithm's convergence is theoretically ensured and empirically confirmed [42]. It is worth
noting that the proposed optimization operates over low-dimensional variables and does not scale
combinatorially with the number of users. The computational complexity of the GSS-based method is
logarithmic with respect to the desired accuracy, which ensures efficient convergence. Therefore, the
proposed approach remains computationally efficient and practically feasible even in large-scale user
scenarios.

4. RESULTS

This section presents Monte-Carlo simulations (Sim) to verify the exact closed-form expressions
(Theory) of OP and SOP for the ConV and ProP schemes. The simulation parameters are selected based
on commonly adopted settings in the literature [12], [14], [31], [34]. Unless otherwise stated, the
simulation parameters are set as follows: the Shadowed-Rician parameters (asg,bsg, Qsg) are
(1,0.063,0.0007) or FHS and (5,0.251,0.279) for AS; the target rates are C; ¢, = 0.2, and Cp ¢, = 0.1
and the average channel gains are Agy = 1, A;g = 50 and A;y = 25. In addition, K = 3, Gy, = 6,04 =
1, and P; = 0.25P,, , while the transmit SNR is defined as A = P,, /o§. In Figure 2, we additionally
include one example under the FHS condition with N,,,, = 8 to illustrate the performance degradation
caused by severe shadowing. For the remaining figures (Figs. 3-8), we present results only under the AS
channel, since both AS and FHS exhibit the same OP and SOP variation trends, and including all FHS
cases would not provide further analytical insight. Prior studies, such as [21], [23], have also confirmed
that FHS yields consistently worse performance than AS due to harsher propagation conditions.

In Figure 2, we present OP at each user in the ConV and ProP schemes as a function of transmit
SNR(A = P, /6&) in dB when pcony = Uprop = 0.5 and Ty = Tpop = 0.5. At first, it is remined
that OP at each user in the two considered schemes is the same. Next, we can observe that the OP
performance of both ConV and ProP is better as A increases, since transmit power of the satellite and
the relay station increases. However, as A — +oo, it can be seen that OP of both ConV and ProP reaches
saturation values. It is because at high A regions, SINRs of the S - R and R — U,, links do not depend
on A. Indeed, with Ps = uP,;, PR = (1 — u)P,; and P = 0.25P,,;, SINRs in (7), (8), (10) and (12) at
high A can be approximated as follows:
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x A-too HxJsr px, A (1 - px)gru,,
SR K, 025g g +1 7 Um K, 0.25g,y, +1°

(39)

where X € {ConV/, ProP}.

Next, we can observe from Figure 2 that the OP performance of ConV and ProP is better as increasing
N - It is due to the fact that with higher N, , the ground users have more opportunity to sufficiently
collect encoded packets for the data recovery. It is worth noting from Figure 2 that when N,,,, = 6, the
performance of ConV and ProP is the same, because in this case N,,,x, = G, - On the other hand, when
Npax = 7 and 8, the ProP scheme outperforms the ConV scheme. Furthermore, for the FHS condition
with Np,.x = 8, the OP variation of both schemes follows the same trend as in the AS case; however,
due to the harsher propagation environment, the OP values under FHS are noticeably higher. It is also
seen that as increasing N, , the performance gap between ConV and ProP also increases. It is noted
that the effect of the Fountain coding overhead e can be equivalently interpreted through G,,;, = (1 +
€)P. For a fixed G,;,, increasing N,,,, relaxes the decoding constraint, leading to a reduction in OP
[28], [34]. This reveals a trade-off between coding overhead and transmission constraint in Fountain-
coded systems. Finally, Figure 2 presents that the 'Sim' results validate the "Theory' ones.
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Figure 2. OP at each user as a function of A(dB) when pcov = tprop = 0.5 and
Tconv = Tprop = 0.5.

Figure 3 presents OP at each user in ConV and ProP as a function of t¢,,y and tp,,p When A = 20 dB
and N, = 8. As we can see from Figure 3, 7.(X € {ConV, ProP}) significantly impacts the OP
performance. Moreover, for each value of uy, there exists an optimal value of tyx at which OP at each
user in the X scheme is lowest. For example, with pcov = tprop = 0.9, OP at each user in ConV and
ProP is minimized at ¢,y = 0.3 and tp,,p = 0.35, respectively. Figure 3 also illustrates that the OP
performance of both ConV and ProP is almost best as pc,,v = Uprop = 0.5. This is because when picqnv
and pp..p arevery low ( tconv = Uprop = 0.1), the transmit power of the satellite (S ) is also very low.
Conversely, when pc.,v and ppp are very high ( pconv = Upop = 0.9 ), the transmit power of the
relay station ( R ) becomes very low. These conditions result in a high OP at each user. Finally, Figure
3 again shows that ProP outperforms ConV, and the 'Sim' and "Theory' results match very well.

In Figure 4, we present SOP of the ConV and ProP schemes as a function of A(dB) when pyc,,v =
Uprop = 0.5, Tcony = Tprop = 0.5, and N, = 8. Similar to the OP at each user, the SOP values
decrease as A increases, and converge to the saturation values at high A regimes. It is also seen that the
SOP of ProP is lower that that of ConV. Moreover, the SOP performance of ConV and ProP is worse
with higher number of ground users (M). Finally, it is worth noting that the 'Sim’ results validate the
‘Theory' ones.
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Figure 4. SOP as a function of A(dB) when ucyny = Uprop = 0.5, Tcony = Tprop = 0.5,
and N« = 8.

Figure 5 presents SOP of the ConV and ProP schemes as a function of t¢,,v (Tpop) When A =
20( dB), Uconv = Uprop = 0.65, and M = 5. We can see that the SOP performance of both ConV and
ProP is significantly better when Ny, increases from 7 to 8 . It is also observed that there exist optimal
values of 7¢,,v (Tpop ) SO that SOP of ConV (ProP) is lowest. For example, with N,,,,, = 7, SOP of
ConV and ProP is lowest at t¢o,v = 0.4 and tp,p = 0.45, respectively. In addition, with Ny, =
8, SOP of ConV and ProP is lowest at t¢,,v = 0.45and 7p,,p = 0.5, respectively. Similarly, the impact
of € on SOP is reflected through G,,;,. A larger G, requires more successfully received packets,
whereas a larger N,,,, increases the decoding opportunity and hence reduces SOP.

Figure 6 investigates the impact of pco,v (Upop ) ON the SOP performance of ConV and ProP with A =
15(dB),M =8, and N,,, = 9. As observed, there exist optimal values of uc,,v and pp.p, SO that
SOP of ConV and ProP is lowest. For ConV, we can observe that SOP is lowest when 7.,y = 0.55
and pconv = 0.5, while ProP obtains the best performance when zp,,p = 0.55 and up,.,p = 0.55.

From Figures 5 and 6, it is worth noting that the joint time and power allocation problem (see (42)) must
be solved to determine the optimal values of the ( ty, uy ) pairs, where X € {ConV, ProP}. To achieve
this, the Golden-section search algorithm presented in [42] can be employed.
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Table 2. Optimal values of ( py, Ty ) in Figure 7 when Ny, = 7.

A 15dB | 16dB | 17dB | 18dB | 19dB |20dB | 21dB | 22dB | 23dB | 24dB | 25dB
UCony | 0.485 | 0.482 | 0.479 | 0.476 | 0.474 | 0.471 | 0.469 | 0.467 | 0.465 | 0.464 | 0.462
Téony | 0.501 | 0.499 | 0.496 | 0.494 | 0.491 | 0.489 | 0.487 | 0.485 | 0.483 | 0.482 | 0.481
0.488 | 0.485 | 0.482 | 0.479 | 0.477 | 0.474 | 0.472 | 0.470 | 0.468 | 0.466 | 0.464
0.512 | 0.510 | 0.507 | 0.504 | 0.502 | 0.499 | 0.497 | 0.495 ]| 0.494 ] 0.492 | 0.491

*
Hprop

*
Tprop

Figure 7 presents SOP as a function of A in dB with various values of N,,,, and with M = 5. In this
figure, the (ux, Tx ) pair is optimized according to equation (38). Indeed, Tables 2 and 3 present the
optimal values of ( ux, Tx ) in the case where N,,, = 7 and N,,,, = 8, respectively. For example, in
Table 2, with Ny, =7 and A= 20dB, SOP of the ConV and ProP schemes is lowest at
(Uconv » Tonv ) = (0.471,0.489) and (Upyop , Tprop ) = (0.477,0.502). For another example, in Table 3,
with Np,.x = 8 and A = 20 dB, the optimal values of (ux, Tx) are given as follows: (uconv > Teconv ) =
(0.503,0.518) and (tpyop » Tprop ) = (0.509,0.540). As seen from Figure 7, SOP of both ConV and ProP
significantly decreases as increasing N,,,, and A. In addition, the performance gap between ConV and
ProP also increases as Ny, increases from 7 to 8.

Table 3. Optimal values of ( ux, T ) in Figure 7 when N,,,, = 8.

A 15dB | 16dB [ 17dB [17dB | 19dB | 20dB [ 21dB | 22dB | 23 dB | 24 dB | 25 dB
Wy 10515 [0.513 [ 0510 [ 0.508 [ 0.505 | 0.503 | 0.501 | 0.498 | 0.497 | 0.495 | 0.494
Tty | 0529 0527 0525 | 0522 | 0520 [ 0.518 | 0516 | 0514 | 0.512 | 0.511 | 0.509
whop | 0522 0520 | 0517 {0514 | 0512 | 0509 | 0507 |0.504 | 0.502 | 0.501 | 0.499
i | 0551 | 0549 | 0.547 [ 0544 | 0.542 | 0.540 [ 0537 | 0.536 | 0.534 [ 0.533 | 0.531

SOP

2 3 4 8 6 7 8 9 10
M

Figure 8. SOP as a function of M when A = 15( dB).

Figure 8 presents the SOP performance of the considered schemes as a function of the number of ground
users ( M ) with A = 15( dB) and with two cases: i) the optimal values of ( ux, tx ); and (ux, 7x) =
(0.5,0.5). To simplify the presentation, the optimal values of the ( ux, 7x ) pairs in Figure 8 will not be
presented. As seen from Figure 8, SOP of both ConV and ProP increases as M increases. It is due to the
fact that with higher number of ground users, the probability that at least one user experiences an outage,
resulting in a higher SOP. Again, we can see that the SOP performance can be significantly enhanced
by increasing N,,, = 8. In addition, ProP outperforms ConV, and the performance gap between ConV

and ProP increases as increasing N,y -
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5. CONCLUSIONS

In this paper, we derived exact closed-form expressions of OP and SOP for both ConV and ProP
schemes. These expressions were validated through Monte-Carlo simulations. Based on the derived
SOP, we conducted the joint time and power allocation. The results demonstrate that the proposed
scheme (ProP) outperforms the conventional scheme (ConV), in terms of both OP and SOP. Moreover,
the performance gap in SOP between the two schemes increases as the number of transmission times
(Nmax ) increases. The findings also indicate that the SOP performance of ConV and ProP can be further
improved by optimizing the time and power allocation parameters and by increasing N, . However, it
is important to note that increasing N,,,, also leads to higher delay time and power consumption.
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ABSTRACT

Wireless Sensor Networks (WSNs) have remained an active research field in both military and civilian domains,
driven by the expanding diversity of their applications. In recent years, there has been a progressive shift toward
integrating Artificial Intelligence to address the persistent challenge of energy optimization in WSNs. We introduce
a novel adaptation of a Fixed Set Search (FSS) mechanism to WSNs. FSS adds a learning phase to the well-known
GRASP metaheuristic. FSS-WSN approach guides the Base Station (BS) in a centralized multi-hop environment
to select the optimal cluster-heads, thereby maximizing the global utility of the network. We evaluated our
approach under documented fairness conditions, against a wide range of established baselines including classical
clustering protocols (LEACH, HEED, SEP), widely used swarm optimizers (PSO, GWO, ABC), the recent multi-
hop hybrid EEM-LEACH-ABC, and recent SO-GJO-family variants (SO, GJO, EMO-GJO, and ESO-GJO). The
results demonstrate a statistically significant improvement (paired Wilcoxon test with Holm correction) over the
best baseline regarding two key metrics—the number of delivered reports and the CPU time required for decision-
making. These results suggest that our approach is a strong, practical option for many WSN use cases.

KEYWORDS
Wireless sensor networks, Cluster-head selection, Multi-hop, Fixed Set Search, Metaheuristics, Energy efficiency.

1. INTRODUCTION

Energy remains a major limitation in most Wireless Sensor Networks (WSNS), particularly in remote or
safety-critical deployments where replacing batteries is impractical. On many platforms, radio
communication accounts for the largest share of energy consumption. Consequently, both network
lifetime and the volume of data successfully delivered to the Base Station (BS) are closely tied to the
way in which measurements are aggregated and forwarded [1] [2] [3].

WSN-based 10T architectures have been deployed in diverse safety-critical domains, including gas-
leakage detection [4], smart-grid monitoring [5], and industrial-process control [1]. In all such settings,
energy-efficient clustering directly impacts system reliability and data availability.

To address this issue, clustering has become a common approach. Sensor nodes transmit short-range
reports to a cluster head (CH), which aggregates the data and forwards it to the BS, thereby reducing the
number of long-distance transmissions. To avoid premature energy depletion of a small subset of nodes,
most clustering protocols periodically rotate the CH role, as in LEACH [6] and HEED [7]. In networks
with heterogeneous initial energy levels, CH selection is often weighted in favor of higher-energy nodes,
as in SEP [8].

Beyond extending network lifetime, many WSN applications place strong emphasis on the timely and
reliable delivery of decision-relevant information. In scenarios, such as industrial monitoring,
emergency response, or perimeter surveillance, the objective is not only to keep the network operational,
but also to maximize the amount of useful data delivered under strict time and energy constraints.

Things get more complicated when multi-hop forwarding enters the picture, because coverage and
routing can no longer be treated separately. The set of CHs chosen in a given round does not just decide
which sensor nodes are covered—it also shapes the relay chain that funnels data back to the BS. In
practice, CHs that sit near the sink often end up relaying traffic for distant clusters on top of their own,
which drains them faster and creates localized energy bottlenecks [9] [2]. Most existing formulations
gloss over this coupling, either by using rough distance-based surrogates or by folding feasibility into
penalty terms that the optimizer can partially ignore.

1. R.O. Lakehal Ayat is with Department of Computer Science, University of M'sila, Algeria. Email: raouf.lakehalayat@univ-msila.dz
2. S. Bouamama is with Department of Computer Science, University of Setif 1-Ferhat Abbas, Sétif 19000, Algeria. Email:
salim.bouamama@univ-setif.dz
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1.1 Related Work

Over the past two decades, a large number of protocols and algorithms have been proposed for cluster-
head selection and clustered routing in WSNs. Early work focused on lightweight distributed heuristics,
while more recent studies have increasingly turned to optimization-based formulations. We review the
most relevant contributions below, grouped by theme.

e Energy-sensitive clustering protocols: A handful of distributed protocols still set the reference
point for CH election. LEACH [6] introduced probabilistic self-election with round-by-round role
rotation and local data aggregation—a design that remains surprisingly competitive given its
simplicity. HEED [7] took a slightly different route, iterating over both residual energy and intra-
cluster communication cost; the result, in our experience, is noticeably more balanced cluster sizes.
For networks where batteries are not identical, SEP [8] provides a natural fix by scaling each node’s
election weight with its initial energy. A more recent entry is EEM-LEACH-ABC [10], in which
Zhang et al. use an Artificial Bee Colony optimizer to automatically set the CH ratio and an energy-
blending parameter within a LEACH-like framework. While their numbers look favorable, the study
covers only one network layout under fixed settings and does not include replicated experiments,
which makes it difficult to draw firm conclusions. It is worth stressing that every protocol in this
group is distributed by design; we therefore treat them as reference baselines and not as direct
alternatives to the centralized, multi-hop optimization that we develop.

e Metaheuristic-based CH selection: CH selection is often framed as an optimization problem,
typically involving a weighted combination of energy, distance, and load balance [11], on the face
of it, a sensible idea, and a long list of continuous-space metaheuristics have been applied to it:
PSO [12], GWO [13], ABC [14], SO [15], GJO [16], among others. Some of these are growing more
sophisticated. Gupta et al., for instance, fold relay-load balancing into a GSO-based clustering
framework [17] and tackle path planning for heterogeneous WSNs separately [18]. All of this sounds
promising, yet the numbers are hard to trust across studies: change in the continuous-to-discrete
decoding rule or tweak coverage feasibility checking, and the rankings can shift substantially [19].

e Augmented metaheuristic frameworks: A few recent studies have tried to patch the encoding and
feasibility problems by bolting domain-specific modules onto existing metaheuristics. Mazumder et
al. recast CH selection as a multi-objective energy-aware task and attacked it with a Golden Jackal
Optimizer variant which they call EMO-GJO [20]—an interesting formulation, though the evaluation
stays within a single simulator setup. Wang et al. [21] went further: their ESO-GJO couples the
Snake Optimizer with GJO, so that CH placement and multi-hop routing are decided in one pass.
Both papers show energy and lifetime gains, but since each team ran its own simulator with its own
parameter conventions, putting their numbers side by side with anything else is not straightforward.

Structural limitations of continuous-space approaches: Strip away the algorithmic labels and every
metaheuristic reviewed above—plain or augmented—does the same thing: search a continuous [0,1] N
space, then snap the result to a binary CH vector with a threshold or top-k rule. That two-step detour has
real consequences. Huge swaths of the continuous space collapse onto the same CH set, so the optimizer
wastes iterations exploring what is effectively one solution. Nudge a single coordinate by a small amount
and a node can flip in or out of the CH set, leaving the fitness surface jagged in ways the search operators
were never designed for. Worse, the memory each algorithm carries—PSO’s velocities and personal
bests, the alpha—beta—delta hierarchy in GWO, ABC’s food-source vectors—Ilives entirely in continuous
coordinates. None of it records which nodes tend to show up in good CH configurations.

Table 1 summarizes these structural differences. Other memory-driven paradigms fare little better: ACO
pheromone trails and Tabu Search lists [22] [23] track individual moves, not recurring sub-sets of
promising nodes.

1.2 Gap and Contributions

In the round-based centralized setting that most metaheuristic studies adopt, the BS picks a CH set at
the start of each round and broadcasts the assignment to all nodes. As discussed above and summarized
in Table 1, every existing optimizer works in a continuous space and must decode its solutions into
binary CH vectors—a process that severs the link between the algorithm’s internal memory and the
discrete structure of the problem that it is actually solving. What is missing, in particular, is a mechanism
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that identifies which specific nodes keep showing up in good CH configurations during a given round
and feeds that information back into the search.

Table 1. How FSS-WSN differs structurally from continuous-space CH selection methods.

Feature PSO, GWO, ABC, SO, GJO variants FSS-WSN (this work)
Search space Real-valued [0,1]M Combinatorial (CH subsets built directly)
Decodin A threshold or top-k step is always needed to Skipped entirely: solutions are already
g obtain a binary CH vector discrete
What the Continuous coordinates: velocity & personal
bests (PSO), pack hierarchy (GWO), food- Which individual nodes recur in high-
memory o ; o . - .
source positions (ABC) none tied to specific quality CH configurations
captures
nodes
Exploitation Population converges toward a global-best Later GRASP iterations are biased by the
style real-valued vector fixed set of promising CHs
. . i Hard two-stage repair (coverage then
Feasibility Usually enfc_)rced wa_penalty terms; post L connectivity), with a regularization term
repair added in some variants . . . .
penalizing solutions that rely heavily on it
Peé—l:l)’&lind 1.1-2.1 s (varies across algorithms) 0.07-0.09s

*AMD Ryzen 5 7600X (6C/12T), Python 3.12, N=100; see Subsection 4.2.

We fill this gap by adapting Fixed Set Search (FSS) [24] [25], a hybrid metaheuristic designed for
combinatorial problems, to centralized CH selection in multi-hop WSNs where routing is part of the
decision. The main contributions are as follows:

1) Native combinatorial search: FSS-WSN works directly on CH sub-sets, without any continuous-
to-binary conversion. Each candidate solution is built by a coverage-driven GRASP procedure that
enforces the cluster radius during construction, avoiding the selection rules commonly used in
continuous-space methods.

2) Two-phase in-round search with component-level memory: Each round is split into two phases.
Phase I runs a diversified GRASP to build a pool of high-quality CH sets; from this pool, per-node
selection frequencies are computed and a fixed set of consistently promising CH candidates is
extracted. Phase Il then biases new constructions toward nodes in the fixed set, provided that they
still have sufficient energy (an energy-guard check prevents the algorithm from over-exploiting
depleted nodes). Because the fixed set is rebuilt at every round, it naturally tracks the shifting energy
landscape.

3) Deterministic repair with regularization: Feasibility is enforced through a two-stage deterministic
procedure: the first stage ensures that every sensor is covered within the cluster radius, and the second
ensures that every CH can reach the sink within its transmission range. No randomness is involved,
so results are fully reproducible. A regularization term in the objective penalizes solutions that lean
heavily on repair, pushing the search toward configurations that are feasible by construction.

4) Uniform experimental comparison: All 11 baselines—PSO, GWO, ABC, SO, GJO, EMO-GJO,
ESO-GJO, LEACH, HEED, SEP, and EEM-LEACH-ABC are reimplemented within a single Python
simulator that enforces the same energy model, repair procedure, multi-hop Dijkstra routing, and
metric definitions. Every experiment is replicated over 30 paired random seeds and assessed with
Wilcoxon signed-rank tests under Holm correction to control family-wise error.

5) Best throughput with markedly lower CPU cost: FSS-WSN achieves the highest cumulative
throughput in all four tested scenarios (homogeneous/heterogeneous energy with center/corner BS),
with Holm-corrected p<0.05 over every baseline. Per-round computation is 10-25 times faster than
the continuous-space alternatives, a margin relevant for deployment scenarios where CH assignments
must be recomputed in near-real time.

1.3 Paper Organization
The remainder of this paper is organized as follows. Section 2 introduces the system model and the
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routing-coupled problem formulation. Section 3 describes the proposed FSS-WSN method in detail.
Sections 4 and 5 present the evaluation protocol and discuss the experimental results. Finally, Section 6
concludes the paper.

2.SYSTEM MODEL AND PROBLEM FORMULATION
2.1 Two-graph Abstraction

Notation: In this subsection, V; denotes the set of alive nodes and d(u, v) the Euclidean distance
between any two nodes u and v. Edge sets are denoted by Ef°Y and E}*.

To model clustering and routing at round t, we use two distinct graphs: one for cluster membership and
one for multi-hop forwarding. This separation makes the execution rules deterministic, i.e., under
identical conditions, the same decisions are obtained. As in classical WSN models, coverage is governed
by a fixed clustering radius R, while data forwarding is restricted to a cluster-head (CH) backbone.
Energy dissipation follows the first-order radio model [6] [26]. At each round, CH selection, routing,
and constraint satisfaction are evaluated under a fixed decision budget.

We use two thresholds:

e R, (Coverage radius): governs cluster membership (clustering feasibility).
e 1, (Transmission radius): governs one-hop connectivity for routing.

Figure 1 illustrates this distinction:

G;‘ov "
L xZ . .
ur Dty e Node = circle CH = square Gt g'"';]’fr. (I:H— Node;=circle
87 S dashed circle = radius Ac “ﬁ: o C;}';c eed— en?d <)
/s \\ s covelr)age %dﬁ o (d»EHC) t thick_= induceg CH Eal():(kbone
/ / \ ! =» = member—CH assignment hy pmmm— =>= chosen route (Dijkstra)
] D R

. Dijkstra shortest
] path on per-hop
energy weights

(sink/BS)

Figure 1. Graph abstractions used in this work.

In all experiments, we set R, = 25m and r;, = 50 m (i.e., 1, = 2R.) unless stated otherwise. The
clustering (coverage) graph is G£°V = (V, Ef®Y), where (u,v) € Ef°V ifand only if d(u,v) < R,. The
communication graph is G£* = (V, EF¥), where (u,v) € EF* if and only if d(u, v) < 1.

Keeping these constraints separate is important: full coverage does not guarantee balanced multi-hop
forwarding. A design may still create relay bottlenecks (hotspot) and drain the nodes closest to the sink,
this phenomenon is known as the ’energy hole’ problem [27] especially when the sink placement is
unfavorable (e.g., at the corner) [2] [9].

In round t, a candidate is a CH seed set denoted H,, < V;. We enforce feasibility via the deterministic
mapping to construct the repaired CH set %+ = Repair,(H,), and only £+ is deployed. The repair
step guarantees a non-empty CH set, strict radius coverage.

Repair, (-) proceeds deterministically in two stages:

First, in the coverage: if H, = o, it selects one initial CH maximizing a fixed greedy score (residual-
energy ratio, sink-centrality, local density; ties by smallest node index), then iteratively adds the node
that covers the largest number of currently uncovered alive nodes under R, (ties by smallest index)
until (1) holds.

Second, in the connectivity (multi-hop): if no CH is within 3, of the sink, it promotes the highest-energy
sink-direct node as a CH, then connects remaining CHs by promoting intermediate nodes along a
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deterministic BFS path on Gf* to a connected component containing a sink-direct CH (neighbors
explored in increasing index order).

Vv €V, dhe H* st d(v,h) <R, 1)

and CH-to-sink reachability over the inter-CH backbone under r.,.. Each node then attaches to its nearest
CH in H* (using deterministic tie-breaking). This repair-first convention is standard in constrained
optimization [19]; moreover, minimizing | *| subject to (1) reduces to the NP-complete minimum
dominating-set problem [28], for which approximation algorithms with logarithmic ratios have been
established [29].

2.2 Bounded Fitness Surrogate

A link (u, v) exists if and only if d(u, v) < 1y, i.e., u and v can communicate in one hop. We weight
each edge by the energy spent to forward one aggregated packet of length L over that hop using the first-
order radio model [6] [26], which is widely adopted in the WSN literature for energy accounting. This
choice makes the routing cost physically meaningful: it captures the strong dependence of transmission
energy on distance and thus reflects the actual energy drain induced by multi-hop forwarding. Running
Dijkstra on the graph G™*(#*) (the multi-hop backbone derived from the global communication graph
GF*) then yields, for each CH h € ' *, the minimum-energy delivery cost k;, to the sink s.

Score normalization: All surrogate components with the symbol tilde (e.g., p, C,) are normalized to
lie in [0,1] (lower is better). We use clipyo,4(x) to truncate any value x to the interval [0,1].

Bounded surrogate terms and component definitions We compute a bounded surrogate in the
repaired clustering that combines: CH energy robustness Cr, member-to-CH distance Cp, cluster-size
imbalance €, and a routing-aware term CI*" derived from {x,}. Specifically:

Cg, is the average CH energy depletion ratio 1 — E.¢s/Eipi; OVer h € H'*;

Cp is the mean distance from each alive node to its selected (nearest) CH in 2+, normalized by
the area diagonal;

C,, is the normalized variance of the resulting cluster sizes {|Cy,|},esc+ (I0ad imbalance);
CM™ is the mean minimum-energy multi-hop delivery cost from each CH to the sink (Dijkstra
on G™(H*)), normalized by a fixed constant.

From the Dijkstra next-hop structure, we also compute each CH relay load q;, (own plus relayed packets)
and penalize relay-load dispersion via Cr, defined as the normalized variance of CH relay loads induced
by the next-hop structure.

Base objective and anti-hotspot component:
We first define:

Cp+ ot

F0:W1CE+W2< 2

>+W3C~L, W1+W2+W3:1. (2)

and then incorporate the anti-hotspot term as:

Fbase = (1 - WR) FO + WR C~R' WR € [0,1] (3)

Repair-dependence regularizer and final fitness: While repair mechanisms guarantee feasibility,
naive repair can bias metaheuristics toward ’easy-to-repair’ regions of the search space—a phenomenon
discussed in constrained optimization literature [19] [30]. To address this bias, we penalize candidates
that rely heavily on repair, we measure the fraction of CHs added by Repair;(-), where | - | denotes set
cardinality and “\” denotes set difference:
+
P(H,) = WNM € [0,1]. (4)
t

We measure the per-round regularized objective:
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Fitness;(H,) = clip1](Fpase) + A P(Hy), A>0. (5)

The parameter 2 > 0 weights the repair-dependence penalty and discourages seeds that rely on
Repair;(-).The BS keeps the candidate with minimum fitness, applies Repair;(-), and deploys the
repaired CH set.

3. PROPOSED FSS-WSN ALGORITHM
3.1 Algorithm Description

At the beginning of each round ¢, the Base Station (BS) computes a deployable clustered configuration
using FSS-WSN. Let V, = {i € V: E;®(t) > 0} denote the alive nodes at round start; E/®*(t) denotes
residual energy (should not be confused with the edge sets EC°V, EF*, or E™"). The decision variable is
a seed set of prospective cluster heads (CHs), # < V;; the configuration ultimately deployed in the
network is obtained by selecting the seed that minimizes the regularized surrogate fitness (Eg. (5)).

All seeds are evaluated under a fixed deployment convention. Given H, we first apply the deterministic
feasibility mapping H'* = Repair,(H) (Eq. (4)). This mapping enforces three hard requirements:
H™* # @; strict R, coverage for member attachment; and reachability of each CH to the sink on the
inter-CH backbone under rz,.

Once H* is obtained, every alive node attaches to its nearest CH, and multi-hop forwarding costs are
computed by running Dijkstra on the induced CH backbone with energy-based hop weights. The
deployed round output is therefore H;* = Repair,(;), where H/ is the best seed under Fitness,(-).

FSS-WSN follows a two-phase routine. Phase | populates a small elite pool using GRASP-style
randomized greedy constructions (optionally followed by bounded swaps). Phase Il extracts from that
pool a compact set of recurrent, energy-safe CH nodes and uses this set as a warm start for additional
constructions [24] [25] [31] [32].

Algorithm 1 summarizes the round-level procedure. (Unless stated otherwise, swap refinement is
disabled in experiments Ly,.x = 0).

The algorithm follows a two-pass pattern:

o Phase I (diversified GRASP seeds): Starting from @, we build seed CH sets using GRASP
until all alive nodes are covered within R, or the construction reaches K, (a practical cap to
control effort and avoid oversized CH sets when coverage is hard). K, is used only during
construction and should not be confused with K1o4t, which is a deterministic per-round bound
used solely to normalize the routing-cost term.

At each step, GRASP ranks candidates by a greedy key, forms a restricted candidate list
controlled by y, samples one CH from that list, and continues [31] [32]. If enabled, Local-
Search-Swap refines the seed by swapping a CH with a nearby non-CH node using a first-
improvement rule, up to L,,,x accepted improvements while scanning at most k,,, neighbors
per move. Each seed is evaluated through the deterministic pipeline (repair, assignment, routing)
and may enter the elite pool Pgjite, Which keeps at most B seeds ranked by Fitness;(+); near-
duplicates can be discarded using a Jaccard similarity threshold §.

o Phase Il (fixed-set biased constructions): From P.;te, We learn a fixed set F; by counting
how often each node appears in elite seeds. We retain nodes above frequency threshold = and
filter out low-energy nodes using threshold 6. We then rerun the same GRASP construction,
starting from H < F, when F, # @ (otherwise from @), with the same optional swap
refinement and elite updates as in Phase I.

Finally, we select the best elite seed H;* (minimum Fitness;(:)) and deploy the repaired configuration
Ht = Repair, (H{). Figure 2 presents an FSS-WSN round-level pipeline.
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Algorithm 1 FSS-WSN (round t at the BS)

PR R RRER R PP

Input: Alive nodes V; with their energies E (t)
Input: Parameters (B, ¥, Kcap, Lmax: knns T, 6,6, 11, I5)
Output: Deployed CH set H;*
Pelite <0
foriter=1to I, do
H < GRASPCONSTRUCT(V, E(t), ¥, Kcap)
if Lhax > 0 then
H < LOCALSEARCHSWAP(H,, Linax, knn)
end if
UPDATEELITE(Py)ite, £, B, 5)
end for
F; < LEARNFIXEDSET(Pqjite, T, 0)
foriter =1to I, do
H « F ifF, + Qelse @
H « GRASPCOMPLETE(H, Vi, E(t),V, Kcap)
if Lhax > 0 then
H « LOCALSEARCHSWAP(H, L yax, Knn)
end if
UPDATEELITE(P,jite, H, B, 6)
end for
H{ « argming ¢p . Fitness (3)
return Repair, (H)

> Phase I: populate the elite pool

D> Extract recurrent components
D> Phase I1: construct with F as a bias

FSS-WSN
optimisation

Elite pool

|Pelrte|S8 L

Deployment

pipeline

FSS-WSN: Round-level pipeline

Phase | — GRASP constructions
1, diversified seeds — elite pool Pgj;t.

Learn fixed set F;
frequency threshold 7, energy filter 6

Phase Il — Biased GRASP
L5 constructions seeded from F

Select best seed
H; = argmin Fitnessy(-)

Repair:
enforce R, coverage + CH-sink backbone

!

Assign members
each alive node — nearest CH in #;*

!

Multi-hop routing
Dijkstra on CH backbone (energy-weighted)

!

Energy debit
transmit + receive costs, update E/**

i

deployment steps).

_ Swap refinement
(optional, Lmax)

Swap refinement
~7 (optional, Lmax)

Figure 2. FSS-WSN round-level pipeline (black: BS-side optimization; white: deterministic
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3.2 Computational Complexity

Let N = |V;| and K = |#*]|. One fitness evaluation is dominated by nearest-CH assignment, O (NK),
and shortest-path computation on the CH backbone (Dijkstra), 0((K + |Emh|)logK), hence:

Teval = O(NK + (K + |[E™)logK). (6)

Across a round, we perform I; + I, constructions. Because construction length is capped by K, and
swap refinement (when used) is bounded by L,,,.x accepted moves (each scanning k,,, candidates), the
number of evaluations per construction is bounded by a constant Cy.s(Kcap, Lmax, knn)- Therefore,

Tround = 0((11 + 1) Cis Teval)r (7)

up to lower-order costs for elite maintenance and fixed-set learning. In the recommended configuration,
Lmax = 0, so swap refinement is disabled and Cy s simplifies accordingly.

4. EXPERIMENTAL SETUP AND CONFIGURATION

All methods are evaluated within the same simulator core and under the same execution rules: strict
clustering feasibility under R, routing on the CH-induced backbone, and the deterministic feasibility
mapping Repair, (). Each run is simulated for up to R,,,x = 2500 rounds, or until no node remains
alive.

4.1 Compared Methods and Literature Positioning
FSS-WSN is compared against 11 baselines under identical conditions:

e Metaheuristic optimizers (centralized): PSO [12], GWO [13], ABC [14], SO [15], GJO [16],
EMO-GJO [20], ESO-GJO [21].

e Distributed protocols: LEACH [6], HEED [7], SEP [8], EEM-LEACH-ABC [10].

Centralized optimizers (including FSS-WSN) run at the BS, which knows node positions a priori and
collects one residual-energy scalar (I..;; = 200 bits) per alive node per round. The resulting control-
plane overhead is ~ 1.25 mJ/round (centre BS) to = 1.98 mJ/round (corner BS), i.e. <4%to < 7%
of the per-round energy budget (= 31.7 mJ), borne identically by all eight centralized methods.

Table 2 confirms that all methods share the standard LEACH radio constants; EEM-LEACH-
ABC originally uses different parameters and was re-implemented under ours.

Table 2. Simulation parameters vs. literature (=: identical to the previous).

Method | Fieldm) | N | E(® | Eaee | 1(bits) | BSposition
LEACH 1007 100 0.5 50 4000 (50,175)
HEED 1007 100 0.5 = = center
SEP 1002 100 0.5 = = (50,50)

PSO-CH 1007 100 0.5 = = center
GWO-CH 1002 100 0.5 = = center
ABC-CH 1002 100 0.5 = = center

SO-CH 1002 100 0.5 = = center
GJO-CH 1002 100 0.5 = = center
EMO-GJO 1007 100 0.5 = = center
ESO-GJO 1007 100 0.5 = = center
EEM-LEACH-ABC 25072 150 0.5 55 4400 (100,250)
This work 1002 100 0.5 50 4000 center & corner

Common constants shared by all rows except EEM-ABC: €75 = 10 pd/bit/m?, €mp = 0.0013 pd/bit/m*, Ep, = 5 nd/bit,
dy =87 m, L = 200 bits.
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4.2 Simulation Platform and Energy Model

The evaluation platform is a custom Python 3.12.3 simulator (NumPy 1.26.4) implementing the first-
order radio energy model. All twelve methods execute within the same simulation core—identical
energy accounting, Dijkstra-based multi-hop routing, and packet-level forwarding—so that differences
in delivered utility reflect differences in the CH-selection strategy only.

The simulator operates at the network layer; MAC-layer contention and PHY-layer impairments are
abstracted out, in line with all the referenced baselines. Experiments run on Windows 10 Pro, AMD
Ryzen 5 7600X (6C/12T), 32 GB RAM. Source code: https://github.com/RaoufOuanis/wsn-

fss-simulation.

Energy model: Fixed packet sizes: [ = 4000 bits, [ = 200 bits; Egec = 50 nl/bit, €r5 =
10 pd/bit/m?, €,,,, = 0.0013 pJ/bit/m*, dy = 87 m, Ep, = 5 nJ/bit. Member-to-CH links are single-
hop under R,; backbone forwarding uses Dijkstra under r;,.. A hop the endpoint of which lacks energy
is silently dropped.

Topology: N = 100 nodes, uniform 100 x 100 m field, R, = 25 m. Two energy profiles and two BS
positions (center/corner) yield the four configurations of Table 3.

Table 3. Network scenarios and topological parameters.

Parameter S1 (Homogeneous) S2 (Heterogeneous)
Field (L x L) 100 X 100 m 100 X 100 m
N 100 100

E, = 0.5
Energy (J) E,=0.5 Eazv —10
Percentage of advanced nodes (m) — 20%
BS position center / corner center / corner
Rmax 2500 2500

4.3 Algorithm Configuration

All iterative optimizers (FSS/PSO/GWO/ABC/SO/GIJO/EMO-GJO/ESO-GJO) use the same per-round
iteration budget, n;.r = 60. For population-based methods, we use pop_size= 30 as a common setting.
For FSS-WSN, the budget is split as implemented: I; = round(0.60 njer) and I, = nyer — I1. All
hyper-parameters are summarized in Table 4.

Table 4. Algorithm configuration and hyper-parameters.

Swap refinement (Lmax, Knn)

Algorithm Parameter Value
Iterations (I, + I) 36+ 24 =60
Elite pool size (B) 10
RCL parameter (y) 0.2
Fixed-set thresholds (z, 8) 0.6, 0.3
FSS-WSN Fitness weights (w;, w, Wy, Wi, ) 0.4, 0.4, 0.2, 0.05, 1.0
Greedy-score weights (a4, a,, a3) 0.5, 0.3, 0.2
Construction cap (Kcap) ~ 20

disabled (0, 0)

All swarm methods below: n;.,, = 60
and pop = 30* k € [1, 20]

PSO-WSN Inertia w; ¢4, ¢, 0.7;1.5, 1.5
GWO-WSN Control a 2 - 0 (Linear decay)
ABC-WSN Limit; pop 10; 20**

SO, GJO, EMO-GJO, ESO-GJO Default settings from original papers

LEACH Popt 0.05

HEED Pinit> Cmins Miter 005' 002' 3

SEP Popt» M, Eg, Eady 0.05, 0.2, 0.5, 1.0
EEM-LEACH-ABC ¢y, U, epochs 0.10, 0.70, 5

* Kcap is @ GRASP construction cap, whereas

Kroute js a deterministic, per-round normalization bound used only inside the
routing-cost term and is not a tunable hyperparameter. ** ABC uses pop = 20 food sources (2x evaluations/iteration).
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4.4 Evaluation Protocol

Every method produces a seed CH set #,, which may be empty or infeasible. The deterministic mapping
H™* = Repair;(H,) (Eq. (4)) is applied before any routing or energy debiting, enforcing a non-empty
CH set, strict R, coverage, and CH-to-sink reachability under r;,.. Members attach to their nearest CH
(smallest-index tie-breaking); routing follows Dijkstra on the induced backbone (Sub-section 2.2).

Protocol baselines (LEACH, HEED, SEP, EEM-LEACH-ABC) invoke repair once per round. lterative
optimizers invoke it at every fitness evaluation (Eq. (5)). The average number of CHs added by repair
is reported for transparency.

Monte-Carlo protocol: Each configuration is evaluated over 30 paired seeds. A given seed fixes the
node deployment—and, in S2, the advanced-node identities—across all methods; per-round randomness
derives deterministically from the seed and round index. Results: u + o; paired Wilcoxon signed-rank
tests (@ = 0.05) with Holm correction.

Reported metrics: Wall-clock CPU time of the CH-selection routine (single machine); NFE for
iterative methods only. Lifetime markers: FND, HND, LND, Rj,s. Primary endpoint: cumulative
delivered throughput.

Ablation and sensitivity: Ablation results (+Phase I, tregularizer) and one-at-a-time sensitivity
sweeps over (y, T, 8, niwer) are reported in Sub-section 5.4 following standard metaheuristic validation
practice [33] [34] [35] [36].

5. EXPERIMENTAL RESULTS

We evaluate FSS-WSN under the protocol described in Section 4: common simulator core, first-order
energy accounting, strict clustering under R, multi-hop CH to sink forwarding, and deterministic hard-
feasibility enforcement via Repair,(-). All results are reported as mean u + o over 30 paired Monte-
Carlo seeds. Paired Wilcoxon signed-rank tests are computed on matched seeds. Since multiple
baselines are compared to FSS-WSN within a configuration, the Holm correction is applied within that

configuration.

5.1 Protocol Recap and Reported Endpoints

All methods run for up to Ry,ax = 2500 rounds in a centralized and round-based mode. For each seed,
the same node deployment (and, in S2, the same advanced-node identities) is reused across methods.
All methods -including classical protocols- are evaluated under the same convention of feasibility: the
runner applies Repair,(-) before routing and energy accounting, enforcing strict R. coverage and
CH-—ssink reachability under ;.. We report:

Primary endpoint: is the cumulative useful delivered reports, denoted Throughput.

Service duration: Rj,s; and FND/HND/LND.

Traffic proxy: CH-sink (pkts).

Compute cost: per-round CPU time as the main indicator; NFE only as an implementation-
dependent proxy.

5.2 Primary Endpoint: Delivered Utility across Configurations

Table 5 summarizes Throughput (reports) across the four configurations (S1/S2 with centered/corner
BS). The pattern is stable: FSS-WSN achieves the highest delivered utility in all configurations. A
visual summary against the best baseline in each scenario is provided in Figure 3. Concretely:

e S1 (homogeneous): 119,533 + 1,190 (center) and 97,064 + 1,610 (corner), i.e., +4.57%
vs. HEED (center) and +3.16% vs. GWO (corner).

e S2 (heterogeneous): 140,131 + 5,210 (center) and 116,025 + 3,829 (corner), i.e., +3.68%
vs. HEED (center) and +2.40% vs. GWO (corner).

Positioning vs. SO/GJO-family variants (EMO-GJO, ESO-GJO): Under the unified evaluation
protocol used in this study, FSS-WSN outperformed both EMO-GJO and ESO-GJO in all four
configurations. In terms of delivered reports, FSS-WSN achieved gains of 8.17% in S1-center, 3.51%
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in S1-corner, 5.88% in S2-center, and 5.08% in S2-corner relative to the best SO/GJO-family variant.
These results suggest that part of the advantage reported for EMO-GJO and ESO-GJO in prior studies
may depend on differences in feasibility handling and routing assumptions across simulation
frameworks.

Table 5. Primary endpoint (delivered reports) across configurations (mean + std, 30 seeds).

Method S1-center S1-corner S2-center S2-corner

FSS-WSN 119,533 + 1,190 97,064 + 1,610 140,131 + 5,210:116,025 + 3,829
ESO-GJO 110,389 + 1,581 93,004 + 1,576 132,312 + 4,954 110,412 + 3,332
EMO-GJO 110,377 + 1,595 93,774 + 1,591 132,352 + 4,988 108,218 %+ 3,670
GJO 110,388 + 1,608 91,525 + 1,559 132,313 + 5,015:108,168 + 3,205
SO 110,500 + 1,603 91,398 + 1,511 132,294 £+ 5,010:107,508 %+ 3,026
PSO 110,433 + 1,626 93,484 + 1,558 132,019 + 4,967 : 109,888 + 3,431
GWO 110,417 + 1,596 94,092 + 1,335 131,991 + 4,973 113,309 + 3,597
ABC 110,372 + 1,622 92,623 + 1,543 132,423 + 4,988:110,144 + 3,504
HEED 114,306 + 1,734 87,358 + 1,366 : 135,153 + 5,676 107,175 + 3,488
LEACH 110,276 + 1,624 87,714 + 1,546 131,205 + 4,976 105,366 + 2,610
SEP 107,190 + 1,289 91,247 + 1,487 131,550 + 4,453 107,612 + 3,422
EEM-LEACH-ABC 109,658 + 895 190,471 + 1,603 131,421 + 4,605:109,348 + 3,999

All 44 FSS-WSN vs. baseline differences significant (paired Wilcoxon, proim < 0.001, rmn = 1.0).
g-
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Figure 3. Primary endpoint summary (delivered reports): FSS-WSN compared to best baseline.

Positioning of EEM-LEACH-ABC: We added EEM-LEACH-ABC, as it is the most recent protocol
in this problem family. Under our unified evaluation protocol, it ranked in the lower half across all
configurations (11" in S1-center and S2-center, 10" in S1-corner, and 6™ at best in S2-corner). Its
throughput remained 6.11% to 9.00% below that of FSS-WSN, suggesting that ABC-based parameter
tuning within a LEACH-style framework is not sufficient to match direct CH-set optimization in the
present setting.

5.3 Service Duration, Robustness, and Computational Cost

Advantage persists under routing-coupled multi-hop: Two observations support the view that the
throughput advantage is not merely an artifact of the experimental setup:

(i) Lower repair dependence: Repair,(+) silently adds CHs or relays to force feasibility, so any method
that relies heavily on repair is partly “cheating”—its throughput is artificially propped up by nodes that
it did not choose. FSS-WSN barely triggers repair at all: 0.27 added CH/round in S1-center, as low as
0.004 in S1-corner, and similar numbers in S2. The EMO/ESO family, by contrast, needs ~ 2.6-3.5
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insertions per round. This aligns perfectly with the regularizer’s goal: the optimizer has already learned
to produce near-feasible solutions on its own.

(ii) Lower relay hotspots in corner geometry: Corner placement stretches multi-hop paths, and a few
relay nodes inevitably become bottlenecks. What we found is that FSS-WSN nearly halves the worst-
case relay load: mh_g_max drops from = 22.4 to 12.83 (S1-corner) and 14.01 (S2-corner). Concretely,
fewer packets pile up at any single relay, so fewer get dropped along the chain.

Service duration and tail behavior: Table 6 lists R, for all methods. One thing that we noticed right
away is that a longer R;,5; can be misleading: several baselines linger for dozens of extra rounds while
barely delivering anything. Figure 4. Cumulative delivered reports over rounds (mean, 30 seeds). FSS-
WSN plateaus highest in all scenarios depite shorter operational lifetime in some cases captures this
well—FSS-WSN’s curve climbs faster, finishes higher, and then the network dies. HEED and GWO
approach FSS-WSN’s final level in certain setups, but do not reach it; LEACH and SEP lag by a wider

margin.

Table 6. Operational lifetime R;,; across configurations (mean + std, 30 paired seeds).

Method Sl-center S1-corner S2-center S2-corner

FSS-WSN 1575+ 56 @ 1400 + 78 2349 + 51 1560 + 62

ESO-GJO 1674 + 50 | 1620 + 68% 2419 + 111% 1781 4 204*
EMO-GJO 1684 + 541 | 1590 + 65¥ 2440 + 105% 1772 + 219*
GJO 1685 +52* 1612 + 65 2417 + 100 1773 £ 219*
SO 1684 + 48t | 1598 + 65¥ 2440 + 105% 1773 + 219*
PSO 1692 + 54% | 1612 + 66%F 2438 4+ 104™ 1773 + 219%
GWO 1690 + 52T © 1490 + 61% 2438 + 102" 1773 + 219*
ABC 1692 + 53™ | 1612 + 67F 2440 + 1057 1773 + 219%
HEED 1812 + 59% 1529 £ 57™ 2294 4+ 111* 1605 + 218*
LEACH 1724 + 48% | 1524 + 44% 2419 4+ 1127 1 1802 + 240*
SEP 1513 + 70% | 1603 + 58% 2440 4+ 1057 11773 + 219¢
EEM-LEACH-ABC 1797 + 120" 1527 + 122* 2499 + 0t 2358 + 195*

Significance markers are based on paired Wilcoxon signed-rank tests (Holm-corrected): § proim < 0.001; t pPHom<
0.01; * pHom < 0.05; ™ not significant. A positive rrb indicates that FSS-WSN has a longer Riast.

S1 — Center BS S1 — Corner BS

120,000 4 100.000

100,000 80,000
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Figure 4. Cumulative delivered reports over rounds (mean, 30 seeds). FSS-WSN plateaus highest in
all scenarios depite shorter operational lifetime in some cases.
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Wilcoxon tests back this up: in corner configurations, FSS-WSN terminates significantly earlier than 10
of 11 baselines (pyoim < 0.001). HEED is the sole exception—its aggressive clustering sometimes
drains the network even faster than FSS-WSN does. The pattern is consistent: FSS-WSN pushes harder
per round, finishes sooner, but accumulates more reports overall.

Practical significance of the throughput gain: The observed throughput improvement (2.4-4.6%)
corresponds to approximately 2,700-5,200 additional reports delivered to the BS, which is equivalent
to about 27-52 rounds of full service in a 100-node network. When combined with the 17-22x% reduction
in per-round CPU time relative to the fastest swarm baseline (Table 7), these results indicate that FSS-
WSN offers a particularly favorable throughput-computation trade-off in the evaluated settings (Figure
5). This interpretation is supported by the statistical analysis, as all 44 pairwise throughput comparisons
against FSS-WSN were significant (r = 1.0, prom < 0.001).

Computational cost: Table 7 and Figure 5 complete the picture: FSS-WSN is the cheapest iterative
optimizer and the highest in delivered utility, in every configuration. The 17-22x CP advantage over
the fastest swarm baseline stems in part from fitness memoization; the reported NFE counts include
cache hits, so effective unique evaluations are substantially fewer. All 28 pairwise CPU-time
comparisons are significant (prom < 0.001, ry, = 1.0). Protocol baselines (LEACH, HEED, SEP, EEM-
LEACH-ABC) are lightweight by design and are not reported.

Table 7. Per-round computational overhead for iterative optimizers (CPU time in seconds).

Scenario Method CPU (s) NFE
FSS-WSN 0.085 600 +91
SO 1.440 £+ 0.047 1830+ 0
GJO 1.448 + 0.047 1830+ 0
S1-center EMO-GJO 1.451 + 0.053 1800 £ 0
ESO-GJO 1.428 + 0.077 1800 £ 0
PSO 1.431 4+ 0.077 1800 + 0
GWO 1.425 + 0.067 1800 + 0
ABC 2.068 + 0.087 2528 + 4
FSS-WSN 0.076 754 + 107
SO 1.357 + 0.032 1830+ 0
GJO 1.362 + 0.032 1830+ 0
S1-corner EMO-GJO 1.370 + 0.026 1800 £ 0
ESO-GJO 1.450 + 0.033 1800 £ 0
PSO 1.412 + 0.039 1800 £ 0
GWO 1.802 + 0.143 1800 £ 0
ABC 2.198 + 0.261 2527 +5
FSS-WSN 0.0885 711 + 89
SO 1.982 + 0.072 1830+ 0
GJO 2.159 4+ 0.071 1830+ 0
So-center EMO-GJO 3.029 +0.074 1800 + 0
ESO-GJO 2.981 + 0.052 1800+ 0
PSO 2.050 + 0.056 1800+ 0
GWO 2.088 £ 0.070 1800 £ 0
ABC 3.152 £ 0.091 2529+ 5
FSS-WSN 0.067 860 + 124
SO 1.112 +0.180 1830+ 0
GJO 1.190 + 0.267 1830+ 0
So-cormer EMO-GJO 1.103 + 0.209 1800+ 0
ESO-GJO 1.323 + 0.276 1800+ 0
PSO 1.370 + 0.271 1800 + 0
GWO 1.215 + 0.282 1800 + 0
ABC 1.695 + 0.367 2531+ 6
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Figure 5. CPU-utility trade-off of FSS-WSN vs. the strongest iterative competitor per scenario.

5.4 Ablation Study

To quantify the contribution of the two main components added on top of Phase | GRASP, we run 30-
seed ablation experiments on the four test settings. Two algorithmic variants are considered: (1) without
Phase Il, which disables fixed-set intensification and relies on Phase | alone; and (2) without regularizer,
which sets 4 = 0 and removes the repair-dependence penalty from the objective. All other parameters
remain as in Table 4, and the same paired seeds are used throughout. Table 8 reports relative changes
with respect to the full FSS-WSN configuration. For reference, on S1-center (the setting used for
detailed reporting), the absolute throughput values are: 119,533 + 1,190 (full FSS-WSN), 118,534 +
1,190 (without Phase Il), and 118,859 + 1,198 (without regularizer).

Table 8. Ablation study: relative changes with respect to full FSS-WSN (30 paired seeds).

S1-center Sl-corner S2-center S2-corner
A Throughput (%)
without Phase Il —0.84" —1.18% —1.01" -1.07*
without regularizer —0.56F —0.80" —0.20* —1.02"
A Per-round CPU time (%)
without Phase 11 —-36 —42 —33 —41
without regularizer -5 +1 -1 -3

Table 8 reports throughput changes in % and CPU changes as relative per-round time; statistical
significance is assessed via paired Wilcoxon tests (+ p < 0.001; * p < 0.05; ™not significant).
Removing Phase 11 consistently lowers mean throughput across the four test settings, although the effect
remains modest in magnitude. This indicates that, at N = 100, the marginal contribution of Phase Il
over a Phase-l-only variant is small, but consistent. We therefore keep Phase Il in the reference
configuration: it delivers the best mean throughput in all cases and provides a principled intensification
mechanism, at the cost of roughly one-third of the per-round CPU time (33%-42% reduction when
disabled). Removing the repair-dependence regularizer also leads to small, but consistently negative,
throughput changes, with negligible runtime impact (|A| < 5%). We retain it, because it biases the
search away from solutions the quality of which depends heavily on repair; in that sense, the regularizer
acts primarily as a robustness-oriented term rather than as a direct throughput booster.

One-at-a-time sensitivity sweeps: Figure 6 reports the throughput variation when each of the four main
hyper-parameters (y, t, 8, nje,) is varied individually while the others are kept at the defaults of Table
4. Each bar shows the percentage throughput change relative to the default value (marked with x),
averaged over 5 paired seeds on Sl-center (2500 rounds). All variations remain below +1% in
throughput (t, 6, and n;.e, stay within £0.05%; only y reaches = 0.9%), confirming that the selected
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configuration is not a local optimum artifact and that FSS-WSN performance is robust to moderate
hyperparameter perturbations.

A Throughput {%)

One-at-a-time sensitivity: throughput change relative to default (51, center BS)

1.0 4 0.2 4 0.2 1 0.2 1

0.1 0.1 4 011

o 1% ((;EL) > o T (freq. (t):reshold) ° DJG (energ;:hreshold)gﬁ e f‘l?:: *°
Figure 6. One-at-a-time sensitivity: throughput change relative to default (S1, center BS, 5 seeds,
2 500 rounds). All deviations are below 1%; the x marks the retained configuration.

5.5 Scalability N = 200

To assess how FSS-WSN scales beyond the 100-node configuration, we ran experiments with N = 200
homogeneous nodes in the same 100 x 100 m area (S1, center BS, E, = 0.5J, 10 seeds, Ry,ax = 2000).
Table 9 shows that FSS-WSN maintains the highest throughput (238,707, +8.7% vs. HEED) and the
most stable FND (—2.8% degradation vs. —15% to —20% for LEACH/SEP). Per-round CPU time scales
from ~0.085 s (N =100) to ~0.20 s (N =200), consistent with the complexity of Eq. (7), all FSS-WSN
vs. baseline differences are significant (paired Wilcoxon, p = 0.002, r,, = 1.0).

Table 9. Scalability: N =100 (30 seeds) vs. N =200 (10 seeds), S1 center BS.

Throughput FND (rounds)
N =100 N =200 N =100 N =200
FSS-WSN 119,533 238,707 975 947 (—2.8%)
HEED 114,306 219,706 812 805 (—0.9%)
LEACH 110,276 216,869 201 172 (—14.7%)
SEP 107,190 216,413 200 161 (—19.7%)

5.6 Scope and Threats to Validity

These results concern a configuration that assumes a centralized round-based decision, with multi-hop
CH to sink routing, under a strict deterministic feasibility convention for all methods. Interpretation is
delimited by:

Routing abstraction and MAC/PHY gap: The simulator operates at the network layer: Dijkstra
provides optimal multi-hop relay paths, but MAC-layer contention (e.g., CSMA/CA back-off, duty
cycling) and PHY -layer effects (fading, interference, packet-error rate) are abstracted out. This is the
standard evaluation framework for all twelve compared methods.

Three arguments bound the impact of this abstraction on the relative comparison (FSS-WSN
vs. baselines): (i) MAC losses are topology-dependent and round-dependent, but all methods produce
comparable cluster counts (612 CHs/round) and comparable traffic patterns, so that the expected
MAC loss ratio is similar across methods; (ii) the FSS-WSN advantage stems from better CH
placement (lower relay hotspots, lower repair dependence), which reduces spatial congestion—a
feature that would improve rather than degrade under a contention-based MAC; (iii) prior
comparative studies using full-stack simulators for LEACH-family protocols report that relative
algorithm rankings are preserved even though absolute packet-delivery ratios decrease . Nonetheless,
full-stack validation (ns-3 or Cooja with IEEE 802.15.4 MAC) remains an explicit direction for
future work.

Feasibility convention: Deterministic repair enforces strict radius coverage and backbone
reachability; alternative constraint handling may change absolute metric scales.
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e Bounded surrogate: Normalization makes the optimization more stable across rounds under a fixed
budget, but it can also “compress” differences among weak candidates. Therefore, our conclusions
rely primarily on end-to-end system metrics, notably Throughput.

e Central observability: The BS is assumed to know all node positions (fixed, from pre-deployment
survey) and to receive a single residual-energy scalar from each alive node at every round. As
quantified in Subsection 4.1, this control-plane overhead represents less than 4 % (centre BS) to 7 %
(corner BS) of the total network energy per round, and is borne identically by all eight centralized
optimizers.

o Compute-cost dependence: CPU time is platform-dependent; we report it on a fixed platform and
complement it with NFE as a secondary proxy.

Within this scope and the paired Monte-Carlo protocol, FSS-WSN shows a consistent delivered-utility
advantage across the four configurations.

6. CONCLUSION

This work presented FSS-WSN and demonstrated its usefulness for Wireless Sensor Networks. By
adding a learning mechanism to the well-known GRASP metaheuristic, the proposed approach naturally
fits a centralized decision-making setting for selecting cluster heads. It improves overall network utility
through a more guided search that is faster and less costly. We enforced strict feasibility through a
deterministic repair procedure, since our goal was to implement a realistic and deployable approach.

The simulations, which covered both favorable and unfavorable configurations, and included diverse
and representative baselines (including classical protocols, population-based metaheuristics, and more
recent optimizers), demonstrated across all settings (four scenarios) that FSS-WSN consistently
achieved the highest “cumulative throughput” until the network becomes inactive, with gains ranging
from 2.4% to 4.57% over the best baseline. BS-side CPU time was dramatically lower than that of the
strongest iterative competitors, with reductions ranging from 94.1% to 97.19% depending on the
scenarios.

The results also indicate that the approach is particularly effective in scenarios with a high risk of
bottlenecks. However, compared to some protocol baselines, FSS-WSN can be less favorable in terms
of LND (Last Node Die). Overall, this positions FSS-WSN as a strong choice for use cases where the
priority is to deliver as much useful information as possible, with a quick decision time (e.g., industrial
monitoring, emergency response, sensitive perimeter surveillance, ...etc.), and where the survival of the
very last node is less meaningful if it does not correspond to end-to-end delivery.

Future work will focus on bringing the simulation even closer to real conditions by incorporating
MAC/PHY constraints that are currently abstracted. Additionally, we will seek to better understand the
utility—cost trade-off by using a fixed time limit per round when the BS has to decide under real
deadlines.
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ABSTRACT

This paper examines the theoretical performance of rate-splitting multiple access (RSMA) in keyhole fading
channels. This rank-deficient environment is notorious for degrading the performance of traditional single-input
single-output (SISO) systems. For a two-user downlink channel, exact and asymptotic outage probability results
of RSMA with perfect and imperfect successive interference cancellation (pSIC and ipSIC) are derived. Closed-
form solutions are derived by comparing the product of two independent Nakagami-m fading channels that model
the keyhole effect. To further demonstrate RSMA's robustness in such an environment, we also examine the
diversity order and unveil the effect of keyhole-induced rank deficiency on system reliability. Our results
demonstrate that RSMA retains a performance edge over non-orthogonal multiple access (NOMA), especially with
imperfect SIC or low SNR. Numerical results and Monte-Carlo simulations confirm the theoretical formulae and
show that RSMA can combat the harmful effects of the keyhole channel better than other conventional schemes.
The results confirm the promise of RSMA for future wireless systems operating in severe-fading environments.

KEYWORDS

Keyhole channel, Rate-splitting multiple access (RSMA), Outage probability, Nakagami-m, Imperfect SIC,
Diversity order, Non-orthogonal multiple access (NOMA).

1. INTRODUCTION

Rate-Splitting Multiple Access (RSMA) has been an effective non-orthogonal transmission technique
that is capable of bridging and surpassing traditional methods like Space-Division Multiple Access
(SDMA) and Non-Orthogonal Multiple Access (NOMA) in a wide range of network scenarios. Through
the splitting of user messages into common and private components, RSMA has more flexible
interference management with partial decoding and interference treating, while enjoying better
resilience to channel uncertainties and user deployments [1]-[3].

Although there have been comprehensive investigations considering RSMA under perfect propagation
conditions, its performance in rank-deficient fading channels-more specifically, keyhole channels-has
not received significant consideration. Such channels represent a particular form of spatial correlation
in which the MIMO channel collapses to a rank-one variant of itself, significantly diminishing spatial
multiplexing gains [4]-[6]. In realistic settings, like urban environments or tunnel passages, keyhole
effects occur naturally as a result of physical limitations along signal-propagation paths.

In this paper, we investigate RSMA outage performance under keyhole fading. We consider a two-user
downlink system and obtain exact and asymptotic results on the outage probability for pSIC and ipSIC.
We also address the achievable diversity order and illustrate the effect of the keyhole on the reliability
of the system. Our findings demonstrate that RSMA achieves a significant performance improvement
over NOMA, especially when the SIC is imperfect or in the medium SNR range.

1.1 Related Work

RSMA has gained increasing attention for its potential to integrate and outperform classical multiple-
access schemes in various performance aspects. Earlier works have investigated RSMA in the scenario
of perfect MIMO channels, where ergodic capacity, energy efficiency and user fairness have been
tackled [7]-[9]. More recently, analytic works have started investigating the outage behavior of RSMA,
particularly when the blocklength is finite and there are short-packet constraints [10]-[13].

Keyhole fading, on the other hand, has been a well-known severe limitation to MIMO systems, which
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has the tendency to make the spatial-diversity gain inoperative. Theoretical keyhole channel models are
usually in the form of a product of two independent fading distributions and have been investigated
under Nakagami- m, Rayleigh and Ricean conditions [14]-[17]. Recent advances have also significantly
highlighted the necessity of analyzing multiple access and secure transmissions specifically over
generalized Nakagami- m fading environments [18]-[19]. A number of works have obtained closed-
form outage or bit error rate results in such channels, but primarily for single-user or conventional SISO
setups.

To date, there have been limited attempts at marrying RSMA with keyhole channel modeling. Some
initial attempts have looked at RSMA over correlated or rank-deficient channels, but typically resort to
simulation-based analysis or approximations [20]-[21]. In this paper, we bridge the gap by presenting a
systematic analytical treatment of RSMA over keyhole channels with exact expressions, asymptotic
outage behavior and diversity order under both pSIC and ipSIC assumptions.

1.2 Motivation and Contributions

While RSMA continues to evolve as a powerful transmission technique, its performance under non-
ideal propagation conditions is still a largely uncharted territory. Specifically, keyhole fading-where rich
scattering does not provide spatial rank gain is a particular challenge for sophisticated multi-user
communication strategies. Unlike conventional SISO fading, the keyhole channel model handles the
extreme spatial correlation, which reduces the rank of the channel matrix to one, regardless of the
number of antennas or spatial paths. Such a phenomenon can significantly reduce the spatial
multiplexing gain that RSMA normally leverages to combat interference. Motivated by this limitation,
we aim to theoretically characterize the behavior of RSMA under keyhole channels. Although a number
of papers have dealt with outage performance of RSMA or keyhole channels separately, their
intersection has never been exactly investigated. Also missing is the role of imperfect successive
interference cancellation (ipSIC) under rank-deficient conditions. Not only of theoretical interest, but
also of practical importance for system implementation in tunnels, indoor corridors or device-to-device
environments with unfavorable scattering, it is to investigate the performance of RSMA under this
adverse fading condition. The main contributions of this paper are as follows:

e Keyhole-aware outage analysis for RSMA: We present a new analytical method to analyze the
outage probability of a two-user RSMA system in keyhole fading channels represented by the
product of independent Nakagami-m distributions.

e Closed-form and asymptotic solutions: We obtain exact closed-form solutions for outage
probability, followed by convenient asymptotic approximations at high SNR from which we
can compute the diversity order analytically.

e Imperfect SIC included: Both perfect and imperfect SIC situations are taken into account within
the analysis, so that realistic evaluation of the system performance under residual interference
can be done.

e Comparison with NOMA: In order to provide a performance benchmark for RSMA, we also
derive and simulate the outage performance of traditional NOMA in the same environment,
showing the resilience of RSMA to keyhole-affected channels. All analytical results are
confirmed by extensive Monte-Carlo simulations, proving the accuracy of the derived
expressions and further illustrating the performance gain of RSMA over NOMA.

1.3 Organization

The rest of this paper is structured as follows: Section 2 presents the system model, such as the keyhole
channel and RSMA scheme; Section 3 calculates the outage probability for pSIC and ipSIC cases;
Section 4 investigates the diversity order; Section 5 provides numerical and simulation results
comparing RSMA and NOMA,; and Section 6 concludes the paper.

2. SYSTEM MODEL

2.1 System Architecture

We consider a downlink multi-user single-antenna RSMA system in which a base station (BS)
communicates with N legitimate single-antenna users through a keyhole of scattering cross-section §
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that separates the BS and the users as shown in Fig. 1, where the BS-to-keyhole link g, and the keyhole-

to-user n link g,, are each modeled as independent Nakagami- m fading processes, so that the overall
channel gain to user n is the product g, g.

()

Keyhole

Base Station
Figure 1. The system model of keyhole-based RSMA network.
2.2 Received Signals

To efficiently serve multiple users, the BS implements RSMA, which enables the simultaneous
transmission of common and private messages. This strategy improves spectral efficiency and reduces
inter-user interference. The transmitted signal is given by:

N
X = \/P_S(\/a_cxc + Z anxn>, (D
n=1

where Ps denotes the total transmitted power of the BS, x,. is the common message intended for all users
with a power allocation coefficient a. and x,, is the private message for the n'" user, assigned with power
coefficient a,, ensuring a, + ¥N_; a, = 1.

The received signal at the n™ user, under the keyhole channel condition is given by:

N
In = 9obgnX + wy = 906911\/ acPsx. + 905971\/ anPsxy, + Z 9oO9n ’ajPij + &1 , (2)

Common message Desired private message  j=1,j#n AWGN

Interference
where w,, is the additive white Gaussian noise (AWGN) with variance N,. To decode the intended
message, each user employs SIC in a two-step decoding process:

2.2.1 Decoding the Common Message

User n first decodes the common message x., considering all private messages as interference. The
corresponding Signal-to-Interference-plus-Noise Ratio (SINR) for decoding x. at user n is given by:
acPs8%1gol?1gnl? acps6?1gol®lgnl?

(1= ac)Ps821gol?Ignl® + Ny~ (1= acdps6?lgol?lgnl® + 17
where ps = Ps /N, is the transmit signal-to-noise ratio (SNR). Note that x. and x,, are supposed to be

normalized unity power signals, i.e., E{|x.|?} = E{|x,|?} = 1 in which E{.} denotes expectation
operation.

Vc,n = (3)

2.2.2 Decoding the Private Message

Once the common message x,. is successfully decoded and cancelled, each user proceeds to decode its
respective private message x,,. The SINR expressions for the perfect and imperfect SIC (pSIC and
ipSIC) cases are given by:

Vpslc _ anp562|90|2|9n|2 (4a)
b ps6%1gol?1gnl? 7=1J'==n a+1

_inSIC a ,0552|go|2|g K

e 2 ; )

ps621g0l21gnl* T=1 jun @ + @pslgrl* +1

Here, @w =0 and @ = 1 correspond to the cases of pSIC and ipSIC, respectively. The residual
interference caused by ipSIC is modeled using Rayleigh fading, where the corresponding complex
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channel gain is represented as g; ~ CN (0, Q;), with 0 < Q; < 1 as suggested in [22]. In this context,
CNV (.,.)denotes the complex Gaussian distribution.

2.3 Channel Distributions

When the wireless channel g, b € {0,n} follows a Nakagami- m distribution, the corresponding
channel power gain |g,|? follows a Gamma distribution. The probability density function (PDF) and
cumulative distribution function (CDF) of this Gamma-distributed gain are provided below, under the
assumption that the fading parameter m,, is an integer greater than or equal to one [23]-[24].

xmb—l _x

X)) =————e Qp 5
f|gb|2( ) F(mb)QZlb ( )

1 X My 1 14

-z X

— -1 —
Fig,12(x) _1_F(Tb)r(mb'9b X)—l—e O Z m, (6)
p=0

where Q;, 2 A, /m, in which 1, and m,, representing the mean and integer fading factor, respectively.

I'(,,.)andrI’(.) stands for the upper incomplete Gamma function and the Gamma function, respectively.
It is worth noting that the second line of Eg. (6) holds only when m,, is an integer.

Remark 1: It is worth mentioning that although the Nakagami fading parameter m can generally assume
any real value m > 0.5, we constrain m; to be an integer in our derivations. This mathematical
assumption is widely adopted in the literature to express the incomplete Gamma function as a finite
series, which is a pivotal step to obtain closed-form mathematical expressions. The general performance
trends and insights drawn from this integer assumption remain fully applicable to scenarios with non-
integer fading parameters.

On the other hand, the PDF and CDF of the product of two squared Nakagami-m random variables,
Gb = 1901%1gn|?, is given as follows [25]:

m0+mn
2x 2 =1 4x

fgb(x) = m0+m1’l Kmo—mn Q Q ’ (7)

I(mo)T(m,)(QoQy,) 2 0%n

mo—1
Fg,(x) =1 i - ( ad )p+2mn1< A (8)

x) =1- - — |,

o Ly p!T(mn) \ 2y P Qo

Here, K, (.) is the modified Bessel function of the second kind [[26], Eq. (8.407)] and m, € N denotes
a positive integer fading parameter.

Additionally, Rayleigh-distributed RVs of | g;| have exponential distributions with £, 2 (x) = Qie_ﬂ_l
1

and F, 2(x) = 1—e % in[27].

3. OUTAGE PROBABILITY

In RSMA-based transmission, each user receives a superposition of the common message, its own
private message and the private messages intended for other users. The decoding process follows a two-
step approach as described in (3), (4a) and (4b). If the SINRs for decoding the common and private
messages fall below the respective thresholds ytc,'l” and yt’;l'”, the link between the BS and the n™ user,
affected by the keyhole channel condition, is considered to be in outage. In this context, y,3,"* = 2Ren —
1 and yﬁ;n = 2Rpm — 1 denote the corresponding SINR thresholds, while R, and R, represent the
target rates for decoding the common and private messages, respectively.

3.1 Outage Probability with pSIC

Theorem 1. The outage probability of the BS-to- n' user link under keyhole fading with pSIC is given
by:
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my—1 p+my
pn ~pn
1— Z 2 Yin 2 K 4yth if];c,n < yp,n
0 p!r(mn) QOQn TP QOQn ' th = Tth
psIC _ p=
fPUn = A mo—-1 , en p+2‘rnn o 9
Yin Yin B I )
1- Z K, _ , iyt > ,
s PIT(m,) <ﬂonn) | (00, | T T T
p:

~cn ~pn

where Yen = Vtcﬁn/dzps[ac - (1 - ac)y;:i,ln and yth = Vg{n/52,05[an - (1 — Q¢ — an)ytr;in]-
Moreover, the result in (9) is derived under the conditions a,>y5"/(1+y3") and a, >

(1 —adviy /(L +v5").
Proof. The outage probability at the n™ user with pSIC is given by:

SIC _ _pSIC , _ n -pSIC ,
Pgn =Pr(Ven <Vt U ygn <yE")=1-Pr(y.n > ytchn,yﬁn > yh™). (10)
Plugging ¥, ,, and Vﬁilc from (3) and (4a) in (6), we have:
acps82Gy anps6°Gy
PPIC =1 Pr< < > y5h, et
Un (1 - ac)pS(SZQb +1 th pSSZQb 29’=1,j¢n a; +1 th

After performing algebraic manipulations, Equation (11) can be rewritten as:
SIC N P, . .
7’111),11 =1-Pr(Gy, > 75".Gp > V") = 1 = Pr(Gp > Ven) = Fg, Pen), (12)
where 9, = max(75", 75" ). Combining (8) into (12), (9) can be obtained and the proof is completed.

3.2 Outage Probability with ipSIC
From (3) and (4b), the outage probability with ipSIC can be calculated by:

ipSIC - _pSIC NN _ — n —pSIC ,
Poe = Pr(en <V YTpm  <Vin )1 =Pr(Ten > vir  Tom > Vih')
acp5622gb > yc},ln
1- o) 1 t
=1—Pr ( ac)ps gb + > ytz;l,n (13)

Ps62Gy XNy jun a5 + @pslg ? + 1

Theorem 2. The outage probability of the BS-to- n' user link under keyhole fading with ipSIC is
expressed as:

ptmn

. X0 1
ipSIC _ |1 _ ymo-1 __ 2 ( Tc ) 2 g 4Te 1—e¢ o @l |e=®iTc —
:PUn szo D!F(mn) QOQn Mn=P QOQ‘n ¢ + ¢ ¢

2ntep [1-82 pimn p+mp
Mmy—-1 «Q \ 1 2 o ((&q+1) NS 4A(&,)
Xp=o =1 p'4Qr(m,) (Qoﬂn) sec ( 4 ) X A(fq) PeT K, QoQp (14)
_ Ycth _ 1 _ m(x+1) _ 2q-1 .
where T, = ps62an—(—a)vern]’ Q= wps?f,;nﬂz’A(x) = tan (—4 ) + T, §q = cos (_ZQ n) and Q is

a complexity-accuracy tradeoff parameter. In this paper, we verified through MATLAB simulations that
setting Q = 200 is sufficient to achieve excellent convergence, providing a tight match between the
exact integration and the analytical approximation.

Proof. The proof is provided in Appendix A.

3.3 Outage Probability for Baseline NOMA

For comparison, a conventional two-user NOMA scheme is considered where the base station
superimposes the private messages directly without a common message ( a. = 0 ). Assuming User 1
and User 2 are the near and far users, respectively, the power allocation coefficients satisfy a; < a,
with a; + a, = 1. The received SINR for User 2 to decode its own message is given by:
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yNOMA — a2p582g2
2 a1ps62G, + 1

User 1 performs SIC to decode User 2's message before decoding its own. The SINR for User 1 to
decode User 2's message and its own message are, respectively, formulated as:
2
NOMA a2s6°G1  Noma 2
= = 6°G;. 16
Y12 a1p55291 T1'n a;ps6°G1 (16)

Consequently, the exact outage probabilities for User 1 and User 2 under the keyhole environment can
be explicitly derived as:

(15)

PHOMA = 1 — Pr(yfi™™ = v, y1'OM 2 v = Fg, (max(zy, 7)), (17)
7’1172°MA = Pr(yNOMA < y2)) = Fy, (1), (18)
= i iti - OMA _
where t, = munderthe condition a, > a,y7, (otherwise PyOMA = 1), 7, = — 52 'yth

2Rpn — 1 is the target threshold for User n and Fg, () is the CDF of the product of two Nakagaml-m
random variables given in (8).

4. DIVERSITY ANALYSIS

To gain further insights, the diversity order reached by users in two situations can be determined in this
section using the analytical data presented above. The diversity order is defined as [28], Eq. (18).

X _ log (3’{}2’* (ps))
dg. =—lim ————=
" psee logps

With the help of [29], the asymptotic expression for the outage probability at U,, under pSIC in the high-
SNR regime ( ps = o) can be formulated as:

pOPSIC Y (47en)™o
Un psmoo 2mg (QeQn) ™o’

where the condition |my —m,| = 0.5 is mathematically adopted from [29] to facilitate the exact

simplification of the associated mathematical functions (e.g., modified Bessel function) into an

incomplete Gamma function. This specific half-integer difference is required to explicitly extract a tight
21-2mo /7

*€ {pSIC,ipSIC}. (19)

(20)

asymptotic bound and determine the diversity order in the high-SNR regime and vy,, = T m By
0 n
substituting (20) into (19) and performing algebraic simplifications, the diversity order of U,, with pSIC
is found to be equal to m,. For ipSIC, when pg goes to infinity, then we have y,,, = ‘lpSIC ~
an21g0/%19nl? o0,ipSIC
PN PRES S =y the asymptotic expression for 7; is calculated as:
a
( 1, if —— <yS"
?w ipSIC __ ! ) ) 1- ac (21)
Un and |90| |gnl pn .
> ><Yen | otherwise
821gol?|gnl? 21 1,j#n 4 +wlgl
It is noted that we can rewrite (21) as:
. 1 (® _x
o0,ipSIC
RS = Pr(Gy < alai) = f Fy, (pn)e idx (22)
Vti'lnw 00,ipSIC . .
where ¢, = Now, invoking (8) into (22), we have P, is given by:
62(an=v{y" T jon a7)
1 mo—l 2 ¢) ptmy 4¢
- @ X\ 2 x _x
:Poo,lpSIC z_f 1-— Z —< n ) K. _ n e Qdx
Un Q‘1 0 p=0 p! 1—‘(7nn) Q‘OQ‘n TP QOQn
me—1 5 p+2m-n 2
® ptm, _X X
=1- Pn x 2 e YUK, _, % dx (23)
p=0 D! l—‘(Tnn)QI 0%
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Exchanging the variable t = %arctan(x) —1=tan (WTH)) = x = 7 sec? G (t + 1)) dt = dx, we
ipSIC

have C; is given by:
+ n
o,ipSIC = 7T¢p 2 ® n(t+ 1) ptmy, _O1
?Un'p =1 — n p+mnf SEC<T)®(t) 2 e
p=0 p!2I(my)Q;(QeQ,) 2 ~°
4¢n0(t)
“Kmo| [Con, ) ©

where ©(t) = tan (@)

By applying the Gaussian-Chebyshev quadrature, (24) can be approximated as:
ptmn

PRIPSIC _ 4 _ ymo=1 w2, *

n(&q+1)
= pa /1—fzsec(L>x
U, p=0 p!ZQF(mn)QI(QOQn)p+2 n &g=1 q 4

2, [22)

0(5) * ¢ ™ Kmyp| |—an (24)
By incorporating (24) into (19) and following a series of simplifications, it is possible to derive the
diversity order of U,, in the context of ipSIC, which is determined to be 0, a finding that is further
corroborated by the graphical representations presented in Section 6.

5. NUMERICAL RESULTS

In this Section, we present the simulated outcomes pertaining to the analyzed system and juxtapose them
with analytical formulations to validate their accuracy. Absent any specific indications, we adopt the
system parameters delineated below: a. = 0.4,R;, =0.2,R,; =0.2,R,, =0.1 and & = 0.5.
Additionally, we examine a straightforward scenario with N = 2 with power distribution coefficients
explicitly set as a; = 0.24 and a, = 0.36, ensuring the total power constraint a. +a; +a, =1 is
strictly satisfied. For the channel gains, the mean values are set to 1, = A4; = A, = 1. The selection of
unity mean values corresponds to a normalized fading channel standard, which is widely adopted in the
existing literature (e.g., [25],[28]) to evaluate baseline theoretical limits. This symmetric channel setup
ensures that the performance comparison between RSMA and NOMA is evaluated under a generalized
fading environment. The residual interference variance is set to Q; = 0.01. Furthermore, the Gauss-
Chebyshev parameter is chosen as Q = 200 to achieve a precise approximation [30].

Red line: m, = 7 m,=m,= 15

Blue line: m, = 2. m,=m, = 2.5

107"

Outage Probability
o

(] User 1, pSIC — Ana.
107 | User 2, pSIC — Ana.
—}— User 1, ipSIC — Ana.
—V—User 2, ipSIC — Ana.

0 10 20 30 40 50
ps [dB]

Figure 2. Outage performance versus pg for U,,.

Figure 2 shows the outage probability for two users under two sets of Nakagami-m parameters ( m, =
1,my = m, = 1.5 vs. my = 2,my = m, = 2.5) shows that increasing the fading severity parameters
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consistently lowers the outage across all SNR values. At low SNR (10-20 dB), both curves drop sharply,
indicating that even moderate increases in transmit power yield significant reliability gains despite the
keyhole effect. In the high-SNR region (above 30 dB ), both curves begin to flatten, reflecting the limited
diversity imposed by the rank-one keyhole channel higher m values delay, but do not eliminate this
outage floor.

Figure 3 depicts the comparison of RSMA and NOMA, RSMA maintains a clear outage advantage for
both User 1 and User 2 across the entire SNR range, under both perfect and imperfect SIC assumptions.
The performance gap widens in the mid-to-high SNR regime ( 25 — 40 dB ), illustrating RSMA's
superior interference mitigation under keyhole fading even a small amount of residual ipSIC interference
hurts NOMA more severely.

10

101 | 3

102 | 3

Outage Probability

—@— User 1, pSIC — RSMA

+Use1‘ 2, pSIC — RSMA

—@— User 1, ipSIC — RSMA
—WF— User 2, ipSIC — RSMA
—fe=— User 1, pSIC — NOMA
—— User 2, pSIC — NOMA
—>¢— User 1, ipSIC — NOMA

-
=)
@

10»4 I 1
0 10 20 30 40 50

ps [dB]
Figure 3. Comparison between RSMA and NOMA for the outage probability versus ps.

Figure 4 shows outage probability against the common-message power coefficient a. at two SNR values
(20 dB dashed, 30 dB solid). It reveals an optimal allocation window around a,. = 0.4 — 0.6. Outside
this window, the outage rises markedly: too little a, starves the common stream and too much a,. reduces
private-stream SINR. Increasing SNR shifts both curves downward, but preserves the same optimal
region, confirming that power-split tuning remains critical under keyhole conditions.

Dashed line: pg = 20 dB
L4 Solid line: p, = 30 dB
. S
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=
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Figure 4. The outage probability versus power coefficient a, with my = 2 and my; = m, = 2.5.

Figure 5 depicts the outage probability versus the keyhole parameter & at 30 dB. It displays a steep
decline as & increases (i.e., the keyhole attenuates less), demonstrating how stronger keyhole severity
(6 < 0.2) forces outage rates above 10~2. For § > 0.6, the outage for higher Nakagami- m values (
my = 3,m; = m, = 3.5 ) plunges below 10~%, indicating that RSMA benefits substantially from
weaker keyhole effects and higher fading parameters. The gap between the two Nakagami- m curves
also underscores how fading severity and keyhole strength jointly govern reliability.
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Figure 5. The outage probability versus the impact of the keyhole parameter § with pg = 30 dB.

6. CONCLUSIONS

This paper provides a unified analytical framework to assess the performance of RSMA in keyhole
fading channels. Exact and asymptotic outage probabilities are established under perfect and imperfect
SIC assumptions. The findings show that RSMA is more robust against the keyhole effect than
traditional NOMA, especially in the presence of residual interference. Our analysis of diversity also
shows that the keyhole channel degradation restricts the diversity attainable, but RSMA is resilient
because of its adaptable message splitting framework. The expressions thus obtained agree well with
simulation results and the theoretical analysis is therefore validated. The results offer a better
understanding of RSMA performance under rank-deficient channels caused by spatial correlation or
keyhole effects and support its applicability to practical wireless systems subject to spatial correlation.

Appendix A: Proof of Theorem 2

From (13), the outage probability occurs if either decoding step fails, i.e.

PP = 1= pr(Gy > 750Gy > 7" @pslail? + 1) = 1= Pr (G, > max (T.,T, () )
Define thresholds
YC,th
p552[ac -1~ ac)}’c,th]
Yp,th
p552[an - Yp,th Zj:tn aj]

~cn o
T. 274 =

T,(x) 275" (1 +@psx) = (1 + @psx)

We have:
T., T,(x) < T,,
max(T., T, (x ={ ¢ P
( o Ty )) T,(x), T,(x)>T..
Letx = |g;|2. By solving T, (x) = T, we obtain:
Tc/Tp (0) -1 — ]7;}':1 - }75171
@ps wpsth

T,(X) ST, =>x<Ty=
Then, outage probability becomes:
ipSIC * 1 fo —_Qi 1 ° —nl
Py, =f0 Fg, (max(Tc, Tp(x))) flgz()dx = Q—IJ; Fg, (T)e Yudx +Q—ILO Fg, (T, (x))e ®idx

Iy I,
where f,(x) = e~*/% /Q, and Fg, () is the CDF of two squared Nakagami- m RVs. From (8), we have /I, is calculated as:

mo-1 ptmy,
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For I, use the change of variables y = T, (x) to obtain:
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m(t+1)

where A(t) = tan ( ) + T,.

Unfortunately, findmg a closed-form expression for (A.9) is a tough task, but an accurate approximation can be obtained for it. By
using Gaussian-Chebyshev quadrature [[31], Eq. (25.4.38)], (A.9) can be achieved.

Q
m? m(é, +1 ptmn 4A(¢
B =) N
=
2q

where &, = cos (%n) and Q is a complexity-accuracy tradeoff parameter. Substituting (A.10) into (A.8), I, can be obtained as:

_1 |- 2m? [1-¢2 p+mpn p+mp
~ spsay | €201 _ mO 1 Jiq 1 2 2 (™(§q*1) -018(%4) 48(84)
e Il o1 Zp= Z pl4Qr(my) (nonn) sec ( 4 )XA(fq) eI IK, » QQp (A11)

ipSIC

Substituting (A.11) and (A.7) into (A.6) and applying the integration by parts, P,

mo— 1 T p+mn 4_’1"
ipsic _ |4 _ z c
Fo > |1 Z p'F(mn) (QO ) K’"n"’( Qoﬂn)

can be re-expressed as:

1 B 2mer |1-8% . 4 pin Eo+1 i 4A(§
+e@Ps [e“"’TC—Z;nﬁol o, m(noﬂn) ? sec (n( : ))xA(E ) e —oi8GaK,, ﬁ : (A12)

This completes the proof.
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ABSTRACT

This paper investigates a downlink cooperative non-orthogonal multiple access (NOMA) system assisted by a
multi-antenna amplify-and-forward (AF) relay. Unlike conventional single-antenna relay configurations, the
considered framework jointly exploits relay diversity and direct transmission links between the base station (BS)
and users. Under independent Nakagami-k fading channels, closed-form expressions for the outage probability
(OP) and ergodic capacity (EC) of both users are derived for scenarios with and without direct BS-user links. The
analytical formulation explicitly captures the effects of the number of relay antennas, fading severity and power
allocation coefficients on system performance. For the ergodic capacity analysis, an exact integral representation
combined with a Gaussian-Chebyshev quadrature approach is developed to efficiently evaluate the performance
under the max-SINR selection criterion. The analytical results are verified through Monte-Carlo simulations and
compared with orthogonal multiple access (OMA) benchmarks. Numerical results demonstrate that increasing the
number of relay antennas significantly improves reliability due to enhanced spatial diversity. Moreover, the
NOMA scheme achieves superior outage performance for the far user compared with OMA, while the ergodic
capacity of the near user exhibits a pronounced gain in the moderate-to-high SNR regime. These findings confirm
the effectiveness of multi-antenna cooperative relaying in improving both reliability and spectral efficiency.

KEYWORDS

Cooperative non-orthogonal multiple access (NOMA), Multi-antenna AF relaying, Spatial diversity, Nakagami-k
fading, Outage probability, Ergodic capacity.

1. INTRODUCTION

Driven by the stringent requirements of next-generation wireless networks, non-orthogonal multiple
access (NOMA) has emerged as a promising multiple access technique for fifth-generation (5G) and
beyond systems [1]-[2]. In NOMA, multiple users are multiplexed in the power domain, where users
experiencing poor channel conditions are allocated higher transmit power to guarantee fairness [3]. At
the transmitter, superposition coding is employed to combine users' signals, while successive
interference cancellation (SIC) is performed at the receivers to extract the desired information [4].
Owing to its flexible architecture, NOMA has also been extended to various emerging communication
paradigms, including wireless-powered relaying and secure transmission frameworks [5].

To further enhance coverage and transmission reliability, cooperative NOMA (CNOMA) has been
proposed, where relay nodes assist users with unfavorable channel conditions by forwarding the
superimposed signals from the base station (BS) [6]-[7]. Relay-assisted transmission is particularly
beneficial when the direct link between the BS and the far user suffers from severe path loss or
shadowing effects. By introducing cooperative diversity, CNOMA systems can significantly improve
reliability compared with non-cooperative NOMA architectures.

In recent years, the integration of NOMA with advanced enabling technologies has attracted increasing
attention. For instance, the combination of NOMA and reconfigurable intelligent surfaces (RISs) has
been investigated to improve physical layer security and reliability [8]. Active RIS-assisted dual-hop
NOMA systems over Nakagami-x fading channels were analyzed in [9], where closed-form outage
and intercept probability expressions were derived to characterize both reliability and secrecy
performance. Furthermore, RIS-assisted short-packet NOMA systems were studied in [10], highlighting
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the impact of finite block-length transmission on secure communication. Beyond infrastructure-based
scenarios, RIS-enabled device-to-device (D2D) NOMA frameworks with imperfect SIC were examined
in [11], while partial NOMA-assisted backscatter communication systems were investigated in [12] to
improve energy efficiency and spectrum utilization. These studies demonstrate the versatility of NOMA
when combined with relay technologies, RIS, D2D communication and energy-efficient transmission
mechanisms. More recently, several studies have further extended NOMA frameworks toward more
practical and performance-oriented communication scenarios. For instance, short-packet NOMA
systems have been investigated to support ultra-reliable low-latency communication (URLLC), where
the interplay among latency, reliability and secrecy becomes critical under finite blocklength regimes
[13]. In parallel, the integration of UAV-assisted communications with SWIPT has been explored to
enhance system flexibility and energy efficiency, where joint optimization of power allocation, energy
harvesting and UAV deployment plays a key role in improving overall network performance [14].
Moreover, active RIS-enhanced NOMA architectures have been proposed to dynamically reconfigure
the wireless propagation environment, enabling both signal amplification and phase adaptation, thereby
significantly improving outage performance, throughput and energy efficiency compared with
conventional passive designs [15]. In addition, the incorporation of physical layer security and multi-
antenna diversity techniques has been shown to effectively enhance robustness against fading and
eavesdropping, providing improved secrecy performance in wireless communication systems [16].

These recent developments highlight a clear trend toward more realistic and performance-driven NOMA
system designs. However, despite these advances, many existing works focus on integrating specific
technologies rather than providing a unified analytical characterization that jointly captures multiple
system components.

Despite these advancements, relay-assisted CNOMA systems remain a fundamental and practically
relevant architecture due to their deployment simplicity and compatibility with existing networks. Early
investigations primarily focused on single-antenna relay configurations [17]-[20], which are attractive
for their low hardware complexity. However, single-antenna relays offer limited spatial diversity and
interference-suppression capability, leading to performance degradation compared with multi-antenna
counterparts [21]-[22]. By contrast, multi-antenna relays can exploit spatial diversity and array gain to
significantly enhance transmission reliability and system robustness [23].

In addition to advanced technologies, such as RIS-assisted transmission and DF relaying, amplify-and
forward (AF) relay architectures remain highly relevant due to their lower implementation complexity
and analytical tractability. In particular, AF relaying avoids signal decoding at the relay, making it
suitable for latency-sensitive and resource-constrained systems.

Therefore, the considered multi-antenna AF relay model serves as a canonical and analytically tractable
framework for performance evaluation in cooperative NOMA systems. It enables a clear isolation of the
gains introduced by cooperative relaying and spatial diversity, thereby providing a meaningful reference
for comparison with more advanced, but structurally different, architectures.

Motivated by these benefits, multi-antenna relay-assisted CNOMA systems have been extensively
studied under various configurations. A two-user CNOMA system employing a multi-antenna decode-
and-forward (DF) relay was analyzed in [24], where outage probability and diversity order were derived
in closed form. In [22], a multi-antenna two-way DF relay was considered to improve reliability. The
impact of multi-antenna AF/DF relays on secrecy performance was examined in [25], revealing that
increasing the number of antennas may introduce complex trade-offs between diversity and information
leakage. Multi-antenna downlink NOMA systems were also investigated in [26], where power allocation
and feedback overhead were jointly optimized.

Additionally, antenna-and-relay selection strategies were explored in [27]-[28] to reduce
implementation complexity while maintaining diversity gains. More recently, full-duplex multi-antenna
relaying has been incorporated into CNOMA systems to further enhance spectral efficiency [29]-[30].

Despite the extensive body of work on cooperative and RIS-assisted NOMA systems, existing studies
have primarily focused on either decode-and-forward (DF) relaying strategies or RIS-enabled
transmission frameworks. Recent works have also considered AF relay-assisted NOMA systems under
different design objectives. For instance, the study in [31] investigates an AF relay-aided coordinated
direct and relay transmission protocol to enhance energy efficiency and throughput in 10T networks
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under imperfect SIC. Meanwhile, the work in [32] focuses on an AF MIMO two-way relay-assisted
cognitive radio NOMA system with SWIPT, where secrecy performance is optimized via joint
beamforming and power allocation.

In particular, multi-antenna DF relay-assisted NOMA works mainly emphasize outage performance,
relay/antenna selection and diversity analysis under specific protocol settings [22], [24], while RIS-
assisted NOMA approaches typically focus on beamforming design, achievable rate enhancement,
SWIPT integration or secure transmission [8][9][10][11][12]. Compared with these studies, existing AF
relay-based works are largely oriented toward protocol design or optimization objectives and
comprehensive analytical characterizations remain limited.

However, to the best of our knowledge, the joint impact of multi-antenna amplify-and-forward (AF)
relaying and direct transmission links on both reliability and spectral efficiency has not been fully
characterized in a unified analytical framework. Most existing studies consider either relay-assisted
transmission or direct links in isolation, which may not accurately reflect practical deployment
scenarios.

To bridge this gap, this paper develops an analytically tractable model for a multi-antenna AF relay
assisted NOMA system with MRC/MRT processing, where both direct BS-user links and relay-assisted
links are jointly considered. Based on this unified framework, closed-form expressions for outage
probability and tractable formulations for ergodic capacity are derived over Nakagami-x fading
channels, enabling a comprehensive characterization of both reliability and spectral efficiency.

The main contributions of this paper are summarized as follows:

e A cooperative NOMA system assisted by a multi-antenna AF relay is formulated, where both
direct and relay-assisted transmission links are considered.

o Closed-form analytical expressions for the outage probability and ergodic capacity are derived
over Nakagami-k fading channels and verified via Monte-Carlo simulations.

e A comparative analysis is provided by considering OMA and NOMA transmission scenarios
with and without direct links and different relay-antenna configurations. These baselines are
selected to isolate the performance gains contributed by power-domain multiplexing, relay-
assisted transmission and spatial diversity in a unified analytical framework.

e The impacts of transmit signal-to-noise ratio (SNR) and the number of relay antennas on system
performance are thoroughly investigated, offering useful insights for practical system design.

Notation: Vectors are denoted by boldface letters, e.g., x. The Frobenius norm is represented by || - ||
and ()T and (-)¥ denote the transpose and Hermitian transpose, respectively.

2. SYSTEM ARCHITECTURE AND SIGNAL MODEL

gS!D‘ gAF,D,
w\ / D \f
: /, 85 ar ;\(K))

gAF’Dﬁ Relay

D,
Figure 1. lllustration of the proposed cooperative NOMA architecture.
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This section details the system architecture for a downlink cooperative non-orthogonal multiple access
(NOMA) network. The layout comprises a single-antenna Source (S) communicating with a pair of
single-antenna destinations, labeled as D; and D,. This transmission is facilitated by a half-duplex
amplify-and-forward (AF) relay node equipped with an array of K antennas, as depicted in Fig. 1. We
assume that all communication links experience mutually independent Nakagami- x fading. This
channel model is adopted due to its flexibility in characterizing a wide range of fading environments,
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including the standard Rayleigh fading case as a special scenario. Correspondingly, the channel power
gains follow a Gamma distribution, uniquely defined by the severity parameter x and the average
channel gain A. Additive white Gaussian noise (AWGN) with zero mean and variance o2 is assumed to
impair all receiving nodes.

Let g5 4r € CX*T represent the channel vector spanning from the Source to the K-antenna relay, while
8arp; € CX*1 denotes the link between the relay and destination D; (i € {1,2}). The direct line-of-sight
(or non-line-of-sight) channel from the Source to D; is defined by g, € C. Given the Nakagami- x

environment, the respective channel power gains, defined as |gs p, 2 ||gS,AF||12D and ||gAF,DL.||i, adhere

to Gamma distributions. These are parameterized by shape parameters kp , kar and kur p,, alongside
scale parameters (average powers) Ap., A4p and A4p p,. The noise entities at the relay and users are
standard independent complex Gaussian variables, represented by wyg, wp, ~ CN'(0,02).

During the primary transmission stage, the Source broadcasts a combined signal using superposition
coding, encompassing two distinct messages s; and s, associated with the users. Assuming normalized
symbol energies E[|s;|?] = E[|s,|?] = 1, the broadcast signal is formed as:

2
Stx = Z ’ajPSsj, (D
j=1

where @, and a, act as the NOMA power allocation factors. To uphold the core NOMA methodology,
these coefficients satisfy a, > a; and a; + a, = 1. Consequently, the signal observed at destination D;
is formulated as:

Tp;, = gs,p;Stx + Wp,, 1 € {1,2}. (2)

At the AF relay side, a maximum ratio combining (MRC) technique is leveraged. The corresponding
receive weight vector is given by:

H
H _  8sar
Wyr =

”gS,AF” F
Therefore, the aggregated baseband signal arriving at the relay takes the form:

— wWH
Tar = War8s arStx T War. 3)

In the subsequent orthogonal phase, the relay scales and forwards its observed signal as s;r = B745-
Here, the variable B denotes the relay amplification factor, strictly chosen to obey the relay's transmit
power limit P,r. This factor is computed as:

P
g = i . 4)
PS”gS,AF”F +o?

It is important to note that the adopted amplification factor corresponds to a variable-gain AF relaying
scheme, where the relay gain dynamically adapts to the instantaneous channel state information (CSI)
of the source-to-relay link. Compared with fixed-gain AF relaying, this approach effectively mitigates
noise amplification and provides better performance in many practical scenarios. Therefore, the adopted
model reflects a more realistic relaying operation while preserving the analytical tractability of the
derived expressions.

For analytical convenience throughout this work, we presume uniform transmit power across the Source
and therelay ( Pyr = Ps = P).

At the relay, maximum ratio combining (MRC) is first applied to the received signal to maximize the
received SNR across relay antennas. The combined signal is then amplified and forwarded using
maximum ratio transmission (MRT), where the transmit beamforming vector is aligned with the
corresponding relay-to-destination channel to enhance the end-to-end link quality.

It is important to note that the relay forwards the amplified version of the superimposed NOMA signal,
i.e., the composite signal containing both s; and s,, without performing signal separation or decoding.
Therefore, the NOMA superposition structure is preserved across both the direct and relay-assisted links



216

Jordanian Journal of Computers and Information Technology (JJCIT), Vol. 12, No. 02, June 2026.

and the separation of user signals is performed only at the receivers via successive interference
cancellation (SIC).

For notational convenience, the MRT beamforming vector is expressed with respect to each destination
link as f;, although the relay forwards the same composite signal without performing user-specific
precoding.

Accordingly, no explicit multi-user precoding is performed at the relay and MRT is solely used to align
the transmitted composite signal with the corresponding relay-to-destination channel, thereby enhancing
the effective received SNR.

__Barbi e (5)
||gAF,Di|F

From a practical implementation perspective, the adopted MRC/MRT processing exploits all available
relay antennas to enhance the array and diversity gains. Compared with simpler antenna selection or
selection combining (SC) schemes, MRC/MRT requires the channel state information (CSl) of all relay
antenna branches and the computation of receive/transmit weighting vectors, resulting in a higher
processing burden as the number of relay antennas K increases. However, this complexity remains
moderate, since only linear combining and beamforming operations are involved. In contrast, SC
provides a lower-complexity alternative by selecting the strongest branch, at the expense of reduced
spatial diversity gain. Therefore, MRC/MRT is adopted in this work to fully characterize the reliability
and spectral-efficiency benefits of multi-antenna AF relaying.

f;

Consequently, the forwarded signal captured by D; from the relay node is given by:

TaF,D; = ggF,DifisAF + Wapp,, § € {1,2}. (6)
To streamline the subsequent evaluations, we define the baseline transmit signal-to-noise ratio (SNR)

asy = %. Let us introduce the random variables W; = |gsp,|*,V = ||gS,AF||)2D and Q; = ||,(;AF’DL.||12D to
capture the channel power gains of the links S — D;,S - AF and AF — D;. Accordingly, the
instantaneous SNRs over these respective paths are yW;, ¥V and yQ;.
Due to the NOMA protocol, user D, considers the message s; as ambient noise. Thus, the instantaneous
SINR at D, in the first phase is:

ayW,

=< < 7
a YW, +1 @)

D,
Conversely, user D, first detects s, to perform successive interference cancellation (SIC). For analytical
tractability, ideal SIC is assumed in this work, as commonly adopted in the literature to enable closed-
form performance analysis. The SINR at D, for extracting s, is formulated as:

a YW
M2 =—— 8
Draywy +1 ®)
Accordingly, after successful interference cancellation, the remaining SNR for user D; to detect its
intended message s, simplifies to:
[p, = ayW;. €)]

To account for practical imperfections, in realistic implementations, successive interference cancellation
(SIC) may be imperfect due to channel-estimation errors, hardware limitations or residual interference.
This effect can be modeled by introducing a residual interference factor p € [0,1], where p =0
corresponds to ideal SIC and larger values of p indicate more severe residual interference.

In the presence of imperfect SIC, the effective SINR for the near user would be degraded due to the
residual interference from the imperfect cancellation of s,, leading to a higher outage probability and a
reduction in ergodic capacity. Nevertheless, the overall performance trends with respect to key system
parameters (e.g., the transmit SNR, the number of relay antennas K and the power allocation factors)
remain consistent with those observed under the ideal SIC assumption.

Therefore, the ideal SIC assumption adopted in this work provides a useful analytical benchmark, while
the above discussion offers practical insights into the impact of SIC imperfections without affecting the
generality of the derived results. Regarding CSlI, perfect channel knowledge is assumed in the analytical
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derivations to maintain closed-form tractability. In practical systems, channel-estimation errors may lead
to imperfect CSI and consequently perturb the effective channel gains used in the SINR expressions.
Such uncertainty can be incorporated by modeling the estimated channel as the sum of the true channel
and an estimation error term, e.g., § = g + e, where e denotes the estimation error. This extension
mainly modifies the effective channel statistics and SINR expressions, while the overall analytical
framework remains applicable. A full closed-form treatment under imperfect CSl is left for future work
due to the substantially increased analytical complexity. In particular, imperfect CSI typically reduces
the effective channel gain and introduces additional uncertainty in the SINR expressions, leading to a
performance degradation in both outage probability and ergodic capacity. Moving to the second phase,
incorporating the amplification scalar and the MRT scheme, the end-to-end SINR at D, to retrieve s,
via the relay path is calculated by:

Fsz — aZVZVQZ

AP @tV V70 + 1

Similarly, focusing on the AF — D, cascade, the SINR at D, for the initial detection of s, and the
subsequent SNR to decode its own data s, are represented, respectively, as:

(10)

a7V
F:IZTD =2 2)/_ 4% = ’ (11
“oaq YtV YV +y0, + 1
—2
a,17°VQy
ke =—=l == 12
AF,Dq ]7V +)7Q1 +1 ( )

Operating under a selection combining (SC) strategy, the ultimate effective SINRs available at
destinations D, and D, are written as:

r;’f f = max(Tp,, [;2 ), (13a)
I/ = max(p,, Tiz ). (13b)

Although identical noise variance and representative large-scale fading parameters are adopted for
clarity in the numerical evaluation, the proposed analytical framework remains sufficiently general to
accommodate more realistic scenarios. In particular, heterogeneous settings with unequal path-loss and
noise power across different links can be readily incorporated by appropriately adjusting the
corresponding channel statistics. Therefore, such generalizations do not alter the fundamental structure
of the derived expressions or the main performance insights.

3. PERFORMANCE METRICS ANALYSIS
3.1 Outage-probability Analysis

Given the nature of half-duplex relay networks, an entire communication cycle demands two orthogonal
time slots. To guarantee specific quality-of-service (QoS) demands, the target SINR bounds for our
nodes are mapped as:

Teny = 22Ri—1,i € (1,2},

where R; indicates the pre-defined spectral efficiency threshold for D;.

3.1.1 Outage Probability for Node D,

Drawing upon standard literature [34]-[35], the cumulative distribution functions (CDFs) dictating the
behavior of random variables W;, V and Q; are documented as:

K,'Di—l
u.xu
Fu, () = 1 — &0 Z "Dl:' e {12} (14a)
u=0 KAFK—l u u
X
Fy(x) = 1 — enarx 2 "AZ' (14b)
KAF,Din_zlo
NAr,p X"
Fo,(x) = 1 — e 4rn;¥ 2 S e {1,2) (14¢)

u=0
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The related probability density functions (PDFs) follow the shapes below:

Kp.
Mp, "
fr, (%) = =i x"PiTLeTIOE € (1,2) (15a)
F(KDi)
T]KAFK
= _JAF  ,KkarK-1,-NaFx 15b
n'CAF,DiK
fQi(x) = %XKAF,DiK—le—TIAF,Dix’i € {1’2} (156)
I'(Kkarp,K)
Here, the constants are 7p, = —, nar = <AE and nap p, = —onk,
t Ap; Aar Ut Aarp;

The outage likelihood for user D, evaluates the probability that its effective SINR falls short of the target
Tth:

0, = Pr(I/ < 14,) = Pr(max(Tp,, ;% ) < Ten)

= Pr(Ip, < 7tn) Pr(rj;pz < T¢n) (16)
k£ y,

The exact closed-form metric for D, 's outage probability is derived as:

Kp,—1 u gu KapK-1 1 Karp,K-1 K1
o=\ 1men? Y b=z > 5 > () )
, .
u=0 w v=0 Jj=0 1=0 J !

y T)Zp(lc/’z + 19)7_1)jl9_(KAF'D2K+”_j_l_1)e_19(7IAF,D2 +74F)

v! T (kar p, K)
I-j+1

2
) X Ki_j+1 (ZJUAFUAF,DZ (W2 + 19)7_1)) 17)

xn

Kar,p, K <77AF(7-92 +977Y)

AF,D
2 NAF.D,

with the condition threshold defined as:
9 = W
Y(az — i)

Proof 1. Refer to Appendix A.

3.1.2 Outage Probability for Node D,

By a similar logic, D, 's probability of communication failure is deduced as:
01 = PI‘(FDeff < Tth) = Pr(maX(FDl, FAS;-'DI) < Tth) (18)
Exploiting the statistical independence between the direct and relayed routes, we decompose the formula
into:
0y = Pr(Tp, < 7en) Pr(Tyh . < Ten) (19)

=1 Ey

Computation of £,
Reflecting on I',, = a;,yWj, the failure state translates to:

T
W, < ¢, where we substitute ¢ = —th

a1y
Thus, the first term evaluates to:

KDl—l

o) —Np,$ ngld)u
o = FW1(¢) =1—-e M ul (20)
u=0
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Computation of E,

Referring back to (12), the boundary T, AP, p, < Ttn algebraically shifts to:
V1 <oV +0Q,+7H)

A minor rearrangement isolates:

4+ -1
V< M, under the premise Q; > ¢.

i—¢
As such, we formulate the probability integral:
Py + )7‘1)>]
2, = 1-F|————— 21
ffgl(J/)[ V< ) ay (21)

Inserting the predefined mathematical distributions into (21) results in:

ICAFK—]. KAF,DIK P

Narp, MNar
2 =1-— e )
= p! F(KAF'DlK)

[1]

o oy+7v1) 7—1)\?
X f yKAF,DlK_le_nAF'Dlye_nAF y_¢ (M) dy (22)
- y—¢
Deploying variable substitution z = y — ¢ (thus = z + ¢ ), the equation morphs into:
) KAi -1 :;FDTK 0P qe ~¢(MaF,py +14F)
Ly = 1-
=0 p! F(KAF,DlK)
. nard(dp+771) 24yt
X f (z + ¢p)arp K-l NarD 2™ 7 <¢ ? ¢ > dz (23)
0

By utilizing the standard integral tables from ([33], Eq. (1.111), (3.471.9)), the integration can be entirely
resolved. Skipping tedious algebra, the explicit closed-form result is:

KarpK—1 Karp,K-1

) Z 2 )

KaF,p, K e~ ®(narp +TIAF
MarTlar Dy ( 1+714)

p! T(Kkarp,K)

I-w+1
2 + -1\ 2
X <UAF(¢ - )> Ki—w+1 (2\/’7AF77AF,01(¢2 + (W_l))' @9
NaF,p,

[r]
I

(¢2 + ¢)7—1)W¢KAF‘D1K+Z7—W—I—1

Ultimately, aggregating (20) and (24) into (19) yields the final outage equation for D,.

3.1.3 High-SNR and Feasibility Insights

The derived outage expressions also provide useful insights into the high-SNR behavior and feasibility

of the considered NOMA transmission. From the threshold variable 9 = o T“; p—t it is clear that
2~ Q1 tth

successful decoding of the far-user signal requires the feasibility condition a, > a;7:.

Equivalently, since a; + a, = 1, this condition can be written as a, > 7,4, /(1 + 744, ). If this condition
is not satisfied, the required SINR threshold cannot be achieved even when the transmit SNR becomes
large, which leads to an unavoidable outage floor for the far-user stream.

For the near user, the decoding of its own signal after successful SIC requires a; > 0, while the prior
decoding of the far-user message at D; follows the same feasibility condition a, > a;t:y. Therefore,
the power-allocation coefficients and target SINR threshold must be jointly selected to ensure
meaningful outage performance for both users.
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In the high-SNR regime, the outage probability generally follows the form 0; « 7~%, where d; denotes
the diversity order. Based on the small-argument behavior of the Gamma- dlstrlbuted channel gains, the
direct link contributes a diversity term governed by kp , whereas the relay-assisted path is mainly
governed by the weaker hop between the S — AF and AF — D; links, i.e., approximately
min(KAFK, KAF'DiK). Hence, under selection combining with both direct and relay-assisted links, the
effective diversity order can be interpreted as:

d; = kp, + min(KAFK, KAF,DL.K).

This observation explains why increasing the number of relay antennas K steepens the outage curves in
the high-SNR region. Under the common fading-severity setting used in the simulations, this diversity
gain increases approximately linearly with K, which is consistent with the trends observed in Figs. 2-3.

3.2 Ergodic-capacity Evaluation
We commence by formalizing the ergodic capacity function for the far node (D) :
1
Cp, = E{Elogz(l + Fg{f } { log, (1 + max(l"DZ, AFD )} (25)

The analytical closed-form representation of D, 's capacity is resolved as:

KD2—1 u
c - 1 2 "p, [ 1 62,1( b,
P27 2In2 & ul vl + a2 \y(a; + ay)

KAFK 1 v KAFDZK 1
1 s Np,
—u 12 u

Rl ety | D WD) Z(h)

v=0 j;=0 Jj2=0

KAF.D 2
Karp, K — 1 UAFDZWAFJl_Qd e
x( ) sec Z(Qd+1)

j2 U!F(KAF,DZK)

1—u—1,—>
1-u-10

1 .
X — 0(Q,)
(Y(Qd) + (a; +a))™t Y(Q) + a1‘1> (@)
x[1-e nDZYmd) Di 1p, Y (2q)" <Y(Qd)>KAF’D2K+v_h—jZ_1

uly* 14
Y(Qd)(ﬂAz_:,Dz"'ﬂAF) Nar0(Qy) %ﬁl
xe 4 Kj,—j,+1 (ZJTIAFTIAF,DZG(Qd)) (26)
NaF,p,

where the roots for the Gaussian-Chebyshev approximation are:

Q4 = (Zd_l)d—1 D
g =cos|—p—m)d=1..,

and the auxiliary variables stand for:

4

Y(Qq)

Y(Qd) = tan( ), @(Qd) =

Proof 3. Refer to Appendix B for full derivations.
Progressing to the near node, the average capacity for D1 is captured by:

1
Cp, =E {Elogz(l + Fgff)} ]E{—logz(l + max(Tp,, Iy p, ))}

UVB.I‘

1 ®© 1
:211’12_];) 1-|—y[1_Fuvar(y)]dy (27)
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The distribution function (CDF) of U, is expanded mathematically as:

Fy,, ) = Pr(max([‘Dl, AS; Dl) < y)

Kp,—1 KarpK—1 Karp K—1
71Dy nb,Y
—1—6“1”2 |(1 A |1 Z Z Z
t'(a
= 1Y

KaF,D, K (TIAF Dy +77AF)

a
(KAF,D1K )T]AFD e a7

l p!T (KAF,DlK) (Ly + )7_1)

- Kp, =1 l—v2v+1
1
ol 1o ar z tln(nly_)t ( Nar (y_+y__1>y>
= Lt ay NaF.Dia,7 \®1Y
y \farp K+p-i-1 NarMarp, (Y | __
X(—_> Ki_we1l 2 —_1<—_+)/ 1)y (28)
ay ay aLy

Applying (28) into (27), we partition Cp, into two sub-integrals:

1
CD1 21n 2 (Isubl + Isubz) (29)
where the first piece acts as:
Kp -1 _M
Feups = Z & J ety (30)
subl i thaypt), 14y
Translating this through Meijer-G function properties yields:
KDl—l ¢
Up) 21 (Mp 1—-t—1,—
Loups = z D12 ( : ) 31
sub1 St (ap)t a7’ 1t =10 GD)

Correspondingly, the second integral segment I, emerges as:

KarK—1 Kar,p;K—1 KarD, K _p
— Z 2 2 (KAF,DlK ) N4r,p, nAF
SubZ l p' F(KAF_DIK)
Kp, -1

SR (R TR
o 1+y — t! (1) | \ay ¥

KAF,D K+p—-1-1 2
<) e )
ay Nar,p, \&1Y

X e Ta -y(nAFD1+77AF)Kl w+1 2\]77AF77AF,D1 (aiy-l-f_l)y dy (32)
1

Adopting the Gaussian-Chebyshev node methodology to bypass intractability, I,,, closely
approximates to:

o, KarK-1_p Karp,K=1 KaFD, K p
202 2 206 () e
b2 ® 57 Y
Lsu 2 ] = = p! T (kap p,K)
1 _Xz kp;—1 t o . t
% J 1— e_nD1E(XJ') 77131“‘()(])
1+Y(x)) t!
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sec (% () + 1)) (2(ty) +771)" o= maso tnar)

lI-w+1

/. \Karp K+p-1-1 (NaplI(W)) 2
x E(x;) " <—77AFD Ki—w+1 (2 /nAFnAF,Dln(W)) (33)
[}

in which x; = cos (£=21), Y(x) = tan (*5) ,5(x) = 72 and the term N(x) = E(x) (E(x) +
1

7~1). Combining these solves Cp, fully.

4. SIMULATION RESULTS

Within this section, we validate the derived analytical models through extensive numerical simulations.
For simplicity across all evaluation scenarios, we assume a uniform fading severity environment by
configuring the shape parameter as k = kp, = Kp, = Kar = Kap,p, = Kap,p,-

For clarity, this assumption is adopted to highlight the impact of key system parameters, such as the
transmit SNR and the number of relay antennas. Nevertheless, in practical wireless environments,
different communication links may experience heterogeneous fading conditions due to varying
propagation characteristics (e.g., line-of-sight and non-line-of-sight components). It is important to
emphasize that the proposed analytical framework does not rely on the assumption of identical fading
parameters and the derived expressions remain valid when each link is characterized by a distinct
Nakagami fading severity parameter k. The use of a common « value is therefore mainly for clarity and
fair comparison purposes, while extending the analysis to heterogeneous fading scenarios is
straightforward and left for future work.

The fundamental configuration metrics utilized for our network evaluation are summarized in Table 1.
Furthermore, to guarantee a highly accurate evaluation of the integral approximations, the complexity
terms for the Gauss-Chebyshev quadrature are fixed at D = J = 100.

Table 1. Summary of baseline simulation parameters.

Parameter Description Notation | Assigned Value(s)

NOMA power allocation factors {a;,a,} |{0.1, 0.9}

Nakagami fading-severity index K 2
Target SINR threshold Ty 2 (dB)
Number of antennas at the AF relay | K {1,2,3}
{lDli ADZ} {111}
Average channel-scale parameters
/‘lAF,Dl 05
AAF,DZ 09

We have verified that increasing the quadrature orders beyond these values (e.g., ,J = 80,100,120 )
results in negligible changes in the numerical results, thereby confirming the convergence behavior and
accuracy of the adopted approximation. Specifically, the numerical computation of the ergodic capacity
expressions requires O(D) and O(J) operations for the corresponding quadrature sums, while the
remaining finite summations depend on the fading parameters and the number of relay antennas.
Therefore, the proposed analytical evaluation remains computationally efficient and avoids the
excessive runtime required by large-scale Monte-Carlo simulations. Specifically, the overall complexity
scales linearly with the quadrature orders, i.e., O(D) or O(D +]) depending on the considered
expressions.

Since the adopted quadrature orders are moderate (e.g., ,J = 100 ), the resulting computational burden
remains low and tractable. Compared with conventional Monte-Carlo simulations, which typically
require a large number of channel realizations to achieve statistical accuracy, the proposed analytical
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approach significantly reduces computational cost while maintaining high accuracy. Therefore, the
adopted approximation method provides an efficient and practical means for performance evaluation.

Fig. 2 depicts the system's outage probability as a function of the transmit SNR, y, across varying
antenna-array sizes at the relay, K. Thanks to the core power-domain NOMA allocation rules, the far
destination, D,, inherently experiences superior outage reliability compared to the near destination, D;.
At lower 7 regimes (between 0 and 10 dB), D, 's outage rate stays practically at 10°, reflecting a state
dominated by noise and inter-user interference. However, as y scales up, a sharp decline in outage
probability is noticeable for both nodes, showcasing a much steeper decay at elevated SNR levels.
Additionally, scaling the relay antenna count from K = 1 to K = 3 drastically mitigates outage events,
verifying that augmented spatial diversity inherently fortifies the overall transmission robustness.

10° 3
® User1l — Sim. |1
User 1 — Ana. | |
1071 ¢ User 2 — Sim. 1
R User 2 — Ana. | ]
- i
b=t
3 102 ]
2 =
Q ]
= ]
F 3
g)ﬂ 10 3
;’; K=3 21
S
107 3
10
0 5 10 15 20 25 30

SNR in dB
Figure 2. Outage probability versus transmitting SNR of two users.

Fig. 3 investigates the influence of the Nakagami fading severity index, k, on the outage probability
against ¥ when the relay is equipped with K = 2 antennas. Similar to previous observations, D,
consistently preserves a lower outage profile than D; regardless of the transmission power. Naturally,
higher ¥ translates to rapid drops in communication failures. Notably, boosting the shape parameter x
causes the performance curves to drop more precipitously, which implies a direct enhancement in the
system's diversity order. Such trends perfectly align with the closed-form mathematics established
earlier, confirming that higher x values-indicative of less destructive fading conditions-yield
substantially better reliability.

® User 1 — Sim.
User 1 — Ana.
¢ User 2 — Sim. | |
User 2 — Ana.

k=1,23 |

Outage Probability

=32

0 5 10 15 20 25 30
SNR in dB

Figure 3. The outage probability versus SNR and different values of «, with K = 2.

The impact of the power sharing factor, a,, on the outage behavior is captured in Fig. 4, under a fixed
y = 15 dB, k = 2 and assorted K configurations. It is evident that dedicating a larger power fraction to



224

Jordanian Journal of Computers and Information Technology (JJCIT), Vol. 12, No. 02, June 2026.

D, (increasing a, ) smoothly diminishes its probability of outage. Conversely, this exact increment
starves D, of transmit power, consequently inflating its outage probability. This divergence perfectly
encapsulates the fundamental power-domain compromises essential to NOMA frameworks. As
expected, irrespective of the power split, expanding the relay's antenna array ( K ) continually upgrades
both users' resilience by virtue of amplified spatial diversity gains.

T

K=12.3

Outage Probability
=

@ User1 — Sim.
User 1 — Ana.
4 User 2 — Sim.
User 2 — Ana. K=321
a2l ; ‘ i} i

0.6 0.65 0.7 0.75 0.8 0.85 0.9 0.95
Qo

Figure 4. The outage probability versus a, with y = 15( dB), k = 2 and different values of K.

10-10 -

10

Fig. 5 contrasts the outage outcomes between network topologies that incorporate a direct S — D; link
versus those that strictly rely on the relay, evaluated at 7;;, = 3 dB and K = 2. Driven by the NOMA
power-allocation hierarchy, D, constantly outshines D, in terms of reliability. Removing the direct
transmission paths noticeably deteriorates the performance for both destinations, underscoring the
critical advantage of leveraging the extra spatial diversity path. Moreover, transitioning the fading
profile from k = 1 to k = 2 yields remarkable reliability upgrades in both topological setups, as milder
fading intrinsically fortifies signal integrity.

‘0»3 L

User 1, direct link — Ana. (k= 1)

Outage Probability

(
= = = = User 2, without direct link — Ana. (x

@ Sm

T L ~
0 5 10 15 20 25 30

SNR in dB

Figure 5. The outage probability with/without direct link versus 4, = 3(dB),a; = 0.2
and K = 2.

To provide meaningful and controlled baseline comparisons, the simulations evaluate the proposed
NOMA scheme against OMA transmission, relay-assisted scenarios with and without direct links and
different relay antenna configurations. These baselines are carefully selected to isolate the individual
performance gains arising from power-domain multiplexing, cooperative relaying and spatial diversity.
It is worth noting that the considered multi-antenna AF relaying framework serves as a fundamental
benchmark for cooperative communication systems. While more advanced technologies, such as
decode-and-forward relaying, reconfigurable intelligent surfaces and rate-splitting multiple access may
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offer additional performance improvements, their integration typically requires substantially different
system models and optimization strategies. Therefore, such comparisons are left for future work.

A direct reliability comparison between the proposed NOMA strategy and a conventional OMA baseline
is portrayed in Fig. 6. The graphical data confirms that, for both K = 1 and K = 2 setups, the NOMA
paradigm affords D, a noticeably lower outage probability than OMA. On the flip side, the near user
(D,) generally experiences better outage conditions under the OMA scheme than NOMA. Universally,
elevating y guarantees a swift plunge in the outage curves across all evaluated scenarios.

T T
User 1, OMA — Ana. (K = 2)
User 2, OMA — Ana. (K =2)
User 1, NOMA — Ana. (K = 2)
User 2, NOMA — Ana. (K = 2)
1, OMA — Ana. (K =3)
2, OMA — Ana. (K =3)
1, NOMA — Ana. (K =3) |
- User 2, NOMA — Ana. (K = 3)
Sim.

Outage Probability
EREY:

o
&

b 10 1‘5 \ 2‘0 25
SNR in dB
Figure 6. Comparison of outage probability between OMA and NOMA versus SNR, with k = 2.

I
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Fig. 7 plots the ergodic capacity trends against y for varied relay antenna array dimensions (K = 2,4,6)
while k = 2. Analyzing the curves, D, 's capacity climbs steadily within the low-to-medium y bracket
(0 — 30 dB), yet it begins to hit a ceiling at higher transmission powers. This saturation plateau occurs,
because D, 's throughput is heavily bottlenecked by inter-user interference and the fixed power
allocation of NOMA. D, in stark contrast, enjoys an unabated capacity surge in the high- ¥ regime,
thoroughly capitalizing on SIC mechanisms and amplified signal vigor. Equipping the relay with more
antennas systematically elevates the ergodic capacity bounds for both nodes, thanks to superior spatial
diversity. Nevertheless, for D,, the added value of larger K arrays diminishes at high y, given that the
environment shifts into an interference-limited state.
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Figure 7. The ergodic capacity versus SNR and different values of K, with k = 2.

Finally, Fig. 8 delineates the ergodic capacity as a function of the relay antenna count K when x = 2.
Throughout the evaluations, D, sustains a notably higher capacity output than D,. Expanding K triggers
substantial capacity boosts for D;, a direct byproduct of the pronounced array and diversity gains
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afforded by the multi-antenna relay. For D,, however, the capacity only registers marginal
improvements, effectively plateauing once K surpasses four antennas. This physical constraint aligns
seamlessly with the derived analytical capacity equations, confirming that D, 's upper bounds are
dictated largely by NOMA power thresholds and persisting interference, thus capping the dividends paid
by massive antenna expansions.
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Figure 8. The ergodic capacity versus K, with k = 2.

Although the analytical results are derived under the ideal SIC assumption, the impact of imperfect SIC
can be interpreted as a degradation in the effective SINR due to residual interference, which results in a
performance loss in terms of outage probability and ergodic capacity. However, the overall trends
observed in the simulations remain unchanged.

5. CONCLUSIONS

This paper has analyzed a downlink cooperative NOMA system assisted by a multi-antenna amplify-
and-forward relay over independent Nakagami- k fading channels, where both direct and relay-assisted
transmission links were considered. Closed-form expressions for the outage probability and ergodic
capacity of both users were derived, providing an exact performance characterization.

The results show that employing multiple relay antennas significantly improves reliability by exploiting
spatial diversity, leading to substantial outage reduction in the high-SNR region. The presence of direct
BS-user links further enhances performance through selection combining. In addition, the proposed
NOMA scheme outperforms OMA in terms of outage performance for the far user while achieving
noticeable ergodic capacity gains at moderate-to-high SNR levels.

These findings confirm the effectiveness of multi-antenna AF relaying in enhancing reliability and
spectral efficiency for cooperative NOMA systems. Future work may further consider more practical
system impairments and asymmetries, including imperfect SIC, heterogeneous noise levels and link-
specific path-loss conditions, to extend the proposed framework toward more realistic deployment
scenarios. Future work may extend the current framework to incorporate more advanced communication
paradigms, such as RIS-assisted transmission, DF relaying strategies and rate-splitting multiple access,
to further enhance system performance under more complex network architectures.

APPENDICES
Appendix A - Proof of Proposition 1

Starting from the outage baseline, D, 's probability of failure decomposes into:

ayW.
0, =Pr (# < Tth) Pr([‘:ﬁpz < Tth). (A.1)
A ¥z
Solving for ¥,
Analyzing the direct interference constraint:
ayW,

— <
Wy +1
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we can isolate the channel gain requirement as:
W, <9,
assuming the boundary condition a, > a1 to prevent infinite thresholding, where:
Tth
B 7(a; — a1 7en)
This immediately confirms:
Kp,—1 " .,911-
Wy = Ry (9) = 1— et ) T (4.2)
u=0 ’
Solving for ¥,
Recalling the relayed SINR equation, the condition Fj,i'Dz < 1y, is mathematically equivalent to bounding V:
VQ, <9V +Q; +771).
Restructuring provides:
9Q+7 1)
V<— > 9.
0o %
Integrating over the PDF of Q. grants:
® oy +7H
w=1-[ fo,0 [1 -F <T dy (4.3)
9 y

By expanding the probability definitions, W, forms into:

KAFK=1  Kafp,

nyanpalipy e 90+ (9(y + 7 \"
R D e IR S o (T) dy (4.4)
U.F(KAF'DZK) 9 y

Applying a lateral shift z = y — 9, the expression updates to:

KAFD2K y  ~9(nap,p,+1aF
Wo—1— ZKAFK—l Narp, T"AF€ ( w2 )
2= v=0

v=0

o . _napd(®+v~1) 92+97-1\?
[ (2 + Oyearpak—tgmarnyze = (9 4 XY gy
V!F(KAF'DZK) 0 z

Evaluating the integration parameters using Bessel transformation rules concludes the proof mapping identically to (17).

Appendix B - Proof of Proposition 2

Beginning with the integral definition of capacity for D, :

az
1 1 (o 1 y
= o) [ 5l (255
Co, {2 og2(1+ D2 2In2J), 1+y Xemp \ar, — ayy dy (B.1)
Undergoing the variable conversion z = - ya > (B.1) translates to:
2701
Cpy = — f i ! ! [1-F |a B.2
P27 2In2J), \z+(az+a)t z+a;t xemp (2)] 42 (B.2)
Linking back to the outage-probability derivations, Fxny (2) incorporates both direct and relayed elements, culminating in:
1
Cp, = m(& +4;) (B.3)
Here, A; handles the un-relayed components:
Kp,—1
Mo, [ 1 1 M,
A = Z 2 f - e 7 7d B.4
! + )y \z+ (e +a)t z+ar! ze z (B-4)
=
Transforming the exponential component using e~* = G,2 (bz|5), A, is computed strictly as:
Kp,—1
A Z b, [ 1 Gz,1< b, 1—u—1,—)
te s ulypt (ay +a)* Y \y(ay +a)l 1—u—10
=
1 ,.( M| 1-u—1,—
_EGLZ (}70(1‘ 1—u—10 (B.5)

Meanwhile, A, dictates the relayed capacity segment, eventually resolved through numeric approximation (Gaussian-Chebyshev
boundaries), completing the analysis.
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ABSTRACT

Arabic Text Classification (ATC) remains challenging due to the Arabic language's morphological richness and
semantic complexity. This paper proposes ABPC-Net, a hybrid framework integrating a frozen Arabic
Transformer encoder, a Bidirectional LSTM, parallel multi-scale CNN branches and a lightweight capsule-
inspired vector projection head for hierarchical feature integration. Evaluated on the SANAD dataset and its
subsets (AlArabiya, AlKhaleej and Akhbarona) over five independent runs, ABPC-Net achieves mean accuracies
of 97.00£0.04%, 99.14+0.10%, 98.40+0.10% and 95.59+0.12%, respectively. Under identical experimental
conditions, the proposed framework consistently outperforms re-implemented frozen and fully fine-tuned
AraBERT and MARBERT baselines. Cross-dataset evaluation on BBC Arabic and CNN Arabic further provides
evidence of intra-domain transferability and rapid few-shot adaptability across Arabic news sources. The reported
results are scoped to Modern Standard Arabic news classification.

KEYWORDS

Arabic text classification, Deep learning, Transformer models, Capsule networks, Natural-language processing
(NLP).

1. INTRODUCTION

Arabic Text Classification (ATC) is a fundamental problem in the field of Natural Language Processing
(NLP), as it allows a wide range of applications, from information retrieval [1,2] to sentiment analysis,
fake news detection [3], among others [4]. Though deep learning (DL) has achieved significant results
in this field, ATC faces a unique set of challenges due to the complex morphology of the Arabic
language, as well as the scarcity of large datasets compared to the English language [5]. This has led to
a significant amount of scholarly work in the quest to create a robust model that accommodates the
complexities of the Arabic language.

Moreover, DL models are challenging to leverage in the Arabic language, because the natural
characteristics of the language differentiate it from Indo-European languages. Arabic has a rich root and
pattern morphology, where a single trilateral root such as « - -& (k-t-b) can generate many possible
semantic derivatives, such as 'katib' (<3S - writer), 'maktaba’ (&S« - library) and 'maktub’ («sSs -
written) [6]. Given this morphological mix, both the dimensionality and sparsity of the feature space are
relatively high. The language heavily uses agglutination, where prepositions, conjunctions and pronouns
are merged into the word stem. A notable example provided is the token (seS:S:8- fasayakfeekahum),
which is broken down into syntactic units: 'fa’ (then) + 'sa’ (will) + 'yakfi' (suffice) + 'ka' (you) + 'hum'
(them). This hybridized morphology is not compatible with normal tokenizers [7, 8]. Additionally, the
widespread omission of diacritics in Modern Standard Arabic causes orthographic confusion
(homographs). For instance, the unvoweled word «23 (dhb) can mean 'gold' or ‘went' depending on the
context [9]. The complexities of these features make shallow models inadequate, as they require
architectures that can simultaneously consider local morphological features, sequence context and
hierarchical semantic structures.

Previous studies on ATC have utilized common ML approaches and simple DL frameworks, such as
Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) networks [10].
Elnagar et al. [5] made significant contributions to the field of ATC. These contributions comprise
developing the SANAD dataset of Arabic news articles to establish a comprehensive benchmark. They
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additionally proposed multiple DL architectures, among which Attention-GRU was proposed for state-
of-the-art (SOTA) performance. Modern investigations build upon these baseline methods. They
propose hybrid architectures; for example, Inception-CNN in combination with LSTM [4]. These
models provide additional evidence about the performance of hybrid neural architectures on various
textual attributes.

Existing SOTA methods heavily rely on large pre-trained Transformer models (e.g., AraBERT), which
are able to learn to capture deep contextual relationships between words. Moreover, despite these
advancements, an important research gap is still to be filled. Still, the prevailing model consists of fitting
a basic classification head (e.g., a single dense layer) to the output of the Transformer. Although this
step is computationally efficient, it may be a bottleneck, since it cannot fully leverage the rich, high-
dimensional representations from the Transformer and it cannot fully characterize the complex
hierarchical relationships between the extracted features. The novelty of ABPC-Net lies in addressing
this gap through three deliberate and complementary design decisions. First, a BILSTM layer re-encodes
transformer sequence outputs to capture long-range sequential dependencies with directional awareness
suited to Arabic morphological structure. Second, a parallel multi-scale CNN module with kernel sizes
of 2, 3 and 4 performs explicit n-gram feature extraction at multiple granularities, a design specifically
motivated by Arabic agglutination. Third, a Capsule-inspired Vector Projection Head replaces the
conventional scalar softmax classifier with a vector-based encoding mechanism that preserves multi-
dimensional feature relationships, enabling richer integration of multi-scale representations. Unlike
recent transformer-based models, such as Tasneef [11], CLGNet [12] and ABTM [13], which either
attach simple dense layers or augment transformers with frequency-based features, ABPC-Net explicitly
encodes hierarchical spatial relationships among contextualized features. Though a Transformer may
decide what words are relevant in context, this feature-based approach may still not explicitly model
how the contextualized features group together to form higher-level abstract concepts, something
important for nuanced classification. To cope with this limitation, we explore using more sophisticated
downstream architectures able to better interpret the rich representations generated by Transformers.

This work presents a structured downstream architectural design for transformer-based ATC and
provides systematic empirical evidence that such a design can extract substantially more value from a
frozen Arabic transformer encoder than full fine-tuning with a shallow classification head. The
contribution is therefore primarily architectural and empirical in nature, supported by controlled
experimental analysis. The main contributions of this paper are:

e Structured Downstream Architecture: We propose ABPC-Net, a structured downstream pipeline
combining BiLSTM sequential re-encoding, parallel multi-scale CNN branches (kernel sizes 2, 3
and 4) and a lightweight capsule-inspired vector projection head atop a frozen Arabic transformer
encoder. Their systematic integration and controlled evaluation provide new empirical insights for
Avrabic text classification.

e Mechanistic Analysis of Capsule-inspired Projection: We provide an ablation-driven analysis
showing that the capsule-inspired projection behaves as a relational feature fusion mechanism the
effectiveness of which depends on input structural richness. In particular, it degrades performance
without BiLSTM, but consistently improves performance when preceded by sequential encoding,
offering practical design insights.

e Comprehensive Empirical Validation: Experimental evaluation of SANAD is conducted
extensively, along with source-specific performance analysis (Akhbarona, AlArabiya, AlKhalegj).

e Cross-dataset Generalization: We evaluate ABPC-Net on BBC Arabic and CNN Arabic through
zero-shot transfer and few-shot domain adaptation protocols, characterizing the model's intradomain
transferability across Arabic news sources.

Our results demonstrate that our model performs well in multiple news contexts and that we include a
qualitative error analysis to show how the model behaves across different news domains. Our results
show that the proposed hybrid architectures provide strong empirical performance, illustrated by the
Capsule Networks' performance of the model, which means that it performs significantly better than the
baseline. This work contributes a structured hybrid framework for Arabic news classification that
demonstrates strong empirical performance on the SANAD benchmark and offers a methodological
foundation for exploring multi-component architectures in Arabic NLP tasks. The remainder of this
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paper is organized as follows. Related work is described in Section 2. The ABPC-Net architecture, along
with the experimental settings and hyper-parameters, is described in Section 3. The results and
discussion, including the ablation analysis, error analysis and limitations, are presented in Section 4.
Finally, Section 5 concludes the paper and outlines future directions.

2. RELATED WORK

Arabic-text classification (ATC) has attracted tremendous emphasis in recent years and various tools
were explored, such as classical machine learning (ML), especially classical approaches and advanced
DL architectures. In this section, we present a review of how these techniques evolved. Among advanced
ATC approaches, standard classical ML methods were widely applied, often used together with several
feature-engineering techniques, such as TF-IDF and Bag-of-Words [14], including shallow-learning
approaches for tagging Arabic news articles [15]. The field was transformed by DL. In the earliest DL
works, it generally limited the process to processing base architectures (CNNs) to extract local features
and recurrent neural networks (RNNs) (Long Short-Term Memory (LSTM) and Gated Recurrent Units
(GRUEs)) for capturing sequential dependencies in text [16]. Alsaleh and Larabi-Marie-Sainte presented
a hybrid model [17], on a CNN and Genetic Algorithm (GA) of ATC, representing the trend. However,
their GA-CNN model, based on GloVe as the word embedding tool obtained relatively high accuracy
on Moroccan and Saudi Newspaper Article Datasets, though it stated that the training time was
prolonged.

In recognition of the fact that, while CNNs and RNNs fail to adequately capture the complexities
involved in Arabic-text processing, subsequent research has focused on the development of more
advanced hybrid architectures. This research direction, of which the present work is a part, focuses on
the synergistic integration of the capabilities offered by different architectures. For example, in research
that focused on the exploration of supervised-learning strategies, Ameur et al. [18] integrated the
capabilities offered by different word embeddings, including static, dynamic and fine-tuned word
embeddings, into RNNs and CNNSs. The results obtained by the model, especially the integration of
CNNs with Bidirectional Gated Recurrent Units (BiGRUS), indicated a significant level of effectiveness,
as the F-score increased by as much as 98.61%. In similar research, Jamaleddyn et al. [12] proposed a
novel multi-channel deep-learning model known as CLGNet, which integrates the capabilities offered
by CNN, long short-term memory networks and Gated Recurrent Units. The results obtained by the
model, following the extensive pre-processing and SMOTE-based balancing of the CNN, BBC and
OSAC datasets, indicated a significant level of performance, as the model performed better than the
capabilities offered by different deep-learning architectures.

The large-scale publicly available dataset SANAD was introduced by Elnagar et al. [5], which was an
important milestone in the field. Their pioneering work has given an invaluable resource to the task and
set a very high benchmark for many types of DL models, such as various hybrid CNN-RNN
architectures and attention-based paradigms. They found that models incorporating attention, such as
Attention-GRU, can achieve SOTA performance, thus raising the benchmark of the task. In recent times,
Alnagi et al. [4] proposed a hybrid model by incorporating the Inception-CNN and LSTM layers. This
further emphasizes the adoption of various neural architectures for the processing of textual features on
multiple scales. Accuracies of 92% and 96% were reported for the SANAD and AlKhaleej datasets,
respectively, by utilizing complex variants of the CNN algorithm.

Jalil and Aliwy [19] advanced a novel hybrid CNN-BiLSTM architecture to facilitate taskful workloads,
like topic classification, sentiment analysis, emotion recognition and sarcasm detection. Combining
convolutional layers for local feature extraction with LSTM units that bidirectionally describe and
capture the contextual dependencies, the model performs well on embedding spatial and sequential
representations. In general, their experimental results showed good performance on topic classification
(97.58% ) and sarcasm handling ( 97% ), sentiment analysis ( 86% ) and emotion recognition ( 81.6%
). This observation demonstrates the ability of hybrid DL architectures to model much greater language
complexity and variability within the context of Arabic social-media content that faces multiple
challenges, from the limited length of text to informal-language use to implicit and contextual semantic
cues in the field. Novel hybrid-based paradigms have further developed the state-of-the-art by exploiting
rich context embeddings to their limit.

Hossain et al. [13] proposed a hybrid model known as Attention-based Transformer Model (ABTM),
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consisting mainly of deep contextual data with traditional statistical features (e.g., TF-IDF and Bag-of-
Words). The present study has delivered significant improvements in performance, realizing full and
best-in-class performance of 97.69% accuracy on their Arabic news dataset. This is a clear indication
of the growing realization of the effectiveness of combining context features with other architectural
components. Along with these architectural advancements, other research has also focused on the
importance of feature representation and hyper-parameter optimization. To cite an example, B. Al-onazi
et al. [20] presented a hybrid model referred to as the CRNN model, which combines CNN and RNN
architectures. However, the novelty in their model is the application of the Crow Search Algorithm for
hyper-parameter optimization of their model. Even though their model has clearly demonstrated the
importance of hyper-parameter optimization in improving model performance, it still relies on
traditional features, such as TF-IDF, which do not fully exploit the power of deep context features in
natural languages.

Recent SOTA mostly converges with large pre-trained Transformer models, such as AraBERT,
GigaBERT and MARBERT, to model the subtle semantic structures. Yet, as noted above, a well-known
limitation is that many of the applications embed a simple, shallow classifier head on the Transformer
that does not take advantage of its rich, multi-layered representations. And recent works, such as the
work by Hossain et al. [13], have attempted to augment Transformers with classical statistical features
(TF-IDF, BoW) and these approaches continue to employ frequency-based representations that lack
structural depth. In contrast, ABPC-Net introduces a structured downstream pipeline, BiLSTM for
sequential re-encoding, parallel CNNs for multi-granularity local-feature extraction and a capsule-
inspired vector projection for hierarchical feature integration, that qualitatively differs from the shallow-
classification strategies employed by Tasneef [11], CLGNet [12] and ABTM [13]. Unlike these
approaches, ABPC-Net explicitly encodes spatial and hierarchical relationships among contextualized
features, preserving part-whole relationships characteristic of Arabic morphology for more robust and
granular classification. Although capsule-based models have been explored in text classification, their
behavior within hybrid transformer-based pipelines for Arabic-text classification has received limited
systematic analysis. The present work contributes to filling this gap by providing a controlled ablation-
driven analysis of how capsule-inspired projections interact with sequential and convolutional
components in the Arabic-text classification setting.

3. MATERIALS AND METHODS

In this section, the proposed ABPC-Net model for the classification of Arabic news articles will be
delineated.

The methodology is based on the development of a hybrid deep-learning model, which combines the
power of the pre-trained transformer model, recurrent neural network and parallel capsule network in a
complementary fashion. There are four main steps in the proposed methodology: (1) Data Source, which
describes the SANAD dataset; (2) Data Pre-processing, which describes the pre-processing steps for the
data; (3) Model Architecture, which describes the ABPC-Net model; and (4) Training and Experimental
Setup, which describes the settings used for the model's training process. A block diagram for the ABPC-
Net model is presented in Figure 1.

3.1 Dataset

The SANAD dataset [5] is a large-scale Arabic news corpus used for single-label text classification.
Even though the raw dataset consists of around 200,000 articles, their authors constructed a refined and
balanced sub-set to minimize class imbalance and remove noisy or super brief texts. In this study, the
pre-processed version was used based on their established benchmark. Consequently, the dataset used
for our experiment consists of 110,900 high-quality articles distributed across the Al-Arabiya, AlKhalegj
and Akhbarona portals: SANAD covers seven topical categories of Culture, Finance, Medicine, Politics,
Religion, Sports and Technology. The dataset itself is balanced at the category level within each source-
specific sub-set of these pieces, providing equal opportunities to evaluate classification models. In
addition, SANAD is further divided over training and test partitions that are used in our demonstrations.
The scale, linguistic consistency (MSA) and categorical diversity of the dataset, is significant enough to
serve as a benchmark for DL-based ATC systems. The category-wise distribution of SANAD for its
three source-dependent classes is shown in Table 1.



234
Jordanian Journal of Computers and Information Technology (JJCIT), Vol. 12, No. 02, June 2026.

Contextual
Input Layer Embedding Feature Representation Layer Classification Layer
layer

)

D@

+
|
|
|
|
|
|
|
|
|
|
|
|
|
|

)
=
@

(X

—T

Dropout Layer

5

Dataset Preprocessing

Concatination Layer

Arabertv2
v
Conv1D

= )|(Cw

(GI“ Max Ml-‘) (ﬂlchl Hln W) (w IGW)

(

Conv1D
(Kernal size=4)
[

L

Figure 1. The ABPC-Net architecture, illustrating the sequential flow from frozen AraBERT
embeddings through BiLSTM re-encoding, parallel CNN-capsule feature extraction and final
classification via margin loss.

In particular, Al-Arabiya has five categories; Al-Khaleej and Akhbarona have all seven categories. We
used the standard train-test split from the SANAD dataset, but 10% of the training dataset was allocated
randomly for validation purposes. This internal validation split was used just to check how the model
was performing during training and for triggering the Early Stopping mechanism. Thus, during all stages
of training and hyper-parameter tuning, the official test set was solely unseen, so that at the end of testing
the final evaluation was entirely unbiased.

Table 1. A balanced sub-set of SANAD articles and category counts per dataset.

Source Categories | Training | Testing | Total | Per Category
alarabiya.net 5 16,650 | 1,850 | 18,500 3,700
alkhalegj.ae 7 40,950 | 4,550 | 45,500 6,500
akhbarona.com 7 42,210 | 4,690 [ 46,900 6,700

3.2 Data Pre-processing

The text data contains noise, such as punctuation, numbers, non-Arabic scripts and diacritics, known as
Tashkeel, which can negatively impact the performance of the model. Before feeding the text data into
the model, a thorough and carefully tailored pre-processing plan for Arabic language is used. The major
steps, which are explained in detail, are as follows:

o Normalization: Due to the fact that digital texts feature orthographic inconsistencies, a very
indepth normalization is carried out. It is a crucial step, especially when the model is going to
depend mainly on the semantics rather than the spelling. Among other things, this means
removing all Tashkeel and Tatweel (character elongation) and unifying different forms of the
Hamza ()<\<) to one form (!). Moreover, 'Ta marbuta' (s) is converted into 'Ha' (s) and 'Alef
maksura' () is converted into "Ya' ().

¢ Noise Removal: Repetitive and non-informative pieces are taken out of the text. This means to
remove all punctuation marks, numerical digits and any Latin characters.

e Tokenization: The text after it is cleaned is broken down into single words using the Farasa
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package, which is adjusted and optimized for Arabic text.

e Stop-word Removal: Concentrating on the functionality only, typical Arabic stop words, such
as (e.g., s, 4, =), which hardly provide any semantic value for classification, are removed
using a pre-defined list from NLTK's Arabic corpus.

Such a strict and detailed pre-processing is our assurance that the data fed into our model network is
cleansed, standardized and oriented towards semantically meaningful content.

3.3 Hybrid Model Architecture

Our proposed model is an end-to-end DL model designed to recognize intricate linguistic patterns. It
combines the contextual capabilities of the transformer model, the sequential capabilities of the recurrent
neural network and the hierarchical feature detection of the capsule network. Figure 1 illustrates the end-
to-end architecture of ABPC-Net. The model processes input text through four sequential stages: (1)
contextual embedding via frozen AraBERT, (2) sequential re-encoding via BiLSTM, (3) parallel multi-
scale feature extraction via three independent CNN-Capsule branches with kernel sizes of 2,3 and 4
and (4) feature fusion and classification via concatenation and margin loss.

3.3.1 Transformer-based Embedding Layer

Our model builds upon the pre-trained Arabic transformer aubmindlab/bert-base-arabertv2 [21], which
is a well-performing BERT model trained on an extensive dataset of Arabic text. Pre-processed text is
tokenized with AutoTokenizer to obtain input_ids and attention_mask. The AraBERT encoder is kept
fully frozen throughout all training stages (trainable = False), serving as a static contextual feature
extractor. This design choice is justified on two complementary grounds. First, freezing the transformer
prevents catastrophic forgetting of the broad linguistic knowledge encoded during pre-training on ~
77 GB of Arabic text, which would otherwise be at risk when fine-tuned on the comparatively smaller
SANAD corpus ( ~ 100 K samples) [21]. Second, a frozen encoder provides a controlled experimental
setting in which the contribution of the proposed downstream architecture, BiLSTM, parallel CNNs and
Capsule projection, can be evaluated independently of the transformer representations, yielding a
cleaner and more interpretable ablation framework. The empirical validation of this design choice is
presented in Section 4.

3.3.2 Bidirectional LSTM Layer

After AraBERT generates contextualized embeddings, these sequences are fed into a recurrent neural
network architecture that aims to capture longer-range dependencies as well as sequential constructs.
Specifically, the full per-token output sequence of AraBERT, of shape (batch_size x 256 x 768 ),
corresponding to the last hidden states of all 256 input tokens, is passed directly into the BiLSTM
without any prior pooling, CLS token extraction or dimensionality reduction. This design preserves the
complete positional and contextual information across all token positions, enabling the BiLSTM to
model sequential dependencies that would otherwise be lost under aggregation. Long Short-Term
Memory (LSTM) units are a kind of Recurrent Neural Network (RNN) set specifically for solving the
vanishing gradient of typical RNNs. The LSTM units can learn a certain internal state at the cell level
and through different gates (input, forget and output) is able to select to retain or forget content for a
long amount of time. Because of their ability to store and retrieve information for arbitrary durations
through gating mechanisms, LSTMs are well-suited for tasks involving sequential data, especially when
temporal dynamics need to be modeled. We employ a BiLSTM in our model. This architecture enhances
the standard LSTM by processing the input sequence in both forward and backward directions [22]. The
outputs in both directions are combined, so that each word is more enriched than the words above it in
light of both the preceding and following context.

3.3.3 Parallel Convolutional and Capsule Layers

The core innovation of our model lies in the parallel feature-extraction component, which is designed
to effectively capture the different levels of textual features present in the input data. The sequence of
hidden states generated by the BiLSTM layer is fed in parallel to the three parallel convolutional blocks
for the feature-extraction process. Each convolutional block operates independently: the BiLSTM output
is fed in parallel to three Conv1D layers (kernel sizes 2, 3 and 4), each followed by its own Global Max
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Pooling layer and a dedicated Capsule projection layer. The three resulting capsule tensors - each of
shape (N x D) where N is the number of target classes and D = 16 is the capsule dimension - are
subsequently concatenated along the last axis, yielding a combined representation of shape ( N x 3D ).
This design ensures that bigram, trigram and quadrigram features contribute distinct vector
representations to the final classification, rather than being merged prior to capsule projection. Each
block consists of the following components:

e 1D Convolutional Layer (ConvlD): A Conv1D layer with kernel sizes of 2, 3 and 4 for the three
respective parallel blocks [23] operates as an n-gram detector. It slides a filter over the sequence
to identify various local patterns and features, such as adjacent word pairs (bigrams), trigrams
and quadrigrams. The use of different kernel sizes allows for the extraction of features at
multiple granularities.

e Global Max Pooling Layer: Following the Conv1D operation, the Global Max Pooling operation
is applied to the output of the Conv1D layer. This layer aggregates the strongest feature present
in the entire sequence, obtained by any filter used in the ConvlD operation, to capture the
strongest local indicator for the particular feature. This layer represents a dimensionality-
reduction operation, capturing the strongest n-gram features, which are then represented by the
capsule layers in the form of vector representations for modeling the class-specific properties.

e Lightweight Vector-based Projection Head (Capsule-inspired): To increase representational
expressiveness beyond standard scalar classification heads, we introduce a lightweight vector-
based projection head inspired by capsule network principles [24]. We wish to be precise: this
component is not a canonical capsule network, it involves no dynamic routing, no agreement
mechanism and no part-whole relationship modeling in the sense of Sabour et al. [24]. Rather,
it performs a deterministic learned linear projection of pooled CNN features into structured N x
D vector representations, followed by a squashing non-linearity that bounds vector magnitudes
while preserving directional information. The key distinction from a standard Dense
classification head is that this projection produces multi-dimensional class-specific vectors
rather than scalar logits, enabling vector-length-based class activation that preserves richer
feature structure across the three parallel CNN branches.

Formally, given an input feature vector x € R¢, the capsule layer performs a learned linear projection
defined as:

Ug,y = XW €Y)

where W € R%*(V'D) denotes the trainable weight matrix, N represents the number of capsules
corresponding to the number of target classes and D defines the dimensionality of each capsule. The
resulting projection ug,, is subsequently reshaped into structured capsule vectors:

U = reshape(ug,;, (N, D)) (2)

To preserve vector magnitudes while maintaining directional information, a squashing nonlinearity is
applied such that capsule lengths are bounded and interpretable:

1012 U;

Vv, =
L+ O e

where U; and V; denote the i-th capsule before and after squashing, respectively. This non-linearity
allows vector lengths to encode the strength of class activation while preserving multi-dimensional
semantic information in vector orientations. Compared to conventional softmax classifiers that compress
representations into scalar probability values, capsule vectors retain richer feature structures by
maintaining multi-dimensional embeddings. This property enables the model to preserve semantic
associations discovered during feature extraction, particularly when integrating outputs obtained from
multi-scale convolutional branches. Furthermore, the deterministic projection mechanism eliminates the
instability and computational overhead associated with routing iterations, resulting in more stable
gradient behavior and reduced training cost. Final class predictions are derived from capsule vector
lengths, y; = ||V;]|, which aligns with capsule network principles and provides an interpretable vector-
length-based decision mechanism. When BiLSTM precedes the CNN-Capsule pipeline, the hidden
states, it produces encode directional and contextual dependencies across all token positions; even after

(3)
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CNN and Global Max Pooling, the resulting vector retains structured inter-feature relationships that the
capsule projection can meaningfully encode into vector-length-based class activations - a representation
that is particularly suited to Arabic-text classification, where overlapping feature distributions across
semantically similar categories (e.g., Politics vs. Finance, Tech vs. Finance) benefit from multi-
dimensional encoding rather than scalar logit compression. In contrast, without BiLSTM, Global Max
Pooling reduces the CNN output to a bag of independently selected scalar activations, discarding all
sequential and relational structures. The capsule layer therefore functions as a relational feature-fusion
mechanism the effectiveness of which is conditioned on the structural richness of its input.

The decision to maintain strict branch independence prior to capsule projection is grounded in three
principled considerations. First, each kernel size (2, 3, 4) is designed to capture a structurally distinct
linguistic granularity: bigrams can capture short morphological clitic combinations, trigrams can capture
stem-affix patterns and short collocations and quadrigrams can capture longer phrasal units. Allowing
cross-branch interaction prior to capsule projection would force the network to learn a single shared
representation across these granularities, weakening the inductive bias that motivates the multi-scale
design. Second, the capsule projection encodes directional information among feature dimensions
through the learned weight matrix W; training this matrix on a structurally homogeneous within-branch
input yields coherent within-granularity directional patterns, whereas mixing kernel sizes prior to
projection forces the matrix to encode incompatible directional patterns simultaneously, weakening the
relational signal that vector-based capsule representations are designed to preserve. Third, strict branch
independence prior to fusion is the standard design pattern in multi-channel CNN architectures for text
classification originating with Kim [23] and adopted in subsequent multi-scale text classifiers; our
design extends this convention by inserting an independent capsule projection per branch before
concatenation. The capsule-projection procedure is summarized in Algorithm 1.

Algorithm 1: Capsule-inspired Vector Projection

Input: Feature vector x € R¢ obtained from Global Max Pooling
Data: Learned projection matrix W € R#*(VxD)

Output: Squashed capsule matrix V € RV*P

/I Step 1: Linear projection to capsule space

Upqe = XW

/I Step 2: Structural reshaping into N class capsules

U = reshape(usq, (N, D))

/I Step 3: Non-linear capsule squashing

fori < 1to N do

s; = |1Ug]|? /I Squared norm of the i capsule
__si _U . .
V; = e T /I Stable squashing function
end
return V

3.4 Classification Layer

Following the parallel feature-extraction pipeline, the three branch-specific capsule tensors, each of
shape (N x D), where N is the number of target classes and D = 16 is the capsule dimension, are
concatenated along the capsule-dimension axis to form a unified representation of shape (N x 3D ). To
prevent overfitting, this concatenated tensor is passed through a Dropout layer with a rate of 0.3 applied
along the feature axis. The actual fusion across kernel sizes is performed by a Lambda layer that
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computes the Euclidean L,-norm along the capsule-dimension axis, reducing the ( N x 3D ) tensor to
an N-dimensional class-activation vector. This norm operation aggregates the squared contributions of
all 3D dimensions per class, treating the bigram, trigram and quadrigram capsule sub-vectors as additive
evidence sources that jointly determine each class's activation magnitude. The resulting class-activation
vector is supplied directly to the margin-loss function (with m* = 0.9,m~ = 0.1 and = 0.5 ), which
trains the network, so that the correct-class capsule norm exceeds m*while incorrect-class norms remain
below m™. At inference time, the predicted class is determined by arg max over the N capsule norms.
The Euclidean norm provides a parameter-free, magnitude-preserving fusion that respects the vector-
based semantics of capsule representations and aligns directly with the margin-loss framework.

3.5 Experimental and Hyper-parameter Settings

We performed all the experiments utilizing the TensorFlow and Keras DL frameworks in a Google
Colab environment powered by an NVIDIA GPU. For the text analysis, we used the pre-trained Bert-
Basearabertv 2 model. To allow efficient computation and use pre-learned linguistic features, we froze
the BERT layers and used them as a static feature extractor. The input sequences were tokenized and
padded to a maximum length of 256 tokens. The architecture of the ABPC-Net model consists of a
Bidirectional LSTM (BiLSTM) layer with 128 units, followed by three parallel 1D-Convolutional
layers. These layers utilize kernel sizes of 2, 3 and 4, respectively, with each employing 64 filters to
effectively capture multi-scale n-gram features. A series of parallel Capsule layers was configured, each
with a vector dimension of 16, ensuring consistent representational capacity across all feature-extraction
branches. For model optimization, the Adam optimizer was employed with a learning rate of 0.001.

To improve class separability, we used a customized margin-loss function (with m* = 0.9,m™ = 0.1,
A = 0.5). Specifically, this loss function penalizes class capsules with low magnitudes for the correct
class or large magnitudes for incorrect classes, pushing the model to learn more discriminative and
distinct feature boundaries. The training process was limited to a maximum of 10 epochs with a batch
size of 32. To prevent overfitting, an Early Stopping mechanism was implemented with a patience of 3
epochs, monitoring validation accuracy. Detailed hyper-parameter values for the experimental
evaluation are summarized in Table 2.

Table 2. Hyper-parameters used in the ABPC-Net model.

Hyper-parameter Value
Transformer AraBERT v2
AraBERT Encoder Trainable = False
Max Sequence Length | 256

Batch Size 32
Epochs 10
Optimizer Adam
Learning Rate 0.001
BiLSTM Units 128
CNN Filters 64

CNN Kernel Sizes 2,3,4
Capsule Dimension 16

Loss Function Margin Loss

To ensure statistical reliability, all experiments involving ABPC-Net and the fine-tuned baseline models
were repeated over five independent runs with different random seeds. Results are reported as mean
accuracy + standard deviation. The five random seeds used for the independent runs are 42, 123, 456,
789 and 2024. From a computational perspective, ABPC-Net comprises approximately 136 M total
parameters, of which only ~ 1.09M are trainable, while the remaining ~ 135M correspond to the frozen
AraBERT encoder. This design substantially reduces the trainable parameter budget relative to full fine-
tuning approaches. The frozen AraBERT encoder occupies approximately 540 MB of GPU memory,
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which constrains achievable batch sizes on consumer GPUs. Inference under GPU batched conditions
averages 1.97 ms per sample, which is suitable for asynchronous applications, such as news
categorization, content moderation and information retrieval. Under CPU inference, however, latency
rises substantially, which may limit applicability for synchronous real-time pipelines requiring sub-10
ms response. Scaling ABPC-Net to larger workloads or stricter latency budgets would benefit from
model distillation, quantization or substitution of the BiLSTM with a lighter temporal convolutional
network.

4, RESULTS AND DISCUSSION

The ABPC-Net model was trained and evaluated using Akhbarona, AlArabiya, AlKhaleej and SANAD
datasets. Model performance was evaluated using Accuracy, Precision, Recall and F1-score [25]. Figure
2 illustrates the training and validation behavior of ABPC-Net across all datasets. A consistent gap
between training and validation accuracy is observed, particularly on SANAD and Akhbarona.
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Figure 2. Training and validation performance across AlArabiya, AlKhaleej, Akhbarona and SANAD
datasets. Note: Curves correspond to a single run of ABPC-Net.
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This behavior is primarily attributable to two architectural factors rather than systematic overfitting: the
Dropout layer (rate = 0.3) is active during training, but disabled during validation and the margin-loss
function enforces stricter class boundary constraints during training (requiring capsule activations > 0.9
for correct classes and < 0.1 for incorrect classes) than are reflected in standard validation accuracy.
Validation accuracy remained stable across epochs and the Early Stopping mechanism (patience = 3)
restored the best-performing weights. The five-run statistical analysis further confirms the stability of
validation performance ( < 0.12% across all datasets). We compared ABPC-Net against four baseline
configurations: frozen MARBERT, frozen AraBERT, MARBERT Full FT and AraBERT Full FT, each
using a Dense classification head. All experiments involving ABPC-Net and the fine-tuned baselines
were repeated over five independent runs using identical random seeds and experimental settings.
Results are reported as mean + standard deviation and paired-sample t -tests on the per-run accuracies
confirmed that ABPC-Net's improvements are statistically significant (p < 0.001 ) on every evaluated
dataset. Table 3 summarizes the comparative results under identical pre-processing, dataset splits and
hardware conditions for directly re-implemented baselines (frozen MARBERT, frozen AraBERT,
MARBERT Full FT, AraBERT Full FT).

Table 3. A comparative analysis of accuracy between ABPC-Net model and baseline models.

Methods AlArabiya AlKhalegj Akhbarona SANAD
MARBERT (frozen) | 95.63 £ 0.13 |95.78+0.09 |[91.15+0.11 | 90.60 £ 0.05
AraBERT (frozen) 96.79+£0.09 |9594+0.10 |91.744+0.12 | 94.20 + 0.06
MARBERT Full FT | 95.98 + 0.24 | 94.60 £ 0.10 |90.23 +0.11 | 92.19 £ 0.04
AraBERT Full FT 9752+ 0.06 |96.72+0.10 |93.4940.13 | 94.71 + 0.05
ABPC-Net (ours) 99.14+0.10 | 98.40+0.10 | 95.59+ 0.12 | 97.00 + 0.04

*All values are reported in percentages (%).
**The bold values indicate the high-accuracy performance achieved in each comparison.

On the aggregated SANAD dataset, ABPC-Net achieves 97.00 + 0.04%, surpassing the strongest fine-
tuned baseline, AraBERT Full FT (94.71 + 0.05% ), by a margin of 2.29% and outperforming frozen
AraBERT ( 94.20 + 0.06% ) by 2.80%. The consistently low standard deviation of ABPC-Net (<
0.04% on SANAD) underscores the reproducibility of the proposed architecture. A similar pattern is
observed across all individual sub-sets;: ABPC-Net achieves 99.14 + 0.10% on AlArabiya, 98.40 +
0.10% on AlKhaleej and 95.59 + 0.12% on Akhbarona, outperforming all baseline configurations in
each case.

A particularly noteworthy finding is that ABPC-Net with a frozen AraBERT encoder consistently
outperforms AraBERT Full Fine-tuned, which updates all 135 M transformer parameters with a simple
Dense classification head, by margins of 2.29%, 1.62%, 2.10% and 1.68% on SANAD, AlArabiya,
Akhbarona and AlKhaleej, respectively. This result indicates that the performance gains of ABPC-Net
are attributable to its structured downstream architecture, comprising BiLSTM sequential re-encoding,
parallel multi-scale CNNs and a Capsule-inspired vector projection head, rather than to transformer fine-
tuning. This empirical evidence further supports the frozen encoder design choice introduced in Sub-
section 3.3.1, indicating that the structured downstream architecture compensates for what full fine-
tuning achieves with a simple classification head. Furthermore, MARBERT Full FT (92.19 + 0.04%
on SANAD) underperforms even frozen AraBERT (94.20 + 0.06%), confirming that full fine-tuning
of a larger transformer does not guarantee superior performance when the classification head lacks
structural depth.

The class-wise performance metrics are detailed in Table 4, corresponding to a representative run
selected based on its proximity to the mean accuracy across five independent runs. High precision and
recall values across all categories confirm that the model maintains strong per-class discriminability,
with particularly robust performance on Sports and Religion categories (= 98% F1-score across all
datasets) and greater variability in semantically overlapping categories, such as Politics and Finance, as
further analyzed in Sub-section 4.4.
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Table 4. Classification metrics for SANAD, AlArabiya, AlKhaleej and Akhbarona datasets.

Dataset Class Precision | Recall | F1-score
Finance |99.18 98.11 |98.64
Medicine | 99.19 99.73 199.46
AlArabiya |Politics |100 99.73 [99.86
Sports | 99.19 99.73 199.46
Tech 98.64 98.38 198.51
Culture [98.13 96.77 |97.44
Finance |99.22 98.00 |98.61
Medicine | 98.17 99.08 |98.62
AlKhaleej |Politics |98.62 99.08 |98.85
Religion |97.41 98.46 (97.93
Sports [ 99.69 99.69 (99.69
Tech 98.45 97.85 [98.15
Culture [94.29 96.12 |95.20
Finance |91.78 93.28 |92.52
Medicine | 95.38 98.66 |96.99
Akhbarona [ Politics |93.91 89.70 |91.76
Religion |98.65 98.51 (98.58
Sports 99.55 98.21 |98.87
Tech 97.99 94.63 |96.28
Culture [95.82 95.61 |95.71
Finance |94.70 96.15 (95.42
Medicine | 97.60 98.82 198.21
SANAD Politics |97.79 94.14 [95.93
Religion |96.64 97.95 197.29
Sports 99.52 99.05 199.29
Tech 97.34 97.28 |197.31

4.1 Ablation Analysis

An ablation study was performed by systematically removing some components to assess the efficacy
of the proposed architecture. In the follow-up, we review and critically compare model setting and model
performance data with the goal of separating the impact of BiLSTM, CNN and Capsule Network layers.
Table 5 summarizes the ablation study considering the influence of different components of the model
on performance over datasets. The models are:

e AraBERT (Baseline): This is also used as the baseline of our method. The system established a
benchmark accuracy of 94.19% on the aggregated dataset; it received scores of 91.75%, 96.81%
and 95.91% on the Akhbarona, AlArabiya and AlKhaleej sub-sets, respectively. All subsequent
models are evaluated against this performance.

e AraBERT + BIiLSTM: The addition of a BiLSTM layer yielded significant improvements across the
board. On the SANAD, the accuracy increased by 1.45% to 95.64%. The most substantial impact
was observed on the Akhbarona sub-set, where performance climbed by 2.88% from 91.75% to
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94.63%. This confirms the value of modeling sequential context, especially for more complex
datasets.

AraBERT + CNN: Augmenting the baseline with CNN layers resulted in the most significant
performance gain from a single component. It increased the SANAD score by 2.14% to 96.33%.
Notably, its performance on AlArabiya (98.70%) and AlKhaleej (98.00%) demonstrates the strength
of CNNSs in extracting highly informative local features.

AraBERT + CNN + Capsule: The model that incorporates the AraBERT model with CNN and then
adds the Capsule layer achieved an accuracy of 95.93% on the aggregated dataset. What is
interesting to note is that this model achieved an accuracy that was 0.40 percentage points lower
than the AraBERT-CNN model. This result reveals an important architectural insight: the capsule-
projection layer is a relational feature-fusion mechanism the effectiveness of which is conditioned
on the structural richness of its input. Without BiLSTM, Global Max Pooling reduces the CNN
output to a bag of independently selected scalar activations, discarding all sequential and relational
structures; projecting such a wvector through a capsule layer cannot recover this discarded
information and the additional parameters introduce optimization noise that marginally degrades
performance. In contrast, when BiLSTM is present in the full ABPC-Net pipeline, the capsule layer
receives structurally richer input and its contribution becomes clearly positive: ABPC-Net (97.02%)
outperforms AraBERT + BiLSTM + CNN ( 95.89% ) by 1.13% on SANAD, confirming that the
capsule projection effectively encodes relational feature structure when provided with sufficiently
rich sequential input.

AraBERT + BiLSTM + CNN: This model was a direct integration of components in our analysis.
It reported 95.89% accuracy on the SANAD dataset. This, importantly, is 0.44% less than that
achieved by the AraBERT + CNN model. The same performance degradation was observed in other
sets, such as AlArabiya (0.75% drop) and AlKhaleej (0.42% drop). This is the quantitative evidence
that the naive combination of these layers is non-optimal and doesn't properly harmonize the features
being extracted.

ABPC-Net: Finally, in this part, our proposed architecture alleviated degradation observed in the
previous two architectures. In the case of the SANAD dataset, an accuracy of 97.02% was obtained
by a cleverly-integrated parallel feature output from the BiLSTM and the CNN layers via the
Capsule Network. It indicates 0.69% improvement over the best single-component model and
1.09% over the AraBERT + CNN + Capsule model. This model displayed the best performance in
all the individual sub-sets.

Table 5. Ablation analysis on AlArabiya, AlKhaleej, Akhbarona and SANAD datasets.

Methods AlArabiya | AlKhaleej | Akhbarona | SANAD
AraBERT 96.81 95.91 91.75 94.19
AraBERT + BiLSTM 98.00 96.88 94.63 95.64
AraBERT + CNN 98.70 98.00 95.14 96.33
AraBERT + CNN + Capsule | 98.32 97.41 95.01 95.93
AraBERT + BiLSTM + CNN | 97.95 97.58 94.88 95.89
ABPC-Net 99.14 98.42 95.59 97.02

In summary, this numerical analysis confirms that while BILSTM and CNN operate effectively as
feature-extraction components, their successful integration depends on the architectural context in which
they are combined. In particular, the capsule-inspired projection is not simply an additional component,
but acts as a fusion mechanism that enables structured integration of parallel feature streams. The
comparison between AraBERT + BiLSTM + CNN ( 95.89% ) and ABPC-Net ( 97.02% ) provides an
estimate of the effect of introducing a vector-based projection head between feature aggregation and
classification. The observed improvement of approximately 1.13% on SANAD, along with consistent
gains across sub-sets, indicates a representational benefit over scalar classification in this specific
architectural setting. Furthermore, the vector-length-based decision mechanism provides an
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interpretable class-activation signal, which may be beneficial in scenarios where feature boundaries are
ambiguous. This result highlights that the effectiveness of the capsule-inspired projection is conditional
rather than universal. Specifically, its performance gain emerges only when the input representation
preserves sequential structure, as provided by the BiLSTM layer. This finding suggests that capsule-
inspired mechanisms are more appropriately viewed as relational fusion operators than as standalone
classifiers, particularly in Arabic-text classification settings.

4.2 Comparison with Recent Published Methods

The performance advantages of ABPC-Net over recent transformer-based models are attributable not to
the transformer backbone itself, which is identical to the AraBERT baseline, but to the structured
downstream architecture that better exploits the high-dimensional representations produced by the
frozen encoder. To contextualize the performance of ABPC-Net against published Arabic-text
classification methods, we present a comparison with a set of recent models on SANAD, AlArabiya,
AlKhaleej and Akhbarona datasets in Table 6. We emphasize at the outset that the results in Table 6 for
competing methods are reproduced directly from their respective original publications and were not re-
implemented by the authors under identical experimental conditions. Although the standard SANAD
train/test split is widely adopted across these works, the external results may still differ in pre-processing
pipelines, validation protocols, hyper-parameter tuning, framework implementations, hardware
environments and in single-run versus multi-run reporting. On AlKhaleej sub-set, ABPC-Net reaches
an accuracy of 98.40 + 0.10%, which compares favorably to the published results of CNN with
character-level model [14] (98.00% ) and Tasneef [11] ( 97.49% ). This result reflects the effectiveness
of the hybrid architecture in classifying articles from this news source, with consistent gains over CNN
and character-level feature-extraction approaches. Furthermore, a recently proposed model integrating
Graph Convolutional Networks (GCNs) with AraBERT embeddings [26] achieves 97.25% on
AlKhalegj, representing a qualitatively different architectural direction from sequence-based methods.
ABPC-Net shows a margin of 1.15% relative to this graph-based model (98.40% vs. 97.25%).

Table 6. Accuracy comparison of the ABPC-Net model against SOTA methods.

Methods AlArabiya AlKhalegj Akhbarona SANAD
BiGRU [5] 97.41 96.46 92.23 94.83
Attention-GRU [5] 96 96.66 92.95 94.98
CGRU [5] 97.19 96.86 94 95.71
ArCAR [10] - 97.47 - -

CNN with character level [16] | - 98 - -
Transformer-CNN [27] 97.19 96.55 92.14 94.29
Tasneef [11] 98.43 97.49 95.43 -
TCAODL-ANA [28] - - - 95.48
Inception-CNN + LSTM [4] |82 96 92 92
GCN+AraBERT [26] - 97.25 - -
ABPC-Net 99.14+0.10(98.40 + 0.10]95.59 + 0.12|97.00 + 0.04

*All values are reported in percentages (%).

**The bold values indicate the high-accuracy performance achieved in each comparison.

*** Results for external models are sourced from original publications and may reflect different pre-processing pipelines,
train/test splits or hardware environments.

For AlArabiya dataset, our model achieves strong performance in classification with an accuracy of
99.14%. That's 0.71% better than Tasneef's [11] previous best result (98.43%). Thus, this indicates a
level of accuracy; it demonstrates that the ABPC-Net method has learned the linguistic structures of
AlArabiya dataset, indicating that contextual-local-hierarchical feature combinations have proven
effective. On the more challenging Akhbarona sub-set, ABPC-Net achieves an accuracy of 95.59 +
0.12%, which compares favorably to the published results of Tasneef [11] (95.43%), CGRU [5]
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(94.00%) and Transformer-CNN [27] (92.14% ). The consistency of these numerical advantages across
multiple comparison points suggests that the architecture handles Akhbarona's linguistic variability
effectively. Finally, on the aggregated SANAD corpus, ABPC-Net achieves an accuracy of 97.00 +
0.04%, which compares favorably to the published results of CGRU [5] (95.71%) and TCAODL-ANA
[28] (95.48%), showing a margin of approximately 1.31% relative to the closest competing entry in this
comparison. Taken together, these results position ABPC-Net as a strong-performing approach for
Arabic news classification on the SANAD benchmark, though generalization to other datasets and
domains warrants further investigation.

4.3 Intra-domain Transferability and Few-shot Adaptation

To assess the intra-domain transferability of ABPC-Net beyond the SANAD benchmark, we
conducted a two-phase cross-dataset evaluation using BBC Arabic and CNN Arabic [29], two widely-
used Arabic news corpora that, while distinct from SANAD in source, writing style and category
structure, remain within the news domain. Accordingly, the experiments in this section evaluate
robustness to source-level distribution shift.

Phase 1: Zero-shot Cross-dataset Evaluation

The ABPC-Net model trained exclusively on SANAD was evaluated directly on BBC Arabic (7
categories) and CNN Arabic (6 categories) without any additional training. Since both datasets do not
contain the Medical and Religion categories present in SANAD, a systematic category mapping
was applied to align label spaces across datasets. Specifically, BBC Arabic categories were mapped as
follows: Jwe! 5 sLaiil— Finance, Al — and Politics. CNN Arabic categories were mapped as follows:
business — Finance, b sl 5S35 o sle — Tech, 4, — Sports, <le sie and —asaall (= e— Culture, ksl
Al and L Y1 380 sl — Politics. It is worth noting that the merging of world and middle_east into
asingle Politics class, as well as <le s and —assall = e into Culture, introduces label-space asymmetry
that partially accounts for the performance variation observed across categories in the zero-shot
evaluation. The category mapping applied above introduces three sources of bias that should be
considered when interpreting the zero-shot results. First, merging multiple BBC and CNN categories
into single SANAD classes creates merged classes that are broader than their SANAD counterparts,
which may affect per-class metrics. Second, the merged classes are semantically broader than the
original SANAD definitions, which may shift accuracy in either direction depending on alignment with
the model's learned class boundaries. Third, both BBC Arabic and CNN Arabic lack the Medical and
Religion categories present in SANAD, producing labelspace asymmetry that the zero-shot evaluation
cannot fully resolve. Consequently, the reported zero-shot accuracies should be interpreted as they are
partially confounded by these label-mapping effects.

Under zero-shot conditions, ABPC-Net achieved 60.76% on BBC Arabic and 75.33% on CNN Arabic.
These results reflect the combined effect of source-level distribution shift between news outlets and the
label-mapping bias described above. The substantial gap relative to in-domain SANAD performance
should therefore be attributed to both factors and the absolute zero-shot values should not be treated as
direct measures of cross-source generalization. Importantly, categories with universal linguistic patterns
transferred well, Sports achieved 96.99% F1 on CNN Arabic and Politics achieved 83.50% F1, while
domain-specific categories, such as Tech (39.31% F1)s showed greater sensitivity to cross-source
variation, a finding consistent with cross-domain transfer literature in Arabic NLP. The observed
performance gap is further attributable to the absence of Medical and Religion categories in the target
datasets, which introduces systematic label-space mismatch.

Phase 2: Few-shot Domain Adaptation

To evaluate adaptability under low-resource conditions, ABPC-Net was fine-tuned using only 20% of
BBC Arabic and CNN Arabic, respectively, with the remaining 80% reserved for testing. This protocol
simulates a realistic deployment scenario where limited target-domain supervision is available.
Following adaptation with only 20% of target domain data, ABPC-Net achieved 94.36% on BBC
Arabic and 89.20% on CNN Arabic, demonstrating substantial performance recovery with minimal
additional supervision. These results confirm that the ABPC-Net architecture, with its frozen AraBERT
encoder and trainable downstream layers, is particularly well-suited for rapid domain adaptation, as only
the lightweight BiLSTM-CNN-Capsule pipeline requires updating. Notably, the few-shot adaptation
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protocol yielded a performance gain of 33.60 percentage points on BBC Arabic (from 60.76% to
94.36% ) and 13.87 percentage points on CNN Arabic (from 75.33% to 89.20% ), demonstrating that
ABPC-Net's frozen AraBERT encoder retains transferable linguistic representations while the trainable
downstream layers, BiLSTM, CNN and Capsule, adapt rapidly to the target domain distribution with
minimal supervision. Taken together, these results indicate that ABPC-Net's generalization is bounded,
but adaptable: zero-shot transfer is constrained by source-level distribution shift and label-space
asymmetry, while few-shot finetuning efficiently bridges these gaps, recovering the majority of source-
specific performance using only 20% of target-domain data.

Table 7. Cross-dataset generalization results on BBC Arabic and CNN Arabic.

Evaluation Protocol Dataset Accuracy | Training Data

Zero-shot Transfer BBC Arabic | 60.76 SANAD only

Zero-shot Transfer CNN Arabic | 75.33 SANAD only

Few-shot Adaptation | BBC Arabic | 94.36 SANAD + 20% BBC

Few-shot Adaptation [ CNN Arabic | 89.20 SANAD + 20% CNN

Independent Training | BBC Arabic | 99.37 BBC only

Independent Training [ CNN Arabic | 94.68 CNN only

*All values are reported in percentages (%).
** Independent Training results use 70%/10%/20% train/validation/test split.
*** Medical and Religion categories absent in BBC and CNN datasets.

The architecture therefore exhibits consistent intra-domain transferability across Arabic news sources
and rapid few-shot adaptability under low-resource conditions. We emphasize, however, that these
findings do not establish cross-domain generalization beyond the news genre; evaluation on dialectal
Arabic, conversational text, scientific Arabic and other non-news domains remains an important
direction for future work and is identified explicitly in the Conclusion. Table 7 summarizes the cross-
dataset generalization results.

4.4 Error Analysis

The overall result of the text-classification model performance was highly accurate and the
misclassifications were due to some semantic overlap of certain categories, as seen from the text-training
dataset. This work is based on the confusion matrix illustrated by Figure 3, which demonstrates the
proportion of correct and incorrect predictions. For AlArabiya dataset, as shown in Figure 3(a), a
clustering of mistakes appears in the Tech category, which had 2 misclassifications as Finance, 2 as
Medical and 2 as Sports, according to the confusion matrix. Similarly, the Finance category had a
misclassification of the same case as Tech, only 1. While indicating high overall accuracy, this highlights
that there is a slight overlap between the categories with similar terminology.

In AlKhaleej dataset, as shown in Figure 3(b), the confusion matrix reveals a specific focus on errors

between the Finance and Tech categories. Specifically, 8 Finance articles were misclassified as Tech,

while 4 Tech articles were classified as Finance. A clear example of this ambiguity is found in an article

stating:"

& sall agsl (50 9630 0,38 Lo o iy i) Jladip Jaw sV (3 al dilaie (8 2D W) Jlae 8 5230 1 (o 58 Liaa €3 gl
" Whiteme.net s 51y

This article was misclassified as Tech instead of Finance. The likely reason for this error is the
dominance of technical terms such as "ds;SMY) «8) sl (websites) and the specific domain name
"Whiteme.net". The model appears to have prioritized these technical features over the broader financial

"o

context established by key terms, like "a¢~" (stocks) and "< ssiul" (acquired).

An example is an article titled "4l 48Ua 455 i< o jeal ol s Ja" (discussing innovative solar-powered
charging solutions for electronic devices), which was predicted as Tech instead of Finance. The text
emphasizes technical details, such as "4l 48" (solar energy), "o~W" (charger) and "a i 4 sy
(lithium battery), which likely dominated the convolutional filters and aligned closely with Tech


http://whiteme.net/
http://whiteme.net/
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vocabulary. The model's reliance on these technology-centric n-grams overshadowed subtle financial
undertones, like market applications, leading the capsule projection mechanism to favor Tech Class.

(a) AlArabiya (b) AlKhaleej

Culture
Finance

Finance -

Medical -

Medical -

Politics - Politics -

Actual Label
Actual Label

Religion -

Sports -

Sports -

Tech -
Tech - 2 4 5 2 0 1 636

> & &
& S S
<« o & e S «® & & &° Cl

Predicted Label Predicted Label
(c) Akhbarona (d) SANAD
Culture 2 2 Culture 1262 1 4 8 26 2 7
Finance - 2 4 Finance - 8 2 %} 23
Medical - 0 5 Medical - - 3 1 7
] @
o 2
8 4
3 Politics - 1 1 3 Politics- 22 11 3 5
3 2
Y] k]
< <
Religion - 0 1 Religion - 10 4 8 2 1293 0 3
Sports - 11 0 0 X 0 658 0 Sports - 8 2 1 2 2 1
Tech - 7 3 23 2 1 0 634 Tech - 4 13 24 2 3 2
& i > & & & & & & P & & & &
& & & & & < ol & & & <& &° < ®
Predicted Label Predicted Label

Figure 3. Confusion matrices for AlArabiya (a), AlKhaleej (b), Akhbarona (c) and SANAD (d)
datasets, illustrating per-class classification performance and primary sources of misclassification.

As for Akhbarona dataset, Figure 3(c), the confusion matrix highlights prominent errors in the Politics
category, with 46 cases misclassified as Finance and 19 as Culture, indicating strong semantic overlap
between these domains. For example, an article titled: "4all 2000 (e 25k Candi ) Gl Y15 ) 5 540 30a", Was
misclassified as Finance instead of Politics. This error is attributed to the presence of strong financial
terms, like "4x) 3" (Budget) in the title, along with " JLiiwy!" (Investment) and "4l 2o (Fiscal year)
in the body text, which outweighed the political context of the ministry's activities in the model's
decision-making process.

Finally, for the aggregated SANAD dataset, Figure 3(d), the confusion matrix indicates that the
combination of data increased the complexity of the data. Among the many examples, there is a notable
focus on misclassification of Politics as Finance with 57 cases of Politics classified as Finance. This
illustrates the complexity of reconciling differing contexts when combining diverse sources. Data
integration and better generalization were achieved, but also exacerbated specific ambiguities, such as
lingering Tech and Finance exchanges.

4.5 Limitations and Dataset Bias

Although ABPC-Net achieves strong empirical performance on the evaluated benchmarks, several
important limitations should be acknowledged for accurate interpretation of the results. These
limitations relate primarily to dataset bias and to the scope of the experimental evaluation.
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First, all evaluated datasets, SANAD, BBC Arabic and CNN Arabic, consist exclusively of Modern
Standard Arabic (MSA) news text. However, Arabic encompasses a wide spectrum of dialects and
registers, including Egyptian, Levantine, Gulf and Maghrebi varieties, as well as informal written forms
commonly used in social media and conversational platforms. These variants differ substantially from
MSA in morphology, syntax and lexical usage. ABPC-Net has not been evaluated on such dialectal or
informal data and its performance in these settings remains an open question.

Second, because ABPC-Net employs a frozen AraBERT encoder, it inherits the pre-training distribution
of AraBERT, which is predominantly based on MSA corpora. As a result, the effectiveness of the
proposed downstream architecture is closely related to this representation space. Extending the approach
to dialectal Arabic would likely require the use of dialect-aware or multi-dialect pre-trained encoders.

Third, all evaluated datasets are drawn from the news domain, which tends to emphasize political,
financial and sports content while under-representing other genres, such as scientific, technical, legal
and conversational text. Consequently, the reported performance should be interpreted within the scope
of Arabic news classification rather than as a general indicator of performance across all Arabic-text
domains.

Fourth, SANAD dataset itself reflects specific editorial styles associated with Gulf and pan-Arab news
portals (AlArabiya, AlKhaleej and Akhbarona), which differ from other regional styles. This contributes
to the source-level distribution shift observed in the cross-dataset experiments reported in Sub-section
4.3.

Fifth, the observed drop in zero-shot performance between SANAD and external datasets (BBC Arabic
and CNN Arabic) further highlights the sensitivity of the model to distribution shift, even within the
news domain. While few-shot adaptation substantially improves performance under limited supervision,
these results suggest that careful adaptation remains important when transferring to new sources.

Sixth, the ablation study compares the capsule-inspired projection against a scalar baseline
(AraBERT+BILSTM + CNN with direct margin loss) but does not exhaustively compare against
alternative post-pooling mechanisms, such as deeper Dense heads, gating or branch-level attention.
Whether similar gains could be achieved using lower-complexity alternatives remains an open question.

Overall, these limitations indicate that the reported results demonstrate strong performance within the
scope of MSA Arabic news classification, while broader evaluation across dialects, domains and genres,
as well as direct comparison against simpler architectural alternatives, remains an important direction
for future work.

5. CONCLUSION

In this article, we have presented ABPC-Net as a structured downstream architectural design for
transformer-based Arabic-text classification. The contribution is primarily architectural and empirical,
supported by systematic experimental analysis. Their interaction yields non-trivial performance gains
and provides practical insights into effective downstream design - particularly regarding the conditional
effectiveness of capsule-inspired projections, which function as relational fusion operators rather than
standalone classifiers. The capsule-inspired projection contributes consistent performance
improvements when used within an appropriate architectural context, highlighting its role as a
complementary component rather than a standalone solution.

We presented a rigorous ablation analysis showing that the fusion of these aspects is a key factor to
performance. When combined, the ABPC-Net model demonstrates consistent improvements over
individual baselines and hybrid configurations under the evaluated settings on the SANAD benchmark.
Extensive evaluation yields a mean accuracy of 97.00 + 0.04% on the full SANAD dataset, with
particularly strong performance on AlArabiya (99.14 + 0.10%), though these results should be
interpreted within the scope of the tested datasets and experimental conditions. Furthermore, cross-
dataset evaluation on BBC Arabic and CNN Arabic provides evidence of consistent intra-domain
transferability across Arabic news sources and of rapid few-shot adaptability under low-resource
conditions.

However, in spite of these encouraging findings, there were some limitations and drawbacks in our
study. One such difficulty is the computational complexity induced by the hybrid structure, hierarchical
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feature representation enabled by the capsule-inspired vector encoding mechanism, which delays the
training of the model. On closer inspection, misclassification patterns persisted between closely related
categories, such as Politics and Finance, indicating that contextual overlap remains challenging even for
sophisticated architectures. Several limitations of the current work warrant acknowledgment. First,
SANAD comprises exclusively Modern Standard Arabic news articles drawn from three specific portals,
introducing source-specific stylistic and topical biases that may limit generalization to other domains or
writing styles. The cross-dataset evaluation on BBC Arabic and CNN Arabic (Sub-section 4.3) provides
empirical evidence of this constraint, where zero-shot transfer performance reflects the domain shift
between the training distribution and unseen target sources. Second, as AraBERT is pre-trained
predominantly on MSA corpora, ABPC-Net inherits an inherent limitation in handling dialectal Arabic
variants, including Egyptian, Levantine and Gulf dialects, which differ substantially from MSA in
morphology, vocabulary and syntactic structure. Extending the architecture to dialectal Arabic through
dialect-aware pre-trained encoders or multi-dialect training data remains an important direction for
future work.

In the future, we want to investigate the model compression based on knowledge distillation or
guantization methods, thereby aiming to reduce computation demand and inference time without
decreasing accuracy and making the model more practical in actual applications. In order to mitigate
this issue of semantic overlap, we intend to explore more complex types of data augmentation, such as
back-translation or contextual word replacement, to generate more diverse training samples to solve the
problem of class pairs. Additionally, we extend the architecture to support dialectal Arabic variations
(e.g., Egyptian, Levantine) and apply XAl methods (explainable Al) to visualize the routing decision of
the Capsule Network, so that we might achieve greater transparency and wider impact on Arabic NLP
tasks. A promising direction for future work is replacing the BILSTM layer with a lighter temporal
convolutional network (TCN) for sequence modeling, which may achieve similar representational
capacity with lower computational cost. This would further explore the trade-off between sequential-
modeling effectiveness and efficiency in transformer-based hybrid architectures.
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ABSTRACT

The proliferation of interconnected network infrastructures and 10T devices has significantly expanded the cyber -
attack surface, requiring efficient Machine Learning-based Intrusion Detection Systems (IDSs). Although
reference datasets like UNSW-NB15 exist, their official features impose limitations regarding flexibility and class
imbalance. This study evaluates the impact of a custom data representation by constructing a new dataset from
the original UNSW-NB15 PCAP files. We implemented a workflow to label packets, group unidirectional flows
and extract a reduced set of 21 features, comparing this representation with the official 49-feature UNSW-NB15
set using different ML architectures in binary and multi-class classification tasks. Results indicate that the custom
dataset achieves competitive performance despite a significant reduction in file size and the number of features.
Notably, the custom representation effectively balances detection accuracy with computational efficiency, offering
a viable strategy for environments with strict operational constraints, such as edge nodes or 10T gateways.

KEYWORDS

Intrusion detection systems (IDSs), Network traffic classification, UNSW-NB15, Machine learning, Network
security.

1. INTRODUCTION

In the current digital era, the proliferation of connected devices has reached unprecedented levels.
Industry reports project that the number of Internet of Things (loT) devices will exceed 30 billion by
2030, generating a massive volume of data at the network edge [1]. This hyper-connectivity, however,
has significantly expanded the attack surface, with global cybercrime costs estimated to reach $10.5
trillion annually by 2025 [2]. In this scenario, traditional signature-based security mechanisms are
insufficient to handle the volume and sophistication of modern threats, making Intrusion Detection
Systems (IDSs) based on Machine Learning (ML) indispensable tools for automating the identification
of anomalous traffic.

However, the effectiveness of these ML-based systems largely depends not only on the algorithms used,
but fundamentally on the quality of the data and the design of the features representing network traffic.
While deep-learning models have shown high detection rates, their deployment in limited-resource
environments, such as loT gateways, is often hindered by the high computational cost associated with
processing high-dimensional data. Consequently, optimizing the data representation stage is critical to
achieving a balance between detection accuracy and operational efficiency.

Among contemporary datasets, UNSW-NB15 for enterprise network traffic has become a reference for
the evaluation of detection methods, since it combines real traffic with multiple families of up-to-date
attacks and provides CSV files with 49 attributes derived from PCAP captures. Nevertheless, the direct
use of these official CSV files imposes certain constraints: on the one hand, it restricts the flexibility to
implement custom packet grouping strategies; on the other, it inherits class imbalance and pre-
processing decisions that shape the behavior of the models. Consequently, it remains an open question
to what degree it is possible to redesign the representation of traffic without sacrificing performance,
while at the same time reducing data size and the computational cost of training.

In this context, this study investigates how different choices in the representation and structuring of
traffic data affect IDS performance. Using UNSW-NB15 as a case study, we construct an alternative
packet-grouping strategy, reduce feature sub-sets and compare them against the original configuration
in order to characterize their impact on detection performance and their suitability under environments

A. E. V. Olmos (Corresponding Author) and E. P. G. Pinto are with Universidad Militar Nueva Granada, Bogota, Colombia. Emails:
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with strict operational constraints, such as edge nodes or IoT gateways.

This paper is organized as follows: Section 2 reviews the state of the art regarding IDSs and feature-
engineering techniques. Section 3 describes the UNSW-NB15 dataset and its statistical distribution.
Section 4 details the methodology, including the pipeline for packet labeling, traffic grouping, feature
extraction and the experimental evaluation framework. Section 5 discusses the results obtained from the
comparative analysis between the official and the reconstructed dataset. Finally, Section 6 summarizes
the main conclusions and outlines directions for future research.

2. RELATED WORK

Network exposure to attack continues to increase and evolve over time, resulting in the constant
emergence of previously unseen variants and attack methods. Consequently, a significant proportion of
the current literature evaluates its methodologies using the UNSW-NB15 dataset, which integrates real
traffic with updated malicious traffic, provides 49 attributes and covers nine contemporary families of
attacks, making it a more representative tool compared to historical datasets, such as KDD-99 [3]. On
this basis, the works are grouped into three lines: (i) classical learning with feature selection, (ii) deep
learning, often preceded by dimension reduction and (iii) deployment-oriented ensembles/hybrids.
Table 1 summarizes the key methodologies and reported performance metrics across these research
lines.

Classical learning with feature selection. First, across the following studies, researchers combine
supervised algorithms with feature selection to reduce dimensionality, mitigate overfitting and decrease
computational cost. Methodologically, these studies typically begin with exploratory and correlation
analyses that assess attribute relevance and eliminate redundancies before modeling. More et al. [4]
strengthen classical models on UNSW-NB15 by cleaning the dataset, running exploratory and
correlation analyses, estimating attribute relevance (e.g., with XGBoost) and removing redundant
variables. The authors then compare Logistic Regression, SVM, Decision Tree and Random Forest to
select the best detector. The study finds that, after feature selection, Random Forest consistently
outperforms the alternatives, underscoring the impact of variable filtering on performance.

Ahmad et al. [5] extend the attribute-prioritization approach to an loT setting aligned with protocol
specifics. The authors group features by domain (Flow/MQTT and TCP) and exclude features that
induce overfitting, then evaluate RF, SVM and Neural Networks per cluster and in combination. The
authors report that the cluster strategy maintains high effectiveness with Random Forest while reducing
training time relative to general supervised pipelines, demonstrating the efficacy of protocol-sensitive
filtering. Hussain et al. [6] analyze detection under a Zero Trust framework with continuous network
operation. The authors prepare the data via imputation, encoding and normalization, apply Recursive
Feature Elimination (RFE) to identify predictive variables and compare Logistic Regression, Random
Forest and XGBoost. XGBoost achieves an AUC of 1.00, indicating strong capacity to capture non-
linear relationships in network traffic.

Deep learning, with dimension reduction. Another significant line of research employs deep networks
together with dimension reduction to accelerate inference and improve generalization, particularly in
resource-constrained scenarios (e.g., 10T) where classical models face limitations in complex, high-
volume settings. Jouhari et al. [7] design an efficient 10T IDS using a lightweight CNN-BiLSTM model.
A Chi-square selection process reduces the input to the 20 most relevant features before training on
UNSW-NB15. The design aims for high accuracy with low complexity; the reported performance is
97.90% (binary) and 97.09% (multi-class), with lower prediction latency attributable to feature
reduction.

Sharma and Kumar [8] propose a CapsNet+BiLSTM hybrid that exploits spatial hierarchies and
temporal dependencies. Capsules with dynamic routing replace classical convolutions to extract local
features and preserve hierarchical information, thereby reducing dimensionality and enhancing feature
representation. The architecture then adds BiLSTM for bidirectional sequence modeling to capture
temporal dependencies. The authors evaluate the model on CIC-IDS2017, KDD CUP 99 and UNSW-
NB15, reporting improvements over individual architectures and 97% accuracy on UNSW-NB15.
Vibhute et al. [9] combine feature selection with deep learning by selecting 15 of the 49 UNSW-NB15
attributes via Random Forest and training a CNN on the reduced sub-set. The pipeline aims to simplify
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the input space and improve generalization, achieving 99.00% test accuracy, 98.86% recall and
99.00% F1. By contrast, Farhan et al. [10] build a sequential DNN preceded by Extra Trees feature
selection, reducing 43 features to 8. The reduction improves computational efficiency and inference
speed while maintaining effective attack discrimination; on UNSW-NBL15 (binary), the authors report
97.93% accuracy and 97% recall/F1.

Deployment-oriented ensembles/hybrids. Finally, transitioning towards production environments,
several studies emphasize ensemble and hybrid systems that balance accuracy, latency and robustness,
often with feature selection and distributed execution. Chkirbene et al. [11] exemplify this direction with
a hybrid that selects significant features using Random Forest and classifies attacks with CART. CART
scales well to large datasets and adapts tree structure to input variables. Compared with alternative trees
and baselines, the hybrid improves accuracy while reducing complexity and training/prediction time.
Kabir et al. [12] study stacking for better generalization using two configurations: (i) XGBoost and KNN
as base models with Random Forest as meta-classifier and (ii) XGBoost, Neural Networks and KNN
with the same meta-classifier. The pre-selection phase uses Extra Trees and Mutual Information Gain.
On UNSW-NB15, the combination of Mutual Information Gain with the first stacking configuration
(XGBoost+KNN) reaches 96.24% accuracy, surpassing individual models and highlighting the value
of heterogeneous ensembles for complex attack patterns. With a deployment and scalability focus,
Belouch et al. [13] implement an Apache Spark pipeline and evaluate SVM, Naive Bayes, Decision Tree
and Random Forest on UNSW-NB15. Random Forest outperforms the other classifiers, achieving
97.49% accuracy with 0.08 s inference time.

Furthermore, Mutambik [14] proposed loT-FIDS (Flow-based Intrusion Detection System for 1oT), with
a focus on reducing computational complexity in resource-constrained networks. Unlike methods based
on computationally expensive traditional ML algorithms, 1oT-FIDS identifies anomalous behaviors by
analyzing flow-based representations that capture communication patterns. This use of flow-level
features is key to reducing dimensionality and data volume, thereby justifying the adoption of flow-
based representations to achieve a balance between efficiency and accuracy in loT gateways, as
proposed in our study.

Table 1. Metrics reported in Related Work on UNSW-NBL15.

Reference | Model / Approach Reported Metrics
. . _ ACC = 97.90%( binary ); ACC =
[7] CNN-BiLSTM (Chi-square: 20 features) 97.09% (multi)
[8] CapsNet + BiLSTM ACC = 97.00% (UNSW-NB15)
. ACC =99.00%; Recall =
[9] Random Forest feature selection ( 15/49 ) + CNN 98.86%: F1-scorc = 99.00%
[10] Extra Trees (8 feats) + DNN ACC = 97.93%( binary ); Recall
= 97.00%; F1-score = 97.00%
[12] Stacking: XGBoost + KNN — Random Forest (with MI gain) [ ACC = 96.24%
[13] Random Forest (Apache Spark) ACC = 97.49%; Latency = 0.08 s

Note: The work by Mutambik [14] is excluded from this comparison, since its performance metrics were evaluated on the BoT-10T dataset,
utilizing UNSW-NB15 exclusively for training.

3. DATASET UNSW-NB15

UNSW-NB15 is a widely recognized benchmark representing generic enterprise network traffic. It was
generated at the UNSW Canberra laboratory with normal and malicious simulated traffic from
contemporary attacks. The captures were carried out over two sessions: on 22-01-2015 with a duration
of 16 hours and on 17-02-2015 with a duration of 15 hours, totaling 99.1 GB of PCAP files. From these
PCAPs, the authors extracted features using Argus and Bro-1DS to produce the official CSVs with 49
features and 9 attack categories, the breakdown of which by class is presented in Table 2.

In this study, we process all 93,715,272 raw packets from the 15 -hour capture PCAP files to build our
custom CSV. This choice is based on the better balance between the normal and attack classes compared
to the 16 -hour capture session. According to the figures in Table 3, in the 16 -hour capture, the attacks
account for only 2.04% (22,215 attacks out of 1,087,202 total records), whereas the 15-hour capture
reaches 20.59% (299,068 attacks out of 1,452,842 total records). This indicates that, although using the
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15 -hour capture significantly increases the representation of attack categories, a serious class imbalance
persists throughout the dataset. For example, in Table 2, while the Normal category comprises 2,218,761
records (87.35%), minority classes such as Worms represent only 174 records (0.007%), posing a
significant challenge for detection stability and model training.

Table 2. Distribution of the UNSW-NB15 dataset.

Category No. Records
Normal 2,218,761
Fuzzers 24,246
Analysis 2,677
Backdoors 2,329
DoS 16,353
Exploits 44,525
Generic 215,481
Reconnaissance 13,987
Shellcode 1,511
Worms 174

Table 3. Statistics per day of capture at UNSW-NB15.

Feature 22-01-15 (16h) [ 17-02-15 (15h)
Src_bytes 4,860,168,866 |5,940,523,728
Dst_bytes 44,743,560,943 | 44,303,195,509
Src_Pkts 41,168,425 41,129,810
Dst_pkts 53,402,915 52,585,462
Normal records | 1,064,987 1,153,774
Attack records | 22,215 299,068

The information presented in Tables 2 and 3 was obtained directly from the work [3] by Moustafa et al.

4. METHODOLOGY

We followed a four-stage pipeline: (i) label each packet with its category; (ii) group the packets into
unidirectional flows; (iii) compute features per flow and consolidate a single CSV; and (iv) apply pre-
processing, training and evaluation of machine-learning models, comparing the own CSV (from PCAP)

against the official CSVs, as illustrated in Figure 1.
4.1 Packet Labeling

[—> Feature Building
2 S haaedonsupie
In addition to the raw PCAP files available in the UNSW-NB15 repository, the set includes a ground
truth file that contains key information: the start and end time of each attack in Unix time, its category,
the protocol and the source and destination IP addresses and ports.

PCAP Ground Truth

U

Packet labelling

Preprocessing

Tralmng

Evaluatlon

CSV generation

Figure 1. Methodology pipeline.

Based on this file, each packet in the PCAPs was labeled as normal or as one of the nine attack families.
To do this, from each packet its timestamp (Unix time) and IP addresses were extracted and then

contrasted with the {Source IP, Destination IP, Start time, Last time) records of the ground truth. If
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the packet's timestamp fell within the interval [Start time, Last time] associated with that pair of IPs, the
corresponding Attack category from the ground truth was assigned; otherwise, it was labeled as normal,
since the ground truth only records malicious traffic events. The procedure is summarized in Algorithm
1.

Algorithm 1: Packet Labeling using Ground Truth

Data: PCAP packets; GroundTruth with (SrcIP, DstIP, StartTime, LastTime,

AttackCategory)

Result: Label per packet (normal or attack category)

foreach packet p in PCAP do
PacketTimestamp < timestamp(p);
(PacketSrcIP, PacketDstIP) < (IP.src(p), IP.dst(p));
Label <+ normal;
foreach record r in GroundTruth with r.SrcIP = PacketSrcIP and r.DstIP =
PacketDstIP do

if r.StartTime < PacketTimestamp < r.LastTime then
\\ | Label + r.AttackCategory; break;

save Label for p;

4.2 Flow Grouping

With the packets labeled, we proceed to the creation of unidirectional flows. To this end, a grouping
strategy based on the 5-tuple method is proposed, together with three flow-closing strategies: category
change, a time threshold without meeting the condition and, finally, exceeding a maximum lifetime for
an active flow.

To identify the packets belonging to the same unidirectional flow, the 5 -tuple method is used, defined
as [source IP, destination IP, source port, destination port, protocol]. The process consists of iterating
through the packets one by one in temporal order and grouping those that maintain the same 5 -tuple
values, which indicates that they belong to the same unidirectional flow.

The flow must be closed when any of the following three conditions is met: (i) a new packet does not
belong to the same category as the other packets in the flow, even if it matches the 5 -tuple; (ii) the flow
does not receive new packets that satisfy the 5 -tuple for 15 seconds; or (iii) the flow reaches a maximum
active lifetime of 60 seconds from its first packet (even if it remains active by adding more packets).

The selection of these timeout parameters is aligned with established network industry standards and
operational monitoring guidelines. The 15 -second idle timeout is a widely adopted configuration in
Cisco NetFlow environments and conforms to the IPFIX protocol specifications defined in RFC 5101.
Regarding the active timeout, while standard enterprise implementations may employ longer intervals
of 30 minutes to minimize processing overhead, RFC 5101 specifies that long-lived flows should be
periodically exported to ensure continuous visibility. In the context of intrusion detection, reducing this
threshold to 60 seconds is essential for enabling segmented traffic analysis and facilitating near real-
time threat response. This design choice is consistent with prominent flow-based extraction frameworks
in the literature, such as CICFlowMeter, which utilizes a 60 -second limit to prevent delayed detection
of persistent anomalous behaviors. The procedure for creating and closing flows is summarized in
Algorithm 2.

It is important to highlight that both the packet-labeling mechanism (Algorithm 1) and the subsequent
flow-grouping stage (Algorithm 2) operate under the assumption of static IP allocations and the absence
of overlapping, NATed (Network Address Translation) flows. In real-world environments where
multiple internal devices share a single public IP address, concurrent sessions may overlap temporally
or collide within the same 5-tuple structure, representing an inherent limitation of this dataset
construction framework.

4.3 Feature Calculation
To justify the feature design selection, a two-stage workflow was implemented, combining statistical
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filtering and explaining ability validation. Initially, a broad set of candidate features was extracted from
the raw unidirectional flows. To reduce dimensionality and eliminate uninformative variables, a
selection phase based on Mutual Information (M) was performed. As shown in Figure 2a, features with
an importance score above 1% (MI>0.01) were retained, discarding attributes with low predictive
power.

Algorithm 2: Unidirectional Flow Construction (5-tuple and closure rules)

Data: LabeledPackets (time-ordered), each with {Timestamp, SrcIP, DstIP, SrcPort,
DstPort, Protocol, Category}

Result: Set of unidirectional flows grouped by 5-tuple and Category

IDLE TIMEOUT < 15s; MAX LIFETIME < 60 s;

ActiveFlows < empty map from 5-tuple to flow state;

foreach packet p in LabeledPackets do

key < (p.SrcIP, p.DstIP, p.SrcPort, p. DstPort, p. Protocol);

if key ¢ ActiveFlows then
open new flow with Category < p.Category, StartTime = LastTime =

p. Timestamp;
ActiveFlows[key|] + flow;
continue;

flow + ActiveFlows|key];
if p.Category # flow.Category or (p.Timestamp — flow.LastTime) >
IDLE TIMEOUT or (p.Timestamp — flow.StartTime) > MAX LIFETIME
then
emit flow;;
remove ActiveFlows[key];
open new flow with Category < p.Category, StartTime = LastTime =
p. Timestamp;
ActiveFlows[key] + flow;
else
| | flow.LastTime < p.Timestamp;

foreach remaining flow in ActiveFlows do
| emit flow

Subsequently, to validate this selection from the model's perspective, a SHAP (SHapley Additive
exPlanations) analysis was conducted using a XGBoost model for both binary and multi-class
classification tasks (Figure 2b and Figure 2c¢). This analysis confirmed the individual contribution of
each variable. For instance, it was found that attributes statistically significant in Mutual Information,
such as the SYN flag, were also important for the binary XGBoost model, but showed less relevance in
multi-class classification. This demonstrates how attribute importance varies depending on the
predictive goal: while some features serve as general anomaly indicators (attack vs. normal traffic),
others are required to distinguish between specific attack signatures. The result is a refined set of 21
features (detailed in Table 4) that reduce training complexity and dataset size without compromising
detection accuracy.

The 21 features were computed over the packets of each flow and stored in a single CSV file. The
generated CSV file contains a total of 2,064,494 records corresponding to the features of each flow,
resulting in a final size of 220 MB, which is 2.5 times smaller compared to the total of 560 MB of the
official CSV files.

4.4 Pre-processing and Evaluation

To ensure a fair comparison, the full CSV version of the UNSW-NB15 dataset was employed. However,
a feature filtering process was implemented to align this set with the attributes present in the official
train/test partitions. This decision was made to maintain methodological consistency and, crucially, to
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prevent data leakage. Beyond this feature alignment, an identical pre-processing pipeline was applied to
both the official UNSW-NB15 CSV and our custom representation derived from the raw PCAP files.
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Figure 2. Feature analysis: (a) Mutual Information scores for the selected features set; (b) and (c)

SHAP value (impact on model output)

(c) SHAP importance (Binary).

SHAP global importance for model explainability.

Pre-processing consists of the following:

e Removal of duplicate records and/or records with missing values (NaN).

o Numerical coding of labels.
e Random mix of records.

e Stratified 5-fold Cross-validation protocol.



Table 4. Unidirectional 21 flow features: definition and unit.

Feature Definition Unit
Total Packets Total number of packets in the flow packets
Source Port Source transport-layer port number integer
Destination Port Destination transport-layer port number integer
Protocol IP protocol identifier integer
Duration Elapsed time between first and last packet S

Min. Packet Length Smallest packet size observed in the flow bytes
Max. Packet Length Largest packet size observed in the flow bytes
Mean Packet Length Average packet size in the flow bytes
Packet Length Std. Dev. | Standard deviation of packet sizes bytes
Total Bytes Sum of all packet lengths in the flow Bytes
DF '‘Don't Fragment' bit in the IP header binary
FIN TCP 'Finish’ flag binary
SYN TCP 'Synchronize' flag binary
PSH TCP 'Push’ flag binary
ACK TCP 'Acknowledgment' flag binary
Retransmissions Count of retransmitted segments within the flow integer
Service Service or application name associated with the observed port | string
Bitrate Average number of bits transmitted per second over the flow |bps
Jitter Average variability of inter-packet arrival times S
SYN-ACK Delay from the initial SYN to the corresponding SYN-ACK |s
Packet Ratio Number of packets transmitted in a second integer

Since
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our methodology calculates feature flows derived from the raw packets using grouping,

calculation and structural rules that differ from the official dataset, it is impossible to directly employ
the official test split for a fair evaluation. By using stratified 5-fold cross-validation, we ensure an
identical and unbiased evaluation environment for both datasets.

The label was handled under two tasks: binary (normal vs. attack) and multi-class (normal +9 attack
families) across both data sources. We selected four models per task (Decision Tree, Random Forest,
MLP and XGBoost), for a total of 16 training experiments (8 per CSV). Each model and its configuration
are summarized in Table 5. For the MLP, only the output layer is adjusted according to the task (sigmoid
for binary; softmax for multi-class).

Table 5. Training configuration for each model.

Model Configuration for binary and multi-class
Decision | Minimum samples split: 2; minimum samples per leaf: 1; criterion:
Tree Gini; class weight: balanced.
Random | Trees: 100; minimum samples split: 2; minimum samples per leaf: 1;
Forest | criterion: Gini; class weight: balanced.
Layers: Dense(512, ReLU) — Dropout(0.3) — Dense(256, ReLU) — Dense(n classes,
MLP Sigmoid/Softmax). Optimizer: Adam (Initial LR = 0.001, exponential decay to 0.0001 from
epoch 50); epochs: 150; batch size: 8192 ; class weight: balanced.
Trees: 1000; max depth: 8; LR: 0.1 (exponential decay to 0.01 from round 100);
XGBoost | subsample/colsample: 0.6; regularization: gamma = 0.1, alpha = 0.5, lambda = 1.5; sample
weight: balanced.

The models were evaluated using a Stratified 5-fold Cross-validation scheme to ensure robustness and
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account for class imbalance. For each fold, a comprehensive set of performance and computational
efficiency metrics was recorded; the results across all folds are presented and discussed in Section 5.

4.5 Statistical Significance

To validate the performance evaluations and determine whether the observed differences between
models and datasets are statistically significant, two non-parametric tests were employed. This statistical
validation is essential in network-intrusion detection to ensure that performance claims are robust,
especially when dealing with the inherent class imbalance of traffic datasets.

4.5.1 McNemar's Test

McNemar's test was employed to perform pairwise comparisons between the classification models
(Decision Tree, Random Forest, MLP and XGBoost) on the PCAP-derived dataset. This test is
particularly suited for IDS evaluation as it focuses on discordant prediction cases where one model
classifies an attack correctly while the other fails. By analyzing these prediction shifts, the test evaluates
the null hypothesis that both classifiers have an equal proportion of errors, providing a more rigorous
basis for asserting model superiority in imbalanced scenarios.

4.5.2 Wilcoxon Signed-rank Test

While McNemar's test evaluates model performance on a single dataset, the Wilcoxon Signed-rank test
was implemented to compare the proposed PCAP-derived representation against the original UNSW-
NB15 dataset. Using XGBoost as the benchmark architecture, this test evaluates whether the
performance shift between datasets is consistent across 10 folds of Stratified K-fold cross-validation.
This 10 -fold configuration was specifically chosen for the statistical comparison to provide a more
robust sample size, distinct from the 5 -fold setup used during the initial training phase. Unlike
parametric tests, Wilcoxon does not assume a normal distribution of the results, making it ideal for
comparing metrics, such as latency, training time and F1-score across different data representations.

5. RESULTS AND DIsSCusSION

Table 6 summarizes the performance of each model using a Stratified 5-fold Cross-validation evaluation
scheme. The mean values for each metric are presented alongside their respective standard deviations
for both datasets in binary and multi-class classification tasks. As expected, the task of discriminating
between normal traffic and attacks presents an intrinsically lower complexity than identifying specific
attack categories; consequently, performance metrics in binary classification are significantly higher
across all evaluated models. It is evident that the proposed PCAP-derived approach, by reducing the
dimensionality of the input data, optimizes inference time and enables the processing of a higher volume
of samples per second-as measured on an NVIDIA A100-SXM4-40GB GPU-in exchange for a minor
reduction in detection capability. For instance, the XGBoost model, which demonstrated statistical
superiority over the other models, experienced a 6% decrease in its Fl-score for multi-class
classification, offset by a 48% increase in samples per second. In the binary scenario, a 6% reduction
in the F1-score was also observed, against a substantial 68.8% increase in processing performance.

Notably, tree-based models, such as Decision Tree, Random Forest and XGBoost, exhibit an increase
in the number of parameters despite being trained on a reduced feature set. This phenomenon suggests
that these models require greater depth and node density to compensate for the reduced dimensional
information and maintain classification accuracy. However, this structural complexity does not correlate
directly with inference speed; it is observed that models with a higher parameter count can achieve
superior processing speeds. In contrast to the MLP model, the results confirm that the relationship
between parameter load and computational efficiency is not universal, but depends strictly on the nature
of the algorithm.

The results of the McNemar test for all pairwise model comparisons are presented in Table 7. Across
both binary and multi-class tasks, all comparisons yielded p -values under 0.001, confirming that the
performance differences between the models are statistically significant.

The highest test statistics are consistently associated with the MLP model, particularly when compared
against Random Forest and XGBoost. This high divergence indicates that the MLP produces a
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substantially different error distribution, likely due to its neural network architecture failing on different
types of traffic compared to the tree-based ensembles. In contrast, the comparison between Decision
Tree and XGBoost shows the lowest statistical divergence. This suggests a closer logical alignment
between these two models; however, the test still confirms that the two classifiers produce distinct
results, validating that the performance gap observed between the baseline Decision Tree and the
optimized XGBoost is statistically significant.

Table 6. Evaluation results for each model.

. Multi-class Binary
Model Metric
PCAP-derived CSV [ UNSW-NB15 CSV | PCAP-derived CSV [ UNSW-NB15 CSV
ACC 0.977 + 2e — 4 098 +3e—4 0.984 + 2e — 4 099+ 1e—4
AUC 0.727 £ 0.008 0.776 £ 0.003 0.86 + 0.002 0943 +7e —4
Precision* | 0.477 + 0.017 0.562 + 0.007 0.872 £0.002 095+8e—4
Decision Tree |Recall* 0.481 +0.016 0.542 + 0.005 0.86 £ 0.002 0943+ 7e—-4
F1-score* [ 0.478 + 0.014 0.548 £ 0.02 0.866 £+ 0.002 0946+ 7e — 4
Param. 96.3 K+ 271 55.5 K+ 641 735K+ 141K 35.8 K+ 850
Sample/s |2.51M + 69 K 1.99M + 58.4 K 29M + 157 K 2.15M + 94.3 K
ACC 0982+ 1e—4 0.983 +1e —4 0986+ 1e — 4 0.993+1e—4
AUC 0.946 + 0.007 0.936 + 0.002 0.994 + 3e -4 0.999 + 1e — 4
Precision* [ 0.608 + 0.017 0.619 +£0.01 0.893+7e—4 0.966 + 4e — 4
Random Forest | Recall* 0.502 +0.006 0.557 £ 0.007 0.883 £ 0.002 0.955+9e —4
F1-score* | 0.537 £+ 0.008 0.579 £ 0.007 0.888 +£0.001 0.961 + 6e — 4
Param. 5.24M + 15.1 K 3.78M+ 11K 3.69M £ 8.91 K 2.15M £+ 8.79 K
Sample/s | 280 K+9.8K 240 K+ 546 K 537 K+ 24 K 569 K+ 215K
ACC 0.956 + 0.002 0.972 +5e — 4 0.977 + 6e — 4 0.986 + 4e — 4
AUC 0.991 £ 0.001 0997 + 1le—4 0.996 + 2e — 4 0.999 + 1e — 4
Precision* [ 0.316 + 0.005 0.487 £ 0.006 0.789 £ 0.003 0.888 £+ 0.002
MLP Recall* 0.695 + 0.008 0.706 + 0.009 0.986 + 4e — 4 0.992 + 2e -4
F1-score* [ 0.355 £ 0.008 0.516 +0.008 0.86 +0.003 0.933 +0.002
Param. 145.2 K 155.4 K 142.8 K 153.1 K
Sample/s |19.8 K+ 2.07 K 19.8 K+ 1.68 K 21.4 K+ 270 21 K+ 152
ACC 0975+ 2e — 4 0977 +3e — 4 0982+ 1e—4 0.989 + 2e — 4
AUC 0.996 +47e — 4 0997+ 1le—4 0.997+< 1le—4 0.999+< 1le — 4
Precision* | 0.481 + 0.014 0.584 +0.008 0.823 +8e — 4 0.908 £+ 0.001
XGBoost Recall* 0.674 +0.009 0.669 + 0.007 0.984 +3e —4 0.99 +4e -4
F1-score* | 0.547 £+ 0.009 0.607 +0.007 0.885+7e —4 0.945 +8e — 4
Param. 1.93M + 7.48 K 1.68M + 179 K 263 K+241K 243 K+2.74K
Sample/s | 364 K+9.7K 246 K+ 4K 1.43M+ 79.4 K 847K+ 42.1K

*The Precision, Recall and F1-score metrics are calculated as macro averages, executed on A100 GPU.

Table 7. McNemar test results for model-performance comparison.

Comparison Multi-class Binary
Statistic | p-value | Statistic | p-value
Decision Tree vs. Random Forest | 3,158.27 |<0.001|1,439.14 [ <0.001
Decision Tree vs. MLP 26,816.13 1< 0.001 |4,090.86 | < 0.001
Decision Tree vs. XGBoost 863.23 <0.001]218.52 |[<0.001
Random Forest vs. MLP 36,677.671<0.001]7,897.61<0.001
Random Forest vs. XGBoost 5,241.43 1<0.001]1,895.01]<0.001
MLP vs. XGBoost 34,287.121<0.001]9,397.44 | < 0.001
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The statistical comparison between the proposed PCAP-derived dataset and the original UNSW-NB15
representation, conducted using XGBoost across 10 folds of Stratified K-fold cross-validation, is
summarized in Table 8. The Wilcoxon Signed-rank test confirms that the performance variations
between both datasets are statistically significant ( p = 0.0019 ) across all evaluated metrics, validating
that these differences are consistent and not a result of stochastic variance.

Table 8. Wilcoxon Signed-rank test results comparing PCAP-derived and UNSW-NB15 datasets’
performance across metrics.

Metric Multi-class Binary
PCAP-derived | UNSW-NB15 | p-value | PCAP-derived | UNSW-NB15 | p-value
Accuracy 0.9746 0.9766 0.0019 | 0.9822 0.9887 0.0019
AUC 0.9962 0.9973 0.0019 [ 0.9966 0.9993 0.0019
F1 Macro 0.5474 0.6073 0.0019 | 0.8852 0.9442 0.0019
T4 Train Time (s) | 180.0457 236.9737 0.0019 | 20.8764 28.3762 0.0019
Latency (ms) |0.0142 0.0115 0.0019 [ 0.0014 0.0024 0.0019
AL00 Train Time (s) | 62.7990 77.8722 0.0019 [11.1072 13.6984 0.0019
Latency (ms) |0.0036 0.0052 0.0019 | 0.0008 0.0013 0.0019

* Hardware platforms are denoted as T4 (NVIDIA Tesla T4 GPU) and A100 (NVIDIA A100-SXM4-40GB GPU).

As previously noted, the original UNSW-NB15 dataset maintains a slight advantage in detection
metrics. Specifically, Accuracy and AUC differences remain within approximately 0.2% and 0.1% for
multi-class tasks and 0.6% and 0.3% for binary classification, respectively. While a more noticeable
trade-off of approximately 6% is observed in the F1-score, the PCAP-derived representation offers
substantial gains in computational efficiency. On the T4 GPU architecture, training time was reduced
by 24.0% for multi-class and 26.4% for binary classification, a trend that persists on the A100
architecture with reductions of 19.3% and 18.9%, respectively.

A notable exception occurs in the multi-class inference latency on the T4 platform, where the PCAP-
derived dataset exhibited higher latency (0.0142 ms) compared to the original set (0.0115 ms). This
behavior is attributed to the increased structural complexity of the model: to compensate for the reduced
feature space, the XGBoost algorithm generated deeper trees to capture underlying traffic patterns.
Specifically, the PCAP-derived model required 2,008,476 total nodes, a 7.3% increase over the
1,871,454 nodes produced by the official dataset. This higher node density leads to increased memory
pressure and cache misses on the T4's memory hierarchy, which has more limited resources. However,
this effect is mitigated on the A100 platform; its significantly larger L2 cache and superior memory
bandwidth allow for more efficient traversal of complex tree structures, ultimately achieving latency
reductions of up to 38% in binary tasks.

Compared with the studies in Related Work in Table 1, our approach is competitive at a lower
computational cost. This is explained by the smaller number of classes and the reduced size of PCAP-
derived CSV relative to the official datasets, without significantly sacrificing performance.

Additionally, the confusion matrix for the XGBoost model evaluated on the PCAP-derived dataset
(Figure 3a) exhibits a clearer diagonal trend across several categories, indicating a redistribution of
classification performance compared to the original representation. However, a detailed analysis of class
6 (Exploits) reveals a performance trade-off: while the model demonstrates a moderate recall of 76% in
identifying this specific class, its precision is compromised due to misclassifications originating from
other categories, primarily class 3 (Analysis), 5 (DoS) and 8 (Worms).

In contrast, the official UNSW-NBL15 dataset (Figure 3b) displays significant overlap across several
classes and substantially higher false positive rates. For instance, class 4 (Backdoor) is mislabeled as
class 3 at a rate of 61.8% and conversely, class 3 is also mislabeled as class 4 in 54.4% of cases. Overall,
classes 3, 4 and 5 (Analysis, Backdoor and DoS, respectively) exhibit the most critical false-positive
rates, as the model largely fails to discriminate between them.

In Figure 3a, class 6, representing malicious Exploit traffic, acts as the primary source of ambiguity for
the multi-class classifier. This category induces significant noise, elevating the overall false-positive
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rate and diminishing the model's discriminatory power across the dataset. Given this pattern, it may be
advisable to evaluate the exclusion of this class from the general multi-class scheme or its isolation into
an independent detector to strictly control false-positive rates. Although such a modular architecture
increases computational overhead and operational complexity compared to a single multi-class
classifier, this trade-off is justifiable when specific class overlaps significantly degrade the system's
reliability.
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(a) Confusion matrix (PCAP-derived). (b) Confusion matrix (UNSW-NB15).

Figure 3. Confusion matrix for the XGBoost multi-class classifier: (a) Evaluated on PCAP-derived
CSV; (b) Evaluated on UNSW-NB15 CSV. Class indices: 0: Fuzzers, 1: Reconnaissance, 2:
Shellcode, 3: Analysis, 4: Backdoor, 5: Dos, 6: Exploits, 7: Generic, 8: Worms, 9: Normal.

The per-class F1-score, illustrated in Figure 4, provides a more comprehensive assessment of the model's
ability to balance precision and recall across the unbalanced categories of the UNSW-NBL15 dataset. The
results reveal a complex trade-off: the PCAP-derived representation significantly improves performance
in the most critical minority classes where the official dataset shows its worst results. Notably, the F1-
score for Backdoor increased from a negligible 0.09 to 0.45 and Analysis rose from 0.12 to 0.20 ,
suggesting that the reduced feature set captures more effective patterns for these specific threats.

Conversely, the reduction in features leads to a performance decline in other categories. The most
substantial drop is observed in the Generic class, where the F1-score decreased from 0.93 to 0.52,
alongside moderate reductions in Reconnaissance (0.85 to 0.68), Exploits (0.82 to 0.68) and Worms
(0.66 to 0.45). This indicates that while the custom PCAP-derived with 21 feature set mitigates the total
failure of the model to detect certain stealthy attacks, it also sacrifices discriminative power in classes
that were well-supported by the original UNSW-NB15 features.

m PCAP-derived m UNSW-NB15

0.67

.66
I (.09
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Figure 4. Bar chart showing per-class f1-score values for XGBoost model.

The performance of the proposed method compared to other recent works using the UNSW-NB15
dataset is presented in Table 9. This comparison focuses on accuracy metrics for both binary and multi-
class tasks, where the proposed approach reports values of 98.60% and 98.20%, respectively. It is
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important to clarify that these specific metrics correspond to the results achieved by the Random Forest
model, which demonstrated the highest overall accuracy among all evaluated architectures in this study;
however, this model is not necessarily the most suitable choice for scenarios requiring a balanced
detection of minority classes. As previously discussed, although the Random Forest leads in raw
accuracy, models like XGBoost provide a more robust and equitable performance across the entire attack
spectrum.

Table 9. Performance comparison of the proposed approach with recent literature on the UNSW-NB15

dataset.

Accuracy (ACC)
Reference

Binary | Multi-class
[7] 97.90% | 97.09%
[8] 97.00% | -
[9] 99.00% | -
[10] 97.93% | -
[12] 96.24% | -
[13] 97.49% | -
Proposed Work | 98.60% | 98.20%

The metrics obtained by our approach are highly competitive with recent literature. However, it is
important to note that direct numerical comparisons with these state-of-the-art works serve as a
contextual reference rather than an absolute benchmark, due to differences in evaluation protocols.
While the referenced studies evaluate their models using the static, down-sampled official UNSW-NB15
test partition, our methodology necessitated a stratified 5-fold cross-validation on the full PCAP-derived
capture to ensure an unbiased evaluation of our custom-flow construction. Although the main focus of
this research was not to exhaustively maximize classification performance, but rather to evaluate the
effectiveness of a reduced feature set within a lightweight and computationally efficient framework, the
outcomes are highly satisfactory. The custom representation proves that it is possible to achieve state-
of-the-art intrusion-detection accuracy while maintaining a reduced profile suitable for resource-
constrained networks.

6. CONCLUSIONS

This study quantitatively evaluated a lightweight, network flow-based data representation constructed
from the raw PCARP files of the UNSW-NB15 dataset, reducing the feature space from 49 to 21 attributes
and achieving a file size 2.5 times smaller than the original. Experimental results demonstrated that this
dimensional reduction offers an optimal trade-off for lightweight IDS deployments; the statistically
superior XGBoost model experienced a minor 6% macro F;-score reduction across both tasks, which
was heavily compensated for by reduced training times and substantial inference speed increases of
68.8% in binary and 48% in multi-class classification.

Furthermore, this investigation revealed that the detection rate for specific attack classes varies
significantly depending on how the dataset features are computed. Experimental results proved that
certain features are highly effective for detecting specific attack categories, but less favorable for others.
Quantitatively, this performance disparity is particularly evident in minority classes, such as Analysis
and Backdoor, where the proposed methodology successfully increased the recall rates from 29% to
43% and from 18% to 46%, respectively. However, this localized improvement was accompanied by
a performance trade-off, resulting in a reduction in detection accuracy for other categories, such as
Generic and Worms.

These findings highlight that, in the design of robust IDSs, it is highly recommended to combine multi-
class classification models with specialized binary classifiers dedicated to those specific classes where
the multi-class model faces severe identification challenges. Such a hybrid approach maintains an
optimal balance between classification performance and computational overhead, which is critical for
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environments with strict operational constraints, such as edge nodes or loT gateways. This structural
recommendation aligns with the multi-stage architecture proposed by [15], which effectively mitigates
class imbalance and enhances the overall robustness of the detection system.

Consequently, future research will explore class-specific feature-selection mechanisms to determine the
optimal sub-set of attributes for each attack family. Specifically, subsequent analyses will focus on how
variations in individual features impact detection accuracy across different threat categories. The
objective is to isolate the most discriminative attributes required for precise classification while strictly
limiting the size of the feature set to mitigate the noise and redundancy inherent to high-dimensional
data.
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